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BigFix Foundation - Installing BigFix

Student exercises

Overview

In this lab you will learn how to:

Download BigFix

Install BigFix Server - Windows
Install BigFix Server - Linux
Install BigFix Console

Install BigFix Client(s)

Install BigFix WebUI

The exercises in this lab guide focus on installing and configuring the BigFix Server, BigFix Console,

BigFix Client and BigFix Relay on separate virtual machines.

The exercises in this lab guide are based on VMware Workstation v12, but other versions of VMware

Workstation could be used. VMware Fusion could also be used.

NOTE: This is not a deployment guide and it is not designed to show a secure implementation.

7|Page



Lab Environment
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HCL BigFlx
tent servens)
Claud based)

Win
BigFix
Envw.

BESFNDWINROOT

IP:
Lhser: Adminisirator
Py biglixrocks




The below table contains a summary of the VM images used in this lab guide:

Host Name BigFix Components (01 IP Address Userid &
Password
BigFix Windows based Server, Windows Administrator
BESFNDWINROOT Console, WebUI, and Client 2016 10.0.0.1 bigfixrocks
tecuser
BESFNDWIN10 BigFix Client, Console Windows 10 10.0.0.2 bigfixrocks
e 10.0.0.3 root
BESFNDCENTOS BigFix Client CentOS7 bigfixrocks
adminmo
Blgfixrocks
All BigFix Console creds
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Accessing Lab Environment

The BigFix Lab environment is currently being hosted in Skytap’s (www.skytap.com). To access this
environment, you will need the url, id, and password sent to your registered email address (this would be from
Skytap.com). If you are a USA Federal customer — your instructor will provide you your credentials and access
url(s).

Students will receive an email (this is the email address you provided when you registered for the course)
from Skytap that contains the url to YOUR Skytap environment, the login id and password for this specific
course. It will look something like this:

[CAUTION: This Emafl_is from outside the Organization. Unless you trust the sender. Don’t click links or open attachments as it may be a Phishing email, which can steal your Information and compromise your

Computer.]

Hello james. leaphart@hel.com,
Event: MARK 0

Course: TESTS US

Start time:

End time: 05/15/2020 12:34 PMPDT
Student Region: US-Central

Student Passcode] POG6ZBTAPZYQ

Student URLihtth:.-".-’th—vl.sb‘ta]g—gorta.l.comflab access/event participant/13/995d8455a0ac743edblalc6ebea®0d9ccB8e6805383edc]l1cf581887b1 2ceff5a I

Instructors:

Instructor Email/TD  Instructor Name Region
leaphartmark(@gmail com Mark Leaphart  1UUS-Central

Click on the url provided in your email and provide your credentials (if asked). You will be taken into
Skytap and you will see your provisioned environment.

SSkytap L JFeadbac idens

€ TEST5 US (Student Lasthame) "

Region: US-Central

VMs: 3
I m O sotbyname v o
I Running In m ¢ I Running nmn = O I Running n = o
BESFNDCENTOS BESFNDWIN10 BESFNDWINROOT
Endpoints: Endpoints: 1 (besfndwin10-10.0.0.2) Endpoints:

1 (besfndcentos - 10.0.0.3 1 (besindwinroot- 10.0.0.1)
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Help/Support

= O


http://www.skytap.com/

The vm’s provided here are accessible via your browser (rdp is not required). Click on a vm and your
browser will present your vm:

[E] BESFNDWINROOT - Skytap X [l
[« c @ © @ hitps//cloud.skytap.com/vms/ddae883fdbSd7e521984dd9731ef023/desktopssort=namet: +++ @ ¥ | | Q searc noe#de =
@ MyHCL B HCL B HCLLabs B BigFix B Mark B Clay B Orchids @ Folsom - Sport Clips  # GoToMeetMe ) Current Local Timein... @ Kali Linux Hacking tut...

& 1 m O cuade EBEN K

1) Environment VM’s: View all vm’s in your environment or switch to another vm in your environment
2) Suspend this vm

3) Shutdown this vm

4) Power options for vm - a) shutdown, b) reset, c) power off
5) Ctrl-Alt-Del is passed to the vm

6) Keyboard layout and or inject key combinations

7) Credentials: operating system and applications in this vm
8) VM Clipboard

9) Fit to window

10) Change video resolution

11) Network Quality Indicator

12) Hide this tool bar

13) Help

When you open any of the Windows vm’s, always answer YES to the network connection question.
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Exercise 1: Starting the Environment

In this exercise, you will install BigFix and start the configuration process.
1) Verify that the following virtual machines are started:

— BigFix Server: BESFNDWINROOT
—  BigFix Windows Client: BESFNDWIN10

—  BigFix Linux Client: BESFNDCENTOS

2) Switch to the BESFNDWINROOT virtual machine. If you are logged off, log in as Administrator with a
password of bigfixrocks.

NOTE: This lab guide has been created for installing/configuring BigFix on only the image set using a Windows
Root Server.

You have now successfully completed Exercise 1.
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Exercise 2: Install BigFix on a Windows Server 2016

In this exercise, you will install and configure the HCL BigFix Server, BigFix Console, BigFix client, BigFix
WebReports, and the BigFix WebUI. Will take approx. 10-15 min.

N Note: MSSQL 2016 and MSSQL Tool kit has been installed and configured.

1) Login to the BigFix Server: BESDNDWINROOT as Administrator with a password of bigfixrocks.
2) Open File Explorer and navigate to the BigFixSrc folder on the Windows Desktop.

3) Right click on: BigFix-BES-InstallGenerator_11.0.0.175.exe, then select Run as Administrator from the
context menu.

The installer is extracted and you are prompted to select the language.
Verify that English is selected and click OK.

The Installation Generator creates the installers for the BigFix Server, BigFix Console, BigFix Agent,
BigFix WebUI.

4) Click NEXT.
5) Select Install Type: PRODUCTION
6) Select the | accept the terms of the license agreement radio button. Click NEXT

7) Select the | want to install with an existing masthead radio button on the Setup Type pane and click
NEXT.

%2‘ Note: This class will re-use existing BigFix serial number and license so when prompted you will select
2 an existing masthead and license.pvk files. You would do the same in your environment if you had to

re-install BigFix. In your environment, you would have downloaded a license authorization file from
BigFix to perform a new installation.

8) Provide the path to the existing masthead. Navigate to the following folder on the Windows Desktop;

\WindowsRootServerCredentials\Windows

9) Select the masthead.afxm file and click Open. The Choose Destination Location pane opens.

10) Accept the default path and click NEXT.
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11) The BigFix source files are copied to the installer location and the InstallShield Wizard Complete pane
is displayed. Click FINISH. The InstallShield Wizard closes and the BigFix Installation Guide opens.

Use the BigFix Installation Guide to install of the various BigFix components.

2 BigFix Installation Guide = X

BigFix Installation Guide Select a language:

P Welcome
Install or Upgrade Server Ready to Deploy BigFix!

Install or Upgrade Console Now that you have provided the information used to customize BigFix to your
network environment, you are ready to install or upgrade the BigFix
components (Server, Consoles, Clients, and WebUI). The Server should be
Install or Upgrade WebUI installed or upgraded first, followed by the Consoles, the Clients, and the
WebUI.

Install or Upgrade Client

Browse Install Folders

Exit To begin, click the "Install Server" button in the navigation panel on the left.

¢2 Click here for more information about BigFix.

Licensed Materials - Property of HCL @ Copyright HCL Technologies Limited 2001-2023. All
Rights Reserved. HCL, the HCL logo, and BigFix are trademarks or registered trademarks of HCL
Technologies Limited in the United States, other countries, or both.

12) Select: Install or Upgrade Server

) BigFix Installation Guide . X
BigFix Installation Guide Select a language:

Welcome
» Install or Upgrade Server Install or Upgrade BigFix Server

Install or Upgrade Console The BigFix Server communicates with the BigFix Clients, Consoles, and
WebUI. The Server stores all the information about the Clients and sends

Install or Upgrade Client 2 3 i
Fixlet messages and actions to the Clients.

Install or Upgrade WebUI
¢, Click here to view the BigFix Server system requirements

Browse Install Folders

Exit If you wish to install or upgrade the BigFix Server on this computer, click the
link below. Otherwise, click the "Browse Install Folders" button in the
navigation panel on the left, copy the "Server" folder to the intended
computer, and run the "setup.exe" application on it.

After you install or upgrade the BigFix Server, you will need to install or
upgrade the Console and Clients.

&7 Install or Upgrade the Server on this computer |

The BigFix server installation wizard starts. Verify that English is selected then click OK. The
Welcome pane opens.
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Click NEXT to begin the BigFix server installation.

BigFix Server - InstallShield Wizard X

‘Welcome to the InstallShield Wizard for BigFix
Server

The InstallShield® ‘wizard will install BigFix Server on your
computer. To continue, click Next.

Back Cancel

The Select Features pane opens.

13) Ensure that both BigFix Server and Web Reports are checked. Click Next.

BigFix Server - InstallShield Wizard X
Select Features
Select the features setup will install. HCLSoftware

Select the features you want to install, and deselect the features you do not want to install.

B bigrix Server Description
[ web Reports All components for the BigFix
Server

161.54 MB of space required on the C drive
40510.21 MB of space available on the C drive

The License credentials pane opens.
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14) Click Browse and select the License.pvk file from the
\WindowsRootServerCredentials\Windows folder on the Windows desktop. Enter Blgfixrocks
in the Site Admin Private Key password field then click Next.

BigFix Server - InstallShield Wizard X

License credentials

Specify your license credentials HCLSoftware

Site Admin Private Key [license.pvk):
C:AUsers\Administrator\DesktoptWwindowsR ootServerCredentials\Windows\lic Browse...

Site Admin Private Key password:
200EDE0NGRE

Masthead file [masthead. afxm]:
C:\Program Files (x86)\BigFix Enterprise\BES Installers\Server\masthead. afsm Browse. ..

< Back Cancel

The Select Database Replication pane is displayed.

15) Select the Single or Master Database option and click Next.

BigFix Server - InstallShield Wizard X

Select Database Replication
Select the database replication to be used by BigFix. HCLSoftware

@® Single or Master Database
There is only one database in the deployment, or this is the master database.

O Replicated Database

The database will replicate from an existing database in the deployment. A master
database must already exist.

< Back Cancel

The BigFix Master Operator Credentials pane is displayed.
16) Enter the Master Operator information as follows:
___a) Username: adminmo

____b) Password: Bilgfixrocks
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___c) Confirm password: Blgfixrocks

BigFix Master Operator Credentials
Specify the master operator credentials. HCLSoftware

Please enter the credentials for the BigFix master operator that will serve as your administrative
user.

Username:

| adminmo I

Password:
| eeccecccce |

Confirm Password:
ey |

< Back Cancel

17) Click Next. The Select Database pane is displayed.

18) Select the Use Local Database option and click Next.

BigFix Server - InstallShield Wizard X

Select Database
Select the database to be used by BigFix. HCLSoftware

@® Use Local Database
Install the BigFix databases on the local computer.

(O Use Remote Database
Install the BigFix databases on a network computer that already has SOL Server
installed.

< Back | Cancel

The Choose Destination Location pane is displayed.

19) Accept the default location and click NEXT. The Server Properties pane is displayed.
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20) Accept the defaults on the Server Properties pane and click NEXT.

BigFix Server - InstallShield Wizard

Server Properties

The WwwRoot folder below will be used as the web server's root folder.

Tainstall to a different folder, please modify the path below.

X

HCLSoftware

WA Path: C: “Program Files [x86]5\BigFix Enterprise\BES Serveriwww

URL: | http://besfndwinroot: 52311

< Back Cancel

Set Proxy

The Web Reports Properties pane is displayed.

%2‘ Note: Pay attention to the URL: the name presented here MUST be resolvable by your

e endpoints either via DNS or hosts file. If you use a Proxy to access the Internet at your work
location, you can click the “Set Proxy” button to provide the proxy configuration information. A
Proxy configuration is not required for this lab.

21) Accept the defaults for the Web Reports Properties and click NEXT. The Select Web Reports User

pane is displayed.

%2‘ Note: Pay attention to the port used by Web Reports. The default SSL port is 8083, and you can
e change it here if you want to use a different port. You can change it after installation by using the

available Task in the BES Support site.

BigFix Server - InstallShield Wizard

Web Reports Properties

HTTPS port.

‘Web Reports will be automatically configured to use HTTPS.
Below you can set the path of the root folder [wwwroot) of the Web Reports server and its

VY YrVVA =P Sl roaram Files [x86]\BigFix Enterprise \BES Server\BESReportsS erverwwwrool

X

HCLSoftware

Pott (a0a3 |

< Back Cancel
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22) Select the Use the LocalSystem User option and click NEXT.

BigFix Server - InstallShield Wizard X

Select Web Reports User
Select the user that will run the Web Reports service. HCLSoftware

O Specify a Custom User
The Web Reports service will be run by a user of your choice.

@® Use the LocalSystem User
The Web Reports service will be run by the LocalSystem user.

< Back Cancel

The SQL Server configuration pane is displayed.

23) Review the information on the SQL Server configuration pane and click Yes.

SQL Server configuration

The SQL Server database instance configuration checks found the
following issues.

Some SQL Server settings do not fit the recommendations and may
limit the perfermances of your BigFix applications:

- maximum degree of parallelism (MAXDOP): 0

- cost threshold for parallelism (CTFP): 5

The following values would be more appropriate:

- maximum degree of parallelism (MAXDOP): 4

- cost threshold for parallelism (CTFP): 50

To run this check again and change your configuration later, you can
use the BESAdmin commands /checksqlserverparallelism and
/setsqlserverparallelism.

Do you want this installer to change the configuration for you?

I

The Information pane is displayed.
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24) Review the installation information, then click Next.

BigFix Server - InstallShield Wizard X
Information
Please read the following text. HCLSoftware

Please review the installation parameters below.

The BigFix Server installer will perform the following operations:

- Install the Server's program files

- Install the Server service and other web server files

- Read in configuration settings from the Action Masthead

- Prompt you to change the SQL Server default 'sa’ password (if applicable)

- Prompt you to create user logins for the BigFix Console (if running advanced installatic
- Prompt you to run the BigFix Diagnostics Tool to verify the installation

< Back Cancel

The installation of the BigFix server begins. This will take several minutes to complete.

During the BigFix Server installation the primary BigFix database (BFEnterprise) and the Web
Reports database (BESReports) are created.

BigFix. This process may take several minutes to

Please wait while your database is prepared to support
O
complete...

Status:

Wait for the installation to complete. Verify that there is a check beside Run the HCL BigFix
Diagnostic Tool. Click Finish.
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BigFix Server - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing BigFix Server on your computer.

Run the BigFix Diagnostic Tool.

B ack Finish Cancel

The BigFix Server Diagnostics pane opens. Click Full Interface.

(2 BigFix Diagnostics Tool X

Testing server...

Test Failed: Checking that this machine is running the BES Client
Reason: The service does not exist

Testing services...Ok
Testing Web Reports...Ok

Result
One or more warnings were encountered during testing. The BigFix system may or may not
function properly. Please view the Full Interface for more details.

Full Interface I Close

The BigFix Diagnostics Tool opens with the full interface.

21| Page



25) Select the Services tab and verify that the four BigFix services have a green check mark beside them.

(2 BigFix Diagnostics Tool X

Server Web Reports  About

@ | FillDe service Installed @
FillDB Service Running L2

) ®

@
(@ | GatherDB Service Installed
)

GatherDB Service Running

View Server Diagnostics

Result

4 out of 4 tests passed

26) Click Close. The BigFix Diagnostics Tool closes.

27) Return to the BigFix Installation Guide.

22| Page



28) Select Install or Upgrade Console and then click the Install or Upgrade the Console on this computer
link.

) BigFix Installation Guide - X

BigFix Installation Guide Select a language:

Welcome
Install or Upgrade Server Install or Upgrade BigFix Console

Install or Upgrade Console The BigFix Console connects to the BigFix Server and provides an interface
Install or Upgrade Client Fhat allows an administrator tq see what problems exist on the BigFix Clients
in the network and to take actions to remedy them.
Install or Upgrade WebUI
Browse Install Folders The Console should be installed or upgraded after the Server is installed or
upgraded.
Exit

@, Click here to view the BigFix Console system requirements

If you wish to install or upgrade the BigFix Console on this computer, click
the link below. Otherwise, click the "Browse Install Folders" button in the
navigation panel on the left, copy the "Console" folder to the intended
computer, and run the "setup.exe" application on it.

After you install or upgrade the BigFix Console, you will need to install or
upgrade the BigFix Clients.

#¥] Install or Upgrade the Console on this computer

HCLSoftware

The BigFix Console — InstallShield Wizard pane opens.

29) Select English as the language and click OK.

BigFix Console - InstallShield Wizard X

{ :’ Select the language for the installation from the choices below.

English (United States) v

Cancel

The Welcome screen is displayed.
30) Click NEXT. The Destination Folder pane is displayed.
31) Accept the default destination folder and click NEXT.

32) Verify that the Create a BigFix Console shortcut on the Desktop option is selected and click INSTALL.
After a few minutes the InstallShield Wizard Completed pane is displayed.

33) Uncheck Launch the program option and click FINISH. You are returned to the BigFix Installation
Guide.

34) Select Install or Upgrade Client and click the Install or Upgrade the Client on this computer link.
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%& Note: You must install a BigFix agent to your BigFix server. BigFix uses this agent to install and
A configure your BigFix server.

2 BigFix Installation Guide - X

BigFix Installation Guide Select a language:

Welcome
Install or Upgrade Server Install or Upgrade BigFix Client

Install or Upgrade Console BigFix Clients gather information about the computers they are installed on,
and report the information to the BigFix Server. The Client should be installed
or upgraded on every computer that is going to be administered by BigFix.
Install or Upgrade WebUI First install or upgrade the Client on this computer.

Install or Upgrade Client

Browse Install Folders Y] Install or Upgrade the Client on this computer

Exit

HCLSoftware

The BigFix Client — InstallShield Wizard opens.
___35) Verify that English is selected and click OK. The Welcome pane is displayed.
____36) Click NEXT. The Destination Folder pane is displayed.
___37) Accept the default location and click NEXT. The Ready to Install the Program pane is displayed.
____38) Click INSTALL to begin the installation of the BigFix client.

ﬂ BigFix Client - InstallShield Wizard X

Ready to Install the Program HCLSoftware

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.
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39) Once this installer completes, click FINISH. The BigFix Client wizard closes, and you are returned to

the BigFix Installation Guide.

40) Select Install or Upgrade WebUI then click the Install or Upgrade the WebUI on this Computer link.

) BigFix Installation Guide
BigFix Installation Guide

Welcome

Install or Upgrade Server
Install or Upgrade Console
Install or Upgrade Client
Install or Upgrade WebUI
Browse Install Folders

Exit

S CTAEREDTEL H English Y.

Install or Upgrade BigFix WebUI

The BigFix WebUI is a web-based user interface allowing BigFix Operators to
access and use a powerful set of functions from their own system through a
browser. The BigFix WebUI should be installed or upgraded after the Server is
installed or upgraded. Before installing the WebUI, install the Client on the
target computer, and ensure that the Deployment Requirements are satisfied.

&, Click here to view the BigFix WebUI deployment requirements

If you wish to install or upgrade the BigFix WebUI on this computer, click the
link below. If you are installing the WebUI on a remote computer, click the
"Browse Install Folders" button in the navigation panel on the left and copy
the "WebUI" folder to the remote computer. In this case, you also need to
generate authentication certificates for that computer using the BESAdmin
command "createwebuicredentials". Copy the generated certificates folder to
the remote computer. Only install one WebUI per deployment.

#¥] Install or Upgrade the WebUI on this computer

The WebUI Service — InstallShield Wizard pane opens.

41) Verify that English is selected and click OK. The Welcome pane is displayed.
42) Click NEXT. The License Credentials pane is displayed.

43) Click Browse beside the Site Admin Private Key field and select the license.pvk file from the

\WindowsRootServerCredentials\Windows folder on the Windows desktop, then click Open.

License credentials

jﬁl BigFix WebUI Service - InstallShield Wizard X

Specify your license credentials

Site Admin Private Key (license.pvk):

HCLSoftware

F: \Users\Administrator \Desktop\WindowsRootServerCre... icense.pvk | Browse... I

Site Admin Private Key password:

[l

Masthead file (masthead.afxm):

|<none selected>

Browse...
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44) Enter Blgfixrocks in the Site Admin Private Key password field.

45) Click Browse beside the Masthead file field and select the masthead.afxm file from the

\WindowsRootServerCredentials\Windows folder on the Windows desktop, then click Open. Click NEXT
to continue.

ﬂ BigFix WebUI Service - InstallShield Wizard X

License credentials HCLSoftware

Spedify your license credentials

Site Admin Private Key (license.pvk):
F:\Users\Administrator\Desktop\\ﬂlindowsRootServerCre. ..\icense.pvk Browse...

Site Admin Private Key password:

[eeveeerees |

Masthead file (masthead.afxm):
F:\Users\Administrator\Desktop\WindowsRootServe...‘;nasthead.afxm Il Browse... I

InstallShield —

< Back Next > Cancel

The Destination Folder pane opens.
46) Accept the default location and click NEXT. The WebUI ports page opens.
47) Accept the default ports (443, 80). Click NEXT.

ﬂ BigFix WebUI Service - InstallShield Wizard X
WebUI ports HCLSoftware
Specify WebUI ports

Specify the ports that WebUI will use. Make sure that the ports you choose are not used by any
other program.

HTTPS Port:

443

HTTP Redirect Port:
[so

InstallShield —

cont carcs

The Database Server pane is displayed.
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___48) Enter the Database Server connection credentials as follows:
___a) Database Engine field: (local)
___b) Select the SQL Server Authentication Credentials option
___€) Login ID: sa

___d) Password: bigfixrocks

ﬁl BigFix WebUI Service - InstallShield Wizard X

Database Server HCLSoftware

Select database server and authentication method

Spedify a database engine, for example: "(local)”, "host_name”®, “IP",
“host_namejnstance_name®, "IP,port”, etc.

I(local)
The login used MUST BE THE 'SA' ACCOUNT or have identical privileges.

Connect using:

(O Windows authentication credentials below (DOMAIN\Username)

I (®) SQL Server authentication credentials below (for example, sa)l

Login ID: Isa

Password: ” oy |

InstallShield

49) Click Next. The Ready to Install pane is displayed.

50) Click Install. The installation begins and after a few minutes the InstallShield Wizard Completed pane
is displayed.

51) Click Finish. The WebUI installer closes and you are returned to the BigFix Installation Guide.
52) Click Exit. A confirmation message is displayed.
53) Click OK. The BigFix Installation Guide closes.

This completes the installation of BigFix Root server, BigFix Console, BigFix agent, and BigFix WebUI. You can
restart the BigFix Installation Guide anytime. By default,t it is located in the following folder:

C:\Program Files (x86)\BigFix Enterprise\BESInstallers\BESInstallationGuide

You have now successfully completed Exercise 2.
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BigFix Foundation — BigFix Post-
Installation Tasks

Overview

The lab exercises in this section describe the post installation tasks that are done to access the external site content
and configure your BigFix deployment for managing your endpoints. In these exercises you perform the following
activities:

e Post-Install Steps — Windows Root Server

e Enabling products/sites in BigFix

NOTE: These labs are not a production deployment guide. It is not designed to show a secure BigFix
implementation.

Exercise 3: Starting the Environment

In this exercise, you start the required virtual machines and open the BigFix console.
1) Verify that the following virtual machines are started:

— BigFix Server: BESFNDWINROOT
— BigFix Windows Client: BESFNDWIN10

— BigFix Linux Client: BESFNDCENTOS

2) Switch to the BigFix Server virtual machine: BESFNDWINROOT. If you are logged off, log in to the server
as Administrator with a password of bigfixrocks.

3) Log in to the BigFix Console by double-clicking the BigFix Console icon on the Windows desktop.

4) Enter adminmo as the user name, and enter Blgfixrocks as the password. Click Login. The Console
opens.

You have now successfully completed Exercise 3.

Exercise 4 - Validate the Root Server

In this exercise, you will configure the BigFix Server.
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1) From the Windows Start menu select BigFix -> BigFix Diagnostics Tool. The BigFix Diagnostics Tool
opens.

o BigFix Diagnostics Tool X

Services Web Reports About

@ | BES Root Server Running

L

| Server logged in as: LocalSystem |

Client Register Plugin
Post Results Plugin

BESGatherMirror Plugin

@

@

@

@ BESGatherMirrorNew Plugin
@ | BESMirrorRequest Plugin
)

Verifying that Server can reach the Internet, using the proxy if configured (This might not
pass immediately after a fresh install).

Verifying that besfndwinroot refers to this machine

Checking that this machine is not a domain controller

Checking that this machine is running the BES Client

@O @00 Oo0O0O®O®S

@
@
@ | Checking that this machine is running a Windows server operating system
<
| 9 |

Checking that TCP/IP is enabled on SOL server

12 out of 12 tests passed

e

2) Select the Server tab if it is not already selected and verify that there is a green checkmark beside all
the checks.
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3) Select the Services tab. Verify that there is a green checkmark beside all the BigFix services.

) BigFix Diagnostics Tool X

Server Web Reports About

(@ | FillDB Service Installed

FillDB Service Running

GatherDB Service Installed

© 0 O
®@® ®®

GatherDB Service Running

View Server Diagnostics

4 out of 4 tests passed

4) Select the Web Reports tab. Verify that the Web Reports Server is running.

o BigFix Diagnostics Tool

Server Services| Web Reports |About

‘ [WebReports is installed; testing installation. ‘

| (@ Web Reports Server Running | @
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5) Select the About tab. Verify that the Server Diagnostics version matches the version of the BigFix
platform that you installed.

(2 BigFix Diagnostics Tool X

Server Services Web Reports

O I BigFix Diagnostics Tool version 11.0.0.175 I
@
(c) Copyright HCL Technologies Limited 2001-2023 HCL Technologies Limited

6) Click CLOSE. The BigFix Diagnostics Tool closes.

7) Return to the BigFix Console. If it is not open, then double-click the BigFix Console icon on the
Windows Desktop. Enter adminmo as the user name and Blgfixrocks as the password and click Login.

The BigFix Console opens.

8) Select the Computers node in the All Content domain and verify that the BESFNDWINROOT computer
object appears in the list. Review the Last Report Time and ensure that the computer has reported
recently. Review the Console connection information in the lower-right portion of the Console.

) BigFix Console - O X
File Edit View Go Tools Help

Back - Forward « | ﬁ Show Hidden Content ﬂShuw Non-Relevant Content | eRefresh Console

All Content Computers Search Computers ,O| im|

‘1 Fixlets and Tasks (2,097)
WebUI Apps (11)
Baselines (0)
Analyses (28)
Actions (0)
Dashboards
Wizards
Custom Content
- Custom Filters
‘@ Computer Groups (0)
E; Unmanaged Assets (0) 2
% Operators (1)
=) Sites (2)
% LDAP Directories (0)
%] Roles (0)

Computer Name 0s CPU Last Report Time Locked BES Relay Sele.. Rela
% BESFNDWINROOT Win2016 10.0.... 2500 MHz Xeon | 12/7/2021 2:08:38 PM | No Manual BES

OO0 S8EH

No Item Selected

0 All Content

@ BigFix Management

1 item in list, 0 selected. Connected to 'besfndwinroct’ as user 'adminmo’

You have now successfully completed Exercise 4.
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Exercise 5: Enabling External Sites
MASTER OPERATOR REQUIRED

You have validated that the environment is installed and running. You now enable external sites and configure
BigFix. This process could take up to 30 min to complete because the BigFix Server must perform a full gather
and import of all the enabled external sites

1) Return to the BigFix Console. If you are logged off, log in as adminmo with a password of Blgfixrocks.

2) Click the BigFix Management domain in the lower-left portion of the Console. The navigation pane is
updated to show only content from the BigFix Management domain.

3) Select License Overview in the navigation pane. The License Overview dashboard opens.

Q BigFix Console - O X
File Edit View Go Tools Help

@ Back ~ "W Forward ~ | ®) Show Hidden Content ¥ Show Non-Relevant Content | eRefresh Console

BigFix Management License Overview

_:1| Deployment Overview

_il Deployment Health Checks BigFix License Overview Last Update: 127712021 22521PM | (D) | O |
) License Overview

5 BES Deployment Upgrade (1,760)

3 BES Component Management (107 fy OVERVIEW SleTmeRE B e ’
£5] Maintenance Window Managemer
=] Manage Wake-on-LAN (10) ] A
@ Baselines (0) BES Platform
B Analyses (29)
Z> Actions (0)
£ Custom Content Serial Number: 152271149
5} Custom Filters
£5 Computer Management License Update Date: 127772021 12:15:39 PM
zi Unmanaged Assets (0) Gather URL: http://besfndwinroot 5231 1/cgi-bin/bfgather exe/actionsite
74 Operators (1)
= Manage Sites (2)
€ CHECK FOR LICENSE UPDATE
< >
+ ) All Content License overview
@ BigFix Management =

Connected to 'besfndwinroot’ as user 'adminmo’
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4) Using the arrow in the upper-right portion of the License Overview dashboard, scroll to the right until
you locate Lifecycle. Click LifeCycle. The Product EULA Info for LifeCycle is displayed in the lower portion
of the dashboard.

5) Scroll down and click Accept. The dashboard view updates to show a list of external sites that are
associated with the LifeCycle domain.

BigFix License Overview Last Upame: zer 22520 Pm (@ [ G | 4

LIFECYCLE PCI DSS SECURITY AND COMPLIANCE -A. BIGFIX LABS

" As described in the aster License Agreement and this License Information document, HCL
grants Licensee a limited right to use the Program. This right is limited to the level of Authorized Use, A
such as a Processor Value Unit ("PVU"), a Resource Value Unit ("RVU"), a Value Unit ("VU"), or other
specified level of use, paid for by Licensee as evidenced in the Proof of Entitlement. Licensee's use
may also be limited to a specified machine, or only as a Supporting Program, or subject to other
restrictions. As Licensee has not paid for all of the economic value of the Program, no other use is
permitted without the payment of additional fees. In addition, Licensee is not authorized to use the
Program to provide commercial IT services to any third party, to provide commercial hosting or
timesharing, or to sublicense, rent, or lease the Program unless expressly provided for in the
applicable agreements under which Licensee obtains authorizations to use the Program. Additional
rights may be available to Licensee subject to the payment of additional fees or under different or

< >

v/ ACCEPT

Connected to 'besfndwinroot’ as user 'adminmo’
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6) Select BIGFIX LABS in the products section at the top of the BigFix License Overview dashboard. Place
a checkmark beside I agree in the lower-portion of the dashboard.

License Overview =
BigFix License Overview st Update: 1272021 2331270 | @ | C | B
< TOR LIFECYCLE PCI DSS SECURITY AND COMPLIANCE i DIGFIX LABS
o
~

BigFix Labs is a collection of experimental product features and tools that we, the BigFix team, think are useful for
official product release. Experimental features and tools delivered through BigFix Labs do NOT go through the sar
so please test on an lab or QA system before deploying these tools in your environment.

Note that BigFix Labs is NOT part of any BigFix product. As such, BigFix Labs is unsupported, and we are providi

To access BigFix Labs, you must check the "l agree” box below. If you do not check the "I agree” box, you may
BigFix Labs content. Again, the license agreement for BigFix Labs is not the license agreement that you agreec

BigFix Labs License Agreement | agree

You must select "l Agree” in order to be able to enable the BigFix Labs site

< >

Connected to 'besfndwinroot’ as user 'adminmo’

7) Select LIFECYCLE in the products section of the BigFix License Overview dashboard. You now enable
external sites and subscribe computers to those sites. Enabling a site allows BigFix to gather content for
this site making the site content available for subscribed endpoints to evaluate.

8) Click the Enable for each of the following sites.

NOTE: Please enable only the sites listed below so that you do not exceed the drive space on the
BESWINROOT virtual machine. As you click the Enable link, each site will be move to the top of the
list and the Enable link changes to Enabled:

____a) BES Asset Discovery
___b) BES Inventory and License
___c) Patches for CentOS7 Plugin R2
___d) Patches for RHEL 7
___e) Patches for Windows (English)
Note: This site is displayed as Enterprise Security after it is gathered.
____f) Patching Support
___g) Software Distribution
____h) Updates for Windows Applications

___i) cyberfocus
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Important: The License Overview dashboard displays 50 sites at a time by default. You might have
to change the displayed Rows per page at the bottom of the dashboard to locate every all of the
external sites in the list.

50
100
150
Rows per page All 1-95 of 95
v
>
License Overview [
BigFix License Overview Last Update: 2232023 8324220 | (D) | O |
< NTORY LIFECYCLE PCI DSS SECURITY AND COMPLIANGE b BIGFIX LABS
Enabled - Sites Subscribed CorA
BES Asset Discovery 0
BES Inventory and License 0
CyberFOCUS 0
Enterprise Security 0
Patches for CentOST Plugin R2 0
Patches for RHEL 7 0
Patching Support 0
Software Distribution 0
ENABLE Advanced Patching v
< >

Waiting for server to begin gather of Enterprise Security.

You now subscribe computers for each of the external sites that you enabled. Before computers
can be subscribed, the BigFix Server must gather and import the site contents into the BigFix
Enterprise DB.

9) Select the BigFix Management domain in the lower-left portion of the Console and then click the
Warnings node in the navigation pane. The List pane is updated to show a list of the external sites that do
not currently have computers subscribed.
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2) BigFix Console — O X
9
File Edit View Ge Tools Help
é Back = Forward = | @ Show Hidden Content ﬁ Show Mon-Relevant Content | eRe'Fresh Conzole
BigFix Management Warnings Search Warnings JD| -
J Deployment Overview || Mame Type -
J D-eplo}rment Health Checks Enterprise Security Site
I ‘I;rcenlse O\E;;\rlew BES Inventory and License Site
_arnmgs . .
BES Asset D Sit
BES Deployment Upgrade (1,999) % h;s : 'm‘:r}’ S?te
L—_é BES Component Management (103) B o .Llpf;.lD . I &
£ Maintenance Window Management saftware Distribution S!te
& Manage Wake-on-LAN (10) Patches for RHEL 7 Site
@ Baselines (0 Patches for CentO57 Plugin B2 Site
@ Analyses (30) CyberFOCUS Site
g Acti 1
g Cc |t0r|s (C) -~ External Site: Enterprise Security e O
ustorn Conten
5 Custem Filters 5&‘.-'& Changes Discard Changes | Gather Add Files... 9 Remove
5 Cemputer Management :
iFh Unmanaged Assets (0) Details  Computer Subscriptions  Operator Permissions  Role Permissions
@ Qperators (1)
B Manage Sites (10) v A
o = ¥ Details
0 All Content Type External Content Site
@ BigFix Management Current Version 0
Gather URL httpz//sync_bigfix.com/cgi-bin/bfgather/bessecurity
o Patch Management . -
Publisher BigFix, Inc. v
@ >
8 items in list, 1 selected. Waiting for server to begin gather of Enterprise Security.

10) Click an external site name that is displayed in the list area. The details for the selected site are
shown in the work area below.

11) Select the Computer Subscriptions tab. Click the All Computers radio button and then click Save
Changes to keep your chosen subscriptions.

Important: You are only able to subscribe computers to those sites whose content has been gathered by
the BigFix Server and imported into the database. If the Current Version shown on the Details tab is 0 then
all the options on the Computer Subscriptions tab will be greyed out. You must wait until the site has been
gathered before you can subscribe computers.

36| Page



Warnings Search Warnings p‘ |

~

Name Type

Patches for Windows Site
I BES Inventory and License Site I

BES Asset Discovery Site

Updates for Windows Applications  Site

Patching Support Site

Software Distribution Site

Patches for RHEL 7 Site

Patches for CentOS7 Plugin R2 Site

External Site: BES Inventory and License = 0
ESave Changes |Discard Changes | Gather Add Files... ¥ Remove

Details | Computer Subscriptions | Operator Permissions  Role Permissions

The following computers will be subscribed to this site:
| (® All computers

(O No computers

(O Computers which match the condition below

Computer Name contains - || *

Patches for RHEL 7 gather completed.

12) Repeat the previous step for each of the external sites that are shown in the list area. As the site
subscriptions are completed, they will be removed from the list of sites that are displayed in the list area.

You have now successfully completed Exercise 5.
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Exercise 6: Post-Install Steps — Activating Analyses
MASTER OPERATOR REQUIRED

In this section, you activate several analyses that are delivered with the external site content. These Analyses
are a key part of BigFix. They allow BigFix to gather information from the subscribed endpoints and use that
information to populate various dashboards. As additional external sites are enabled, you must review the
Analyses that are associated with those sites and Activate the ones that are required.

1) Return to the BigFix Console. If you are logged off, log in as adminmo with a password of Blgfixrocks.

2) Select the All Content domain in the lower-left portion of the Console. Then select the Analyses node
in the navigation pane. The list area is updated to show a list of all the Analyses that are associated with
the external sites that you enabled in the previous exercise.

3) Verify that the Show Non-Relevant Content button at the top of the Console is enabled. When
enabled, the Console shows all content whether that content is Relevant to any computers or not.

) BigFix Console
File Edit View Go Tools Help

& Back ~ Forward ~ | #) Show Hidden Contenl " Show Non-Relevant Content e Refresh Console
All Content Analyses

4) Click the Name column in the List Area of the Console. The Analyses are sorted in ascending order by
their name and an arrow appears above the Name column to show the sort order for the display.

Analyses Ifif':h Analyses p] -
Status Name : Site Applicable Computer C...  Activated | A
Not Activated “Shell Shock" bash Vulnerability (...  Patching Support 0
Not Activated (Deprecated) Adobe Product Det...  BES Inventory and Licen... 1
Not Activated (Deprecated) Microsoft Office Sui...  BES Inventory and Licen... 0
Not Activated (Deprecated) Microsoft Project Ve...  BES Inventory and Licen... 0
Not Activated (Deprecated) Microsoft SQL Serve... BES Inventory and Licen... 1
Not Activated (Deprecated) Microsoft Visio Versi...  BES Inventory and Licen... 0
Not Activated (Deprecated) Physical / Virtual Co...  BES Inventory and Licen... 1
Not Activated Active Directory Security Groups ...  Software Distribution 1
Not Activated Amazon Web Services Plugin Sett... BES Support 0
Not Activated Amazon Web Services Resources BES Support 0
Nt Artiratad Annlicrstinn lnfarmatian (AN REC lmvrantan: and | iran n v
< >

5) Select any Analysis in the list. You can then type Ctrl-A to select every Analyses in the list and then
while depressing the Ctrl key select each of the Analyses with (Deprecated) in the name. The result is that
all Analyses except the Deprecated ones are selected.
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6) Right-click in the list-area over any selected Analysis and choose Activate from the Context menu.

Analyses ISearch Analyses p" -
Status Name = Site Applicable Computer C...  Activated | A
Not Activated “Shell Shock” bash Vulnerability (...  Patching Support 0
Not Activated (Deprecated) Adobe Product Det...  BES Inventory and Licen... 1
Not Activated (Deprecated) Microsoft Office Sui...  BES Inventory and Licen... 0
Not Activated (Deprecated) Microsoft Project Ve... BES Inventory and Licen... 0
Not Activated (Deprecated) Microsoft SQL Serve... BES Inventory and Licen... 1
Not Activated (Deprecated) Microsoft Visio Versi... BES Inventory and Licen... 0
Not Activated (Deprecated) Physical / Virtual Co...  BES Inventory and Licen... 1
Not Activated Active D Ot istribution 1

i Not Activated Amazon t 0
Not Activated Amazon ~ CoPYTet - 0
Nnt Activiatad Amnlirst Copy Text with Headers smiandlicen 0 X
€ Select All >

Analysis: “Shell Shock" bash Vulne o 0

Globally Hide
Qi Activate Qg Deactivate | /' E Globally Unhide ally | 3 Remove
Description Details Applicab Locally Hide
Locally Unhide
A
Description Activate I
z e Deactivate %
This analysis will repc 328 "Check for "Shell Shock™ bash
Vulnerability (CVE-20 Add Comment... ssary file to detect vulnerability. In
order to update this . v
Edit...
17 items in list, 91 selected. Remave «d to 'besfndwinroot' as user 'adminmo’
I S
The status for each of the select Analyses changes from Not Activated to Activated Globally.

Analyses Search Analyses p] (|
Status Name & Site Applicable Computer C...  Activated | A
Activated Globally "Shell Shock" bash Vulnerability (... ~ Patching Support 0 adminmo
Not Activated (Deprecated) Adobe Product Det...  BES Inventory and Licen... 1
Not Activated (Deprecated) Microsoft Office Sui...  BES Inventory and Licen... 0
Not Activated (Deprecated) Microsoft Project Ve...  BES Inventory and Licen... 0
Not Activated (Deprecated) Microsoft SQL Serve... BES Inventory and Licen... 1
Not Activated (Deprecated) Microsoft Visio Versi... BES Inventory and Licen... 0
Not Activated (Deprecated) Physical / Virtual Co...  BES Inventory and Licen... 1
Activated Globally Active Directory Security Groups ...  Software Distribution 1 adminmo
Activated Globally Amazon Web Services Plugin Sett... BES Support 0 adminmo
Activated Globally Amazon Web Services Resources BES Support 0 adminmo
Artiviatad Glahalh, Annlicatinn Infarmatinn (AIV) REC lnviantan: and licen N scdrrinme R
< >

Tip: Make sure that you choose Activate from the Context menu. If you choose the Activate button that is

shown in the Work area, then only that selected Analysis is activated.

You have now successfully c

ompleted Exercise 6.
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Exercise7: Post-Install Steps — Install the BigFix Agent
MASTER OPERATOR REQUIRED

In this exercise, you use the Client Deploy Tool to remotely install the BigFix Agent on client computers.

%2‘ Important: Installing agent remotely using the Client Deploy Tool has sever prerequisites. There are several

¢ things that will prevent this from working as desired in this lab. None of which BigFix can address directly.
These include things like ACL’s, Firewall Rules, open ports, services configured for remote install. You will
need to review the documentation for the Client Deploy Tool target prerequisites to ensure that the
Windows 10 target is configured to support remote installs. You can review the documentation: here.
Please review each prerequisite and make the changes accordingly before attempting the remote install.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console as adminmo with a
password of Blgfixrocks.

2) Verify that none of the virtual machines in the image set are in a suspended state. The virtual
machines automatically suspend after 2 hours with no activity.

3) Select the BigFix Management domain in the lower-left portion of the Console. The navigation pane
updates to show only the BigFix Management content.

4) Select the BES Deployment Upgrade node in the navigation pane. The List area in the upper-right
portion of the Console is updated to show the Deployment Upgrade content.

) BigFix Console - O X
File Edit View Go Tools Help
@ Back v Forward + | #) Show Hidden Content 5 Show Non-Relevant Content | & ¥ Refresh Console
BigFix Management BES Deployment Upgrade |E-E:- ch BES Deployment Upgrade pl -
J Deployment Overview Name Source Severity  Site Applicable Co..  Open Action C...
| Deployment Health Checks Install Bigfix Clients with Client Deploy Tool BES Support 1/1 0
J License Overview
. BES Deployment Upgrade (1) I
15 BES Component Management (33)
] Maintenance Window Managemes
= Manage Wake-on-LAN (3) < >
) Baselines (0) Fidet: Upgrade BES Client Logging Service o O
i‘d Analyses (11) -
> Actions (1) 47 Take Action | ./ Edit | Copy [2>Export | Hide Locally Hide Globally | 3 Remove
— Cust Content — . .
5 *-ustom Lonten Description Details  Applicable Computers (0) Action History (0)
2 Custom Filters
£ Computer Management A
#4 Unmanaged Assets (0) Description
2, Operators (1)
=, Manage Sites (10) BigFix has released an upgrade to the BES Client Logging Service. This upgrade contains
several bug fixes and BigFix highly recommends that all customers apply the upgrade. This
upgrade is required to upgrade the BES Client to version 7.0.9 or greater if any BigFix
< > Extensions are installed.
o All Content Use the action below to upgrade to the latest version of the BES Client Logging Service.
@ BigFix Management Note: This action will temporarily stop the BES Client Logging Service. Please schedule the
upgrade to occur at a time when a service interruption is acceptable.
o Patch Management
The following BigFix Extensions require the BES Client Logging Service: v
® 2
1 item in list, 0 selected.

Connected to 'besfndwinroot’ as user 'adminmo’

5) Click the Install Bigfix Clients with Client Deploy Tool Task in the list area. The details for the selected
Task are shown in the work area below.
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6) Verify that the Description tab is selected in the work area. Scroll down in the Description tab and
locate the parameters that must be entered on the Description tab before taking the action. Enter the
parameters as follows:

a) Operating systems: Place a check beside the Windows OS and Linux Intel options.

b) Client Version: Select 11.0.0.175 from the drop-down list. The selected version should match or be
older than the Root Server/Relay version.

c) Client Deploy Tool Computer credentials:
e Username: Administrator

e Password: bigfixrocks

ﬁ’Take Action \ 7 Edit \ Copy [%)Export ] Hide Locally Hide Globally ‘ X Remove
I

Description  Details Applicable Computers (1) Action History (0)

! Operating systems A '

Select the operating system families to be deployed.

I Wwindows 0S Linux Intel I

| []Linux PPC [ Linux s390x

| Jax [[Jsunos Intel
[[Jsun0s sPARC [ IMac 0S
[[JLinux ARM

Select the client version to be installed

Client Version

11.0.0.175 v

Client Deploy Tool computer credentials

Specify the credentials of a user that has access to the computer where the Client Deploy Tool is installed.
They are required only if the Client Deploy Tool runs on a Windows system and to deploy Windows targets.

Username Password

lAdministrator Hooooooooooo
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7) Enter the following information for the BESFNDWIN10 client in the Targets section of the Description
tab:

___a) Computers: besfndwin10
___b) Username: tecuser

___c) Password: bigfixrocks

| Task: Install Bigfix Clients with Client Deploy Tool — O X
&7 Take Action | / Edit | Copy [BExport | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (1) Action History (0)

Targets

Specify the following information for the target computers that you want to deploy:

o List of IP addresses/hostnames/IP address ranges (e.g. "192.0.2.1-20"), separated by
newline.
e The user credentials needed for the connection.

< Computers Username Password

besfndwinl0

[ e |

[

tecuser fooooooooooo|

[ Add group of targets |

8) Click Add group of targets. A new Computers section opens in the Description tab where you can
specify the Linux target information.
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9) Enter the following information for the BESFNDCENTOS client in the Targets section of the Description
tab:

____a) Computers: besfndcentos
b) Username: root

c) Password: bigfixrocks

] Task: Install Bigfix Clients with Client Deploy Tool — O X
;’TakeAction \ 7 Edit | Copy E})Export ’ Hide Locally Hide Globally | 3§ Remove
Description  Details Applicable Computers (1) Action History (0)
A
Targets
Specify the following information for the target computers that you want to deploy:
o List of IP addresses/hostnames/IP address ranges (e.g. "192.0.2.1-20"), separated by
newline.
e The user credentials needed for the connection.
< Computers Username Password
besfndwinl0
Clear
[tecuser [TITTTTYY LY )
[<]> Computers ; Username Password
besfndcentos I
; ) Clear
jroot [TITTYYYYYY) I
1 Remove
Add group of targets
v

10) Click Take Action. The Take Action window opens.

11) Select the Target tab if it is not already selected and select BESFNDWINROOT from the list of available
targets.

12) Click: OK to initiate the action. Monitor the status of the action and wait for the status to change to
Completed before continuing.

13) Click the All Content domain in the lower-left portion of the Console, then click the Computers node
in the navigation pane. The list area shows a list of all computers with the BigFix Agent installed.
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14) Review the list of managed computers in the list area. You should now see 3 computers in the list.

) BigFix Console — O X
File Edit View Go Tools Help
@ Back v W Forward ~ \ ) Show Hidden Content ¥5 Show Non-Relevant Content | &Y Refresh Conscle

All Content Computers Search Computers ,O‘ B
4 Fixlets and Tasl Computer Name 0s CPU Last Report Time Locked BES Relay Sele... Rela
i Fixlets and Tasks (605) ~ p p y
5 Webll Apps (1) P BESFNDCENTOS Linux CentOS... 2500 MHzXeon 12/8/20218:43%06AM  No Manual best
2 i“el""es fgl B BESFNDWINTO Win10 10.0.18.. 2500 MHz Xeon ~ 12/8/2021 8:43:48 AM  No Manual besf
@ na. e % BESFNDWINROOT Win2016 10.0.... 2500 MHz Xeon  12/8/2021 8:44:38 AM  No Manual BES
? Actions (2)

5 Dashboards < >
£ Wizards Computer: BESFNDCENTOS &0
E Custom Content

I/— Custom Filters Edit Settings € Remove From Database QSend Refresh

5 Ez:l;:::sé:ups © Summary Relevant Fixlets and Tasks (507) Relevant Baselines (0) Baseline Component Applicability Action History (0) | ¢ | *
‘74 Unmanaged Assets (0) [collapse all] / [expand all] A
% Operators (1)

) Sites (10) ¥ Computer Properties

T LDAP Directories (0)

Core Properties
o) ANl Content Computer ID 552707007
@ BigFix Management Agent Type Native
'& Patch Management Active Directory Path  <none> v
ng Liniy CantNS 7 & 1204 (2 10 N-RA? al7 ¥RA A4)
gl < z

Connected to 'besfndwinroot’ as user 'adminmo’

Tip: If you do not see 3 managed computers in the list, the most likely cause is a missed BigFix Client
Deploy Tool prerequisite or an incorrect password. You can go back and review the target prerequisites to
verify that they have all be completed correctly. You can also review the BESClientDeployTool.log file
located in the following directory on the BESFNDWINROOT virtual machine:

C:\Program Files (x86)\BigFix Enterprise\BES Console\BesClientDeploy

You have now successfully completed Exercise 7.
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Exercise8: Post-Install Steps — Create Computer Groups
MASTER OPERATOR REQUIRED

Computer groups are very useful. They provide a way to organize the endpoints in logical groups. You can
group them by OS, by IP, by Computer Name, or any other way that is meaningful for your organization. There
are 4 types of Computer Groups; Automatic, Manual, Ad-Hoc, and Server Based

In this exercise you create both Automatic and Manual computer groups.

1) Switch to the BESFNDWINROOT virtual machine and login to the BigFix Console as adminmo with a
password of Blgfixrocks.

2) From the Tools menu select Create New Automatic Computer Group. The Create Automatic
Computer Group window opens.

) BigFix Console

@ Back v W Forward ~ | | &7
All Content &

5 Fidets and Tasks (61 g
5 WebUI Apps (11) &

File Edit View Go Help

Take Custom Action...

Create New Fixlet...
Create New Task...
Create New Baseline...

Create New Analysis...

§ Baselines (0) :
Q) Analyses (43) |'ﬁ
2> Actions (2) o

Create New Automatic Computer Group... N

) Dashboards @
5 Wizards i_!
2 Custom Content

2 Custom Filters

"3 Computers (3)

5 Computer Groups (C
773 Unmanaged Assets ( -
% Operators (1) -
Sites (10)

LDAP Directories (0)

Jil € £l

g

n@ BigFix Management

.1. Patch Management

Create New Server Based Computer Group...”

Create New Manual Computer Group...

Add/Update External Site Masthead...
Add Files to Site...
Add LDAP Directory...

Create Custom Site...

Create Operator...

ato

Add LDAP Oy

Create Role...

Create Custom Filter... Ctrl+Shift+F
Manage Properties

View Recent Comments

Launch Web Reports

= m} X

:nt | £¥Refresh Console
Search Computers ,O] (|
CPU Last Report Time Locked BES Relay Sele... Rela
JS.. 2500 MHzXeon 12/17/202112:13:06.. No Manual besf
18... 2500 MHz Xeon  12/15/2021 1:32:22P... No Manual besf
IO 2500 MHz Xeon  12/17/2021 12:18&:50.. No Manual BES
>
o 0

H (‘; Send Refresh

510) Relevant Baselines (0) Baseline Component Applicability Action History (0)

«

Name Site

No items meet the filter criteria.

Connected to 'besfndwinroot' as user ‘adminmo’

3) Enter Windows Group in the Group name field.

4) Accept the default value Master Action Site in the Create in site drop-down box.

5) Accept the default value All Content in the Create in Domain drop-down box.

6) Set the Include Computers with the following property filter as follows:

___a) Select OS from the first drop-down box.

____b) Select contains from the second drop-down box.

____c) Enter win in the text field.
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7) Click Create.

Create Automatic Computer Group X
Group name: Windows Group

Create in site: Master Action Site v

Create in domain: All Content v

Include computers with the following property:

0s ~ contains ~ |Win| | - |+

| Create | Cancel

8) Repeat the steps above to create an Automatic Group for Linux. Set the Group name and filter
property as follows:

____a) Group name: Linux Group

___b) Include Computers with the following property: OS contains linux.

Create Automatic Computer Group X
| P |

Group name: | Linux Group |

Create in site: Master Action Site v

Create in domain: All Content v

Include computers with the following property:

0s ~  contains ~ | | linux | |

9) Click All Content from the domain pane in the lower-left portion of the Console and then select the
Computers node from the navigation pane. The list area in the upper-right portion of the Console updates
to show the managed endpoints.
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10) Right click the BESFNDWIN10 computer and select Add to Manual Group from the context menu.

O BigFix Console - 0O X
File Edit View Go Tools Help
@ Back v ™ Forward ~ | #) Show Hidden Content ¥ Show Non-Relevant Content \ & ¥Refresh Console
All Content éon\ptm - Search Computers p[ m|
> ;% Fixlets and Tasks (616) Al Computer Name 0s CPU Last Report Time Locked BES Relay Sele...  Rela
= ‘é‘”bll,” AP'(’; an 5 BESFNDCENTOS Linux Cent0S ... 2500MHzXeon 12/17/2021 1:1211P.. No Manual besf
@ Aase ines (4;) T BESFNDWING ] TR P R R BT R e
g A"’.'ym 2( BESFNDWINROOT ~ winS  OPen P.. No Manual BES
> 3 ctions (2) Copy Text
» [5) Dashboards < s >
. Copy Text with Headers
> [ Wizards Computer: BESFNDCENTOS = 0
» 3 Custom Content % Select All
- : Edit Settings Remove From [
Custom Eikess 9 Edit Computer Settings... -
Computer Groups (2) W Modify Custom Site Subscriptions... onent Applicability Action History (0) | ¢ | *
Unmanaged Assets (0) {4 Relevant Baselines (0) Add Comment... Site
23 Operators (1) Remove From Database...
Sites (10) Revoke Certificate
LDAP Directories (0) .
T S View as Group S0z
riteria.
« ) All Content I Add To Manual Group... I
@ BigFix Management Send Refresh
.1. Patch Management
0! e < >
3 items in list, 1 selected. Connected to 'besfndwinroot' as user ‘adminmo’
The Select Manual Computer Group window opens.
11) Enter Lab Manual Group in the text field and click OK.
Select Manual Computer Group X
(O Add the selected computers to the manual group selected below:
~
Group Name Computers

dd the selected computers to a new manual group named:
Lab Manual Gmupl

The manual group is created.
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%& Note: Manual groups are just that, manual and you must add and remove computers from

e the group manually. Membership criteria for Automatic Groups is constantly being
evaluated by the endpoints. If an endpoint no longer meets the criteria for membership in
the group, it is automatically removed. Likewise, if a computer meets the membership
criteria for the Automatic Group, it is added.

12) Select Computer Groups from the All Content navigation pane. The list area shows the 3 groups that

were created during the exercise.

Computer Groups

Name

Windows Group
Linux Group

Lab Manual Group

!fv::::‘:" Computer Groups ,OI |
Type Site Member Computer Count
Automatic Master Action Site 2
Automatic Master Action Site 1
Manual 1

You have now successfully completed Exercise 8.

Exercise 9: Adding a Role and Creating a Local Operator Account

MASTER OPERATOR REQUIRED

In this exercise, you add a new BigFix non-master operator role, create a local operator account and assign

the role to the account.

1) Switch to the BESFNDWINROOT virtual machine and login to the Console using adminmo with a

password of Blgfixrocks.

2) Select Tools > Create Role from the Console menu. The Create Role window is displayed.

3) Enter Linux Non-Master Operator as the name of the role and click OK. The Role: Linux Non-Master
Operator pane is displayed on the right portion of the Console.

4) Enter the following string in the Description field:

Non-master operators associated with this role manage only Linux Endpoints.

Role: Linux Non-Master Operator g

ESa\reChanges Discard Changes 3§ Remove

Details Computer Assignments  Operators (0) LDAP Groups (0)  Sites (0)  WebUI Apps (13)

Details

MName

Description

Linux Mon-Master Operator

Hon-master operators associated with this role
manage only Linux Endpoints.

5) Set the values in the Permissions section as follows:

___a) Master Operator: No

____b) Show Other Operators’ Actions: Yes
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___c) Stop Other Operators’ Actions: Yes

___d) Can Create Actions: Yes

___e) Can Lock: Yes

___f) Can Send Refresh to Multiple Computers: No
___g) Can Submit Queries: Yes

____h) Custom Content: Yes

___i) Unmanaged Assets: Show All

Reole: Linux Non-Master Operator =
HSave Changes Discard Changes 9§ Remove
Details Computer Assignments  Operators (0)  LDAP Groups (0)  Sites (0)  WebUl Apps (13)
Permissions ~
Master Operator Mo w
Show Other Operators” Actions
Stop Other Operators' Actions
Can Create Actions
Can Lock
Can Send Refresh to Multiple Computers
Can Submit Queries
Custom Content
Unmanaged Assets V
___6) Set the permissions in the Restart and Shutdown section as follows:
___a) Post Action Behavior: Allow Restart and Shutdown
___b) Action Script Commands: Allow Restart and Shutdown
Role: Linux Mon-Master Operator =
ESave Changes Discard Changes 9§ Remove
Details Computer Assignments  Operators (0)  LDAP Groups (0} Sites (0)  WebUl Apps (13)
Restart and Shutdown [ 7 ] ~

Post-Action Behavior |f-\|lnw Restart and Shutdown v|

Action Script Commands |AII|:|W Restart and Shutdown 'v‘|
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____7) Set the permissions in the Interface Login Privileges section as follows:
____a) Can User Console: Yes
____b) Can Use WebUI: Yes
___c) Can Use REST API: Yes

Role: Linux Mon-Master Operator =
HSEVE Changes Discard Changes 3 Remove

Details  Computer Assignments  Operators (0)  LDAP Groups (0)  Sites (0)  WebUl Apps (13)

)
Interface Login Privileges
Can use Console |Yes V|
Can use WeblI |Yes V|
Can use REST APRI |"r’es V|
s

8) Select the Sites tab at the top of the Linux Non-Master Operator pane, and then click Assign Site. The
Add Site To Role window opens.

____9) While holding down the CTRL key, select the following Sites then click Add:
____a) BES Support
___b) BES Inventory and License
___c) BES Asset Discovery
___d) Patching Support
___e) Software Distribution
___f) Patches for RHEL 7

____g) Patches for CentOS7 Plugin R2
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Add Site To Role

Search Sites

Name Type Creator Domain
| Patches for Windows External

BES Inventory and License External

BES Asset Discovery External

Updates for Windows Applications  External

Patching Support External

Software Distribution External

Patches for RHEL 7 External

Patches for CentOS7 Plugin R2 External

CyberFOCUS External

Cancel

10) Select the Computer Assignments tab at the top of the Linux Non-Master Operator pane then click

Add. The Add Management Rights window is displayed.

11) Expand the All Computers > By Group nodes and then select Linux Group. Click OK.

Add Management Rights

Assign the role managemnent rights on all of the computers whose retrieved properties match those selected below:

All Computers (3)
| By Retrieved Properties
~ [ By Group

&, Lab Manual Group (1)

—

Linux Group (1)

Windows Group (2) This role has management rights on all computers that have the retrieved

property values shown on the left. This role does MOT have management
rights on any computers that do NOT have the retrieved property values
shown on the left.

This role will autornatically be granted management rights on (or will have
management rights removed on) any computers that change to match (or
to not match) the retrieved property values shown on the left.

Cancel

12) Select the WebUI Apps tab at the top of the Linux Non-Master Operator pane.
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13) While holding down the CTRL key, select the following WebUI Applications then click Allow:

___a) autopatch

b) content
c) custom
d) patch
e) query
f) swd
g) workflow
Rele: Linux Non-Master Operator
ESa\re Changes Discard Changes ¥ Remove
Details: Computer Assignments Operators (0) LDAP Groups (0} Sites (6) WebUl Apps (13)
Allow MNone
Mame Permissions
autopatch I None
Cmep MNone
content MNone
custom MNaone
insights None
v MNone
mdm None
l patch I MNaone
fmgr MNone
I query I None
scm MNone
swd MNaone
| workflow MNone

14) Click Save Changes in the upper-left portion of the Linux Non-Master Operator pane. The role is
created with the specified permissions.

You now create the local operator account and associate it with the Linux Non-Master Operator role.

15) Select Tools > Create Operator from the Console menu. The Add User window is displayed.
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16) Define the new local operator account by entering the following in the Add User window, then click
OK.

___a) Username: testuser
___b) Password: Blgfixrocks

___c) Verify password: Blgfixrocks

Add User o

Username:

I‘ testuser |

Password:

Verify password:

The Console Operator: testuser pane opens.

17) Select the Assigned Roles tab at the top of the Console Operator pane.
=

Console Operator: testuser

Sa'.-'e Changes Discard Changes | Reset Password 3 Remove

Details  Administered Computers (0)  Issued Actions (0 Assigned Roles (0] [Sites (1) Computer Assignments | * | *

Assign Role | Remove Role

[#, Assigned Roles (0) Name Master Operator  Unmanaged A..  Cu

Mo roles meet the filter critenia.

18) Click Assign Role. The Assign Roles to User window opens.
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19) Select the Linux Non-Master Operator role and click OK

Assign Roles to User O X
Search Roles jel
Marme Master Operator  Unmanaged A...  Custormn Content  Sites
Linux Mon-Master Operator Mo Show All Yes ]
< >

The Assign Roles to User window closes.
20) Click Save Changes in the upper-left portion of the Console Operator window.
21) Close the BigFix Console.

22) Double-click the BigFix Console icon on the Windows desktop. The Login to BigFix window is
displayed.

23) Enter testuser in the User name field and Blgfixrocks in the Password field. Click Login.

24) Select the All Content domain in the lower-left portion of the Console. The navigation pane updates
to show All Content.
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25) Expand the Sites > External Sites nodes and verify that you only have access to the sites that were
specified on the Sites tab during the creation of the Linux Non-Master Operator role.

All Content «

—
£ Custom Content "
£ Custom Filters
r.% Computers (1)
Computer Groups (3)
3 Unmanaged Assets (0)
.1 Sites (9)
o Master Action Site
External Sites (7)
BES Asset Discovery
BES Inventory and License
BES Support
Patches for CentOS7 Plugin R2
Patches for RHEL 7
Patching Support
Software Distribution
Custom Sites (0)
Operator Sites (1) v

@ All Content

@‘ BigFix Management

20| (2] (22 (2] (2] |22 (22

.i. Patch Management

8 2|

26) Select the Computers node in the navigation pane and verify that you are only able to manage the
BESFNDCENTOS computer.

27) Exit the BigFix Console.

You have now successfully completed Exercise 9.
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Exercise 10: Set the Root Server Cache Size
MASTER OPERATOR REQUIRED

By default, the BigFix Root Server cache size is set to 1GB. This is always too small for a production
environment so it should be changed to a minimum of 25GB. The same also applies to any Relays you might
have in your environment.

In this exercise, you use the Task from the BigFix Management domain to increase the Root Server cache size to
approximately 5GB.

Return to the BESFNDWINROOT virtual machine.

____ 1) Return to the BESFNDWINROOT virtual machine.

_____2) Double-click the BigFix Console icon on the Windows desktop. The Login to BigFix window opens.
_____3) Enter adminmo as the user name, and B1gfixrocks as the password. Click Login. The Console opens.

4) Click the BigFix Management domain in the lower-left portion of the Console. The navigation pane
updates to show only the content related to the selected Domain.

5) Click the BES Component Management node in the Console navigation pane. The BES Component
Management content is shown in the list pane in the upper-right portion of the console.

6) Enter cache in the live search field in the upper-right portion of the Console.

) BigFix Console - O *

File Edit View Go Tools Help
@ Back = Forward = | E Show Hidden Content ﬁ Show Mon-Relevant Content | eRefresh Console

BigFix Management BES Component Management I|cache I JD| |
J Deployment Overview || Name Source geverit)r Site Applicable Co..  Ope
J Beployment hiealtiChiecks BES Relay / BES Server Setting: Download Cache Size <Unspecified= BES Support 1/3 0

J License Overview
% BES Deployment Upgrade (30)

Clear BES Local Download Caches <Unspecified> BES Support 1/3 0

BES Component Management (39)

aintenance Window Managemen
Manage Wake-on-LAN (3)
Baselines (0]
G Analyses (14)
[ Actions (2)
E5 Custom Content < >

E5 Custom Filters . :
B Computer Management Task: Force BES Clients to Run Manual Relay Selection = O
Zh Unmanaged Assets (0) &7 Take Action ~ | 7 Edit | Copy [#Export | Hide Locally Hide Globally | 3¢ Remove

Operators (2)

| Manage Sites (11) Description  Details  Applicable Computers (3)  Action History (0)
W
s ~
(=) Al Content Description
|R'.‘§ BigFix Management Use this task to make the BES Client's re-check for more optimal BES Relays.
e Patch Management When a BES Client is using manual Relay selection, the BES Client will choose o

its BES Relay in the following order (the primary, secondary, and failover relay

»
S$ = nnElinon aen nnk ssmino Hho 5 Catfioon? Sialaois

Connected to 'besfndwinroot’ as user 'adminmo’
The content list is filtered to shown only those items containing the string cache.

7) Select the BES Relay / BES Server Setting: Download Cache Size Task from the list area. The details for
the selected Task are displayed in the work area below.

8) Select the Description tab and review the description of the Task.
9) Click Take Action. The Action Parameter window opens.
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10) Enter 5000 in the text field of the Action Parameter window.

Action Parameter

Please enter the number of MEB to cache:

5000|

The Take Action window opens.

11) Select the Target tab if it is not already selected and then select BESFNDWINROOT from the list of

available targets.

12) Click OK. The Action pane opens.

13) Monitor the status of the Action and wait for it to change to Completed before continuing.

You have now successfully completed Exercise 10.
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BigFix Foundation — Configure Client
Settings

Overview

BigFix Client Settings are used to provide control over the behavior of the various BigFix components. The lab
exercises in this section demonstrate how to configure these settings using the BigFix Console. In these exercises you
perform the following activities:

e Configure BigFix client settings to adjust the various cache sizes for managed endpoints

e Configure BigFix client settings to enable evaluation of superseded Fixlet content for Windows
endpoints.

Exercise11: Configure Client Settings
MASTER OPERATOR REQUIRED

In this exercise, you set various client settings on the Windows endpoints to enable superseded patch
evaluation and improve Patch Management performance by increasing the various endpoint cache sizes.

1) Return to the Console on the BESFNDWINROOT virtual machine.

2) Select the All Content domain in the lower-left portion of the Console. The navigation pane updates to
show all the content that is enabled in BigFix.

3) Select the Computers node in the navigation pane. A list of managed endpoints is displayed in the list
area in the upper-right portion of the Console.
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Right-click and select Edit Computer Settings from the context menu.

4) While pressing the CRTL-key, select the BESFNDWIN10 and BESFNDWINROOT computers from the list.

) BigFix Console - O *
File Edit View Go Tools
éBack - Forward v| @Show Hidden Content ﬁShow Mon-Relevant Content | @Refresh Console
All Content Computers Search Computers P| O
Fixlets and Tasks (634) Computer Name 0os CPU Last Report Ti...  Locked
5 ;"Ebll_“‘“pis (3) | B BESFNDCENTOS Linux Cent0S... 2400 MHzXeon  2/23/20231:30... No
% AESTIHES(Z;) EF BESFNDWINTD Win1010.0.18.. 2400 MHz Xeon  2/23/20231:30.. N
; nalyses B
. | [ BESFNDWINROOT 3
@ Actions (3) % Open
£ Dashboards Copy Text
B Weards Copy Text with Headers
E5 Custom Content
] Custom Filters < Select *
= Computer: BESFNDWINROOT [ ot Computer Settinge | o O
Computer Groups (3)

Edit Settings 3¢ Remove From Database £ Modify Custom Site Subscriptions...

Add Comment...

1Fy Unmanaged Assets (0)

[Z Operators (2) Summary  Relevant Fixets and Tasks (108 icability Actio 4| ¥

Sites (11) Remove From Database...
I LDAP Directories (0) Revoke Certificate  [expand all] ~
F) Roles (1)
_________ + Computer Properties View as Group
0 All Content ] Add To Manual Group...
Core Properties
A Send Refresh
{® BigFix Management Computer ID 54180uouy
oLy Patch Management Agent Type Native v
Artiva Nirartans Dath  =nnnas
& » < >

Connected to 'besfndwinroot’ as user 'adminmo’

The Edit Computer Settings window opens.
5) Select the Custom Setting option. Define the setting Name and Value as follows:

e Name: _BESClient_WindowsOS_EnableSupersededEval

e Value:1

Edit Computer Settings x

Settings Target Execution Users  Messages

Change the following settings:

O Locking Status
Locked
Unlocked

[] Relay Selection Method
Automatically Locate Best Relay
Set Relays Manually

[] Primary Relay

Main BigFix Server

[[] Secondary Relay
Main BigFix Server

ustom Setting

MName _BESClient_WindowsOS_EnableSupersededEval I ~ |
Value 1 | |

Cancel
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6) Click OK. The Action pane is displayed.

7) Repeat steps 2) thru 6) beginning on page 58 for each of the following client setting names

and values:

Client Setting Name Client Setting Value
_BESClient_Download_PreCacheStageDiskLimitMB 5000
_BESClient_Download_NormalCacheStageDiskLimitMB 5000
_BESClient_Download_PreCacheStageContinueWhenDiskLimited 1

Important: Remember to include the underscore at the beginning of the setting name. Also, make sure
that you type the setting name correctly since the client uses the default values for the settings if the
name is not valid or the value is out of the valid range for the setting.

You have now successfully completed Exercise 11.

Exercise12: Verify WebUI Functionality

MASTER OPERATOR REQUIRED

In this exercise, you verify the functionality of WebUI that was installed during the platform installation.
_____ 1) Return to the BESFNDWINROOT virtual machine.

____2) Double-click the Firefox icon on the Windows desktop. The Firefox browser opens.

3) Type https://besfndwinroot in the address bar of the Firefox browser and press Enter. If you are
presented with a certificate security warning, click the Advanced button and then click Accept the Risk and
Continue.

The Login splash screen for the BigFix WebUI opens.
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4) Enter the login credentials as follows, then click Log in:
Username: adminmo

Password: Blgfixrocks

(2) BigFix

Username

| adminmo] I

Password

Remember Me

The WebUI Overview page opens.

Q BigFix Devices Apps ~ Deployments Reports

Numbers Patch Severity
3 Devices managed

5 Critical patches with applicable devices Critical

0 Software packages
Important

0 Custom tasks

0 Baselines Moderate

7 Deployments that are currently open

Vulnerabilities

Deployments in the last 30 days Y orly Mine

7 Deployments >
Change '_BESClient_Download_PreCacheStageCon... Single Other 100%v 2.

l Chanae ' BFSClient Download NormalCacheStaae Single Other 100%v 2 o

Important: If you have any issues getting logged in to the WebUI, please inform the instructor so they
can help troubleshoot the issue. The WebUl is used during the Patch and Software Distribution
exercises later in the course.
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5) Click the Log out button located in the upper-right portion of the WebUI. You are logged out of the
WebUl and returned to the Login page.

You have now successfully completed Exercise 12.

BigFix Foundation - Patching Windows

Studentexercises
Overview

BigFix for Patch Management is a comprehensive solution for delivering Microsoft, UNIX, Linux, Mac, and
select vendorapplication patchesthrough a single console. Built on BigFix technology, it gives you unified,
near real-time visibility and enforcement to deploy and manage patches to all distributed endpoints.

You can use the Patch Management solution by itself, but it is also included with the Lifecycle and
Compliance solutions.

In these exercises, you use the BigFix for Patch Management solution to patch clients across the enterprise
through practical end-to-end hands-on experience. The exercises in this module demonstrate how to patch
Windows clients.

Exercise13: Reviewingthe PatchManagement Domain

In this exercise, you review the content in the Patch Management domain.

1) Return to the BigFix Console on the BESFNDWINROOT virtual machine. Verify that you are logged in as
adminmo.

2) Click the Patch Management domain in the lower-left portion of the Console. The navigation pane is
updated to show all the content that is associated with the Patch Management domain.

3) Click the Patch Overview Dashboard in the navigation pane if it is not already selected. The Patches
Overview Dashboard opens.

4) Review the various statistics in the All Patch Sites at a Glance pane.
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5) Hover over each bar for each of the patch sites in the Overview of Critical Patches vs. Other Patches
by Site section of the dashboard. Determine the number of critical patches that are outstanding for each
patch site that is displayed in the dashboard.

Overview of Critical Patches vs. Other Patches by Site

L | €

Patches for CentOS| critical patches need ° b il
Patches for Windows
4 (9%)

Last 10 Actions Issuec 46

%2‘ Note: The information displayed in the Patch Overview dashboard varies depending on the
e  latest released patches.

1

____6) Review the information in the other panes of the Patches Overview Dashboard.
_____7) Expand the OS Vendors node in the Patch Management navigation pane.

_____8) Review the list of vendors and the relevant Fixlet counts associated with each one.
___9) Expand the Application Vendors node in the Patch Management navigation pane.
____10) Review the list of vendors and the relevant Fixlet counts associated with each one.

11) Expand the All Patch Management -> Dashboards node and select the Patches for Windows Overview
dashboard. The Patches for Windows Overview dashboard is displayed.
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12) Select the Patches for Windows Overview tab (if it is not already selected). Review the information
that is displayed.

Patches For Windows Overview

Patches for Windows Overview

|‘ Patches for Windows Overview || Security Patches Overview | Non-Security Patch Overview

Last Update: 12/21/2021
Microsoft Patch Information

Category of Microsoft Patches

Total Patches Needed 46
Total Security Patches Needed 31
Total Non-Security Patches Needed 13

Mon-Security

Deployment Information

BES Agents Deployed: 3

Total Number of Windows Agents Deployed: 2 :
Secunt

Latest Microsoft Patches:

Tue Dec 21 2021 08:46:20 GMT-0800 (Pacific Standard Time)

v
Mirrncaft Datrh Sitar Citherrihad:

%& Note: The Patches for Windows Overview tab shows the number and types of Microsoft
N patches that are needed in the environment including both security and non-security patches.

13) Select the Security Patches Overview tab in the Patches for Windows Overview dashboard and review
the information.

%&,_ Note: The Security Patches Overview tab shows detailed information about the Microsoft

" security patches that are needed in the environment. The numbers of required security
patches are broken down by severity.

14) Select the Non-Security Patch Overview tab in the Patches for Windows Overview dashboard and
review the information.

2

N
71N

Note: The Non-Security Patch Overview tab shows detailed information about the Microsoft

non-security patches that are needed in the environment. Various graphs report the
information based on category, product family, and operating system.

64| Page



Exercise 14: Applying a Windows Patch

There are several methods and approaches for applying patches. In this exercise, you locate and apply a single
Windows patch using the BigFix Console.

Tip: Since this image set is connected to the Internet, the relevant patches that are available to be applied are
constantly changing. You should attempt to locate patches for the various exercise that are relevant and with
a small download size. In Exercisell: Configure Client Settings on page 58 you enabled superseded patch
evaluation for both of the Windows clients, so there should be older patches that are available to deploy. You
should apply these first so that you have enough relevant patches to perform the exercises.

1) Return to the BigFix Console on the BESFNDWINROOT virtual machine.

2) Select the Patch Management domain in the lower-left portion of the Console. The navigation pane
updates to show only the content that is associated with Patch Management.

3) Expand the All Patch Management node, then select the Computers node. The managed computers are
displayed in the List Area.

4) Select BESFNDWIN10 in the list area. The details for the selected computer are shown in the work area below.

5) Click the Relevant Fixlets and Tasks tab in the work area. A list of Fixlets and Tasks that are relevant to
BESFNDWIN10 are displayed.

6) Expand the Fixlets Only > By Site > Patches for Windows nodes. A list of patches that is associated with the
Patches for Windows external site is displayed.

Computer; BESFNDWIN10 = 0
Edit Settings ¥ Remove From Database e_’a_ Send Refresh

Summaryl Relevant Fixlets and Tasks (121) l Relevant Baselines (0) Baseline Component Applicability Action History (4) User Management Rights| ¢ | *
i All(121) Name Source Severity  Site 2/

Ew f}*le.:s Snl (6? . MS21-AUG: Servicing Stack Update for Windows 10 Version 190...  Critical Patches for Win

. ?urce eventy 5004333: Cumulative Update for NET Framework 3.5 and 4.8 for... Unspecified Patches for Win

P

~ = B]EES Support (36) 5004314: Servicing Stack Update for Windows 10 Version 1909 - ...  Unspecified Patches for Win

Ti, Patches for Windows (29) | CVE-2021-36934: ?ecunty Accounts Manager (SAM) Database ... Unspecrf!ed Patches for an

& By Category I 5003539: Cumulative Update for NET Framework 3.5 and 4.8 for... |Unspecnfled Patches for Win

£ By Source Windows 10 Business Editions Version 21H1 Available - Window... Unspecified Patches for Win

£ By Source Release Date 4589211: Intel microcode update - Windows 10 Version 1909 - K...  Unspecified Patches for Win

& Tasks Only (56) MS21-JAN: Security update for Secure Boot DBX - Windows 10...  Important Patches for Win

Windows 10 Business Editions Version 20H2 Available - Window... Unspecified Patches for Win
4577586: Update for Removal of Adobe Flash Player for Window... Unspecified Patches for Win ,

< >

29 items in list, 1 selected. Connected to 'besfndwinroot’ as user ‘'adminmo’

7) Verify that the Show Non-Relevant Content button at the top of the BigFix Console is disabled.

Note: When the Show Non-Relevant Content button is enabled it appears indented. When it
%gv_ is enabled all content available for the selected node is shown, whether it is Relevant to any
managed endpoint. Thisbuttoncanbetoggled to show either all content or only relevant content.
The following images show the different button states.
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Enabled

— -

File Edit VYiew Go Tools Help
Back = Forward + | # Show Hidden Content ¢ Show Mon-Relevant Content | 5 ¥ Refresh Console

Disabled

File Edit View Go Teols Help
Back = Forward - | % Show Hidden Content ¥ Show Men-Relevant Content | x.:jl'F{efresh Console

8) Locate a Security Update or Security Advisory patch and double-click the patch name. The details for
the selected patch open in the Console.

Important: Make sure that you only select Patch Fixlets and do not select any Windows 10
upgrade Fixlets.

Tip: Scroll to the right in the list area and locate the Source Release Date column header. Click the
Source Release Date column header once to sort the list in ascending order. Click the Source
Release Date column header again to reverse sort the list which places the newest Fixlets at the
top. Older .NET patches are good candidates for this lab since they are small and do not include
other patches.

9) Select the Description tab. View the File Size referenced on the Description tab for the selected Fixlet.

Fixlet: 5003539: Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1909 for x64 - Windows 10 Version 1909 - .NET Framework 3.5/4.8... '

&7 Take Action ~ | 7 Edit | Copy [ Export | Hide Locally Hide Globally | 3¢ Remove

| Description IDetaiIs Applicable Computers (1) Action History (0)

Description

Install this update to resolve issues in Windows. For a complete listing of the issues that are included in this update,
see the associated Microsoft Knowledge Base article for more information. After you install this item, you may have to
restart your computer.

Note: Affected computers may report back as 'Pending Restart’ once the update has run successfully, but will not
report back their final status until the computer has been restarted.

Note: To deploy this Fixlet, ensure that Windows Update service is not disabled.

Note: This update is also referenced under KB5003539.

I File Size: 77.0 MB I

Actions
® Click here to initiate the deployment process.

® Click here to see the Knowledge Base Article for this update.

29 items in list, 1 selected. Connected to 'besfndwinroot’ as user ‘adminmo’
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10) Record the applicable Knowledge Base number for the patch found on the Description tab. You use

this number in a later exercise.

11) Click Take Action and select Click here to initiate the deployment process. The Take Action window

opens. The Take Action window is displayed.

12) Click the Post-Action tab. Select the Restart computer after action completes option and then select

1 minute from the Set deadline dropdown box.

13) Click the Target tab and select BESFNDWIN10 from the list of available targets. Click OK. The Action

pane opens.

14) Monitor the status of the action. Wait until the status changes to Fixed before continuing.

15) Switch to the BESFNDWIN10 virtual machine. If you are logged out, log in using tecuser with a

password of bigfixrocks.

16) Begin typing Control Panel in the Search box on the Windows taskbar. Select Control Panel from the

search results. The Control Panel window opens.

17) Click Programs -> Programs and Features -> Installed Updates.

18) Click: Programs -> Programs and Features -> View Installed Updates. The Control Panel window

updates to show a list of installed updates.

19) Using the KB number recorded previously, verify that the update you recently installed is listed.

20) Close the Control Panel window.

%% Installed Updates - O X
<« v /4 &% > Control Panel > Programs > Programs and Features > Installed Updates v 0 Search Installed Updates
Control Panel Home 3
Uninstall an update
Uninstall a program To uninstall an update, select it from the list and then click Uninstall or Change.
& Turn Windows features on or
off Organize =~ @
Name Program Version Publisher Installed On
Microsoft Windows (8) ~
I [#5] Update for Microsoft Windows (KB5003539) Microsoft Windows Microsoft Corporation 9/25/2023 I
IE| Security Update for Microsoft Windows (KB5001028) Microsoft Windows Microsoft Corporation /25/2021
[#] Security Update for Adobe Flash Player Microsoft Windows Microsoft Corporation 3/25/2021
[ Security Update for Microsoft Windows (KB4601395) Microsoft Windows Microsoft Corporation 3/9/2021
[ Feature Update to Windows 10 Version 1909 via Enabl... Microsoft Windows Microsoft Corporation 10/6/2019
[#] Security Update for Adobe Flash Player Microsoft Windows Microsoft Corporation 10/6/2019
[ Update for Microsoft Windows (KB4513661) Microsoft Windows Microsoft Corporation 10/6/2019
[ Security Update for Microsoft Windows (KB4521863) Microsoft Windows Microsoft Corporation 10/6/2019
'r— Currently installed updates
¥/ 8updatesinstalled

21) If the action has a status of Pending Restart, restart the BESFNDWIN10 virtual machine.
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After the virtual machine restarts, log in using tecuser with a password of bigfixrocks.

22) Switch to the BESFNDWINROOT virtual machine and return to the console.

This completes the exercise.

Exercise 15: Using the Microsoft Rollback Task Wizard

In this exercise, you use the Microsoft Rollback Task wizard to create a Task to remove the patch that you
applied in the previous exercise.

1) Return to the BigFix Console on the BESFNDWINROOT virtual machine.

2) From the navigation pane of the Patch Management domain, expand All Patch Management ->

Wizards, and then select the Microsoft Rollback Task Wizard. The Microsoft Rollback Task Wizard is
displayed.
3) Enter the Knowledge Base number of the patch that you applied in the previous exercise and select
Windows 10 x64 for the applicable operating system.
v~  Tip: When entering the Knowledge Base number, make sure to include KB before the number.
For example, KB123456 where 123456 is the Knowledge Base number.

Microsoft Rollback Task Wizard

Welcome to the Microsoft Patch Rollback Task Wizard for Windows.

This Wizard will assist you in rolling back Microsoft patches on Windows computers.
Note: This wizard will only remove patches that create an uninstall package in the standard location and will not remove Service Packs.

Click here for more information, including patch detection and removal methods, and caveats dealing with Windows Vista and later.

Specify the Knowledge Base number of the patch you want to roll back.
KB5003539 |

Select Operating System(s):

] windows 98 [J windows 2003 [[] windows Vista [J windows 7 [[] windows 8 [J windows 2012R2  [] Windows 2019
] windows Me [] windows 2003x64  [[] Windows Vistax64  [] Windows 7 x64 [[] windows 8 x64 [] windows 10 [] windows 11
[] windows NT [J windows XP [[] windows 2008 ] windows 2008 R2  [[] Windows 8.1 [] windows 2022
[[J windows 2000 [] Windows XP x64 [] windows 2008 x64  [[] Windows 2012 [] windows 8.1x64  [] Windows 2016

[C] Create a one-time action. Leave this unchecked to create a Fixlet you can reuse.
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4) Click Finish. The Create Task window is displayed.

Tip: If you receive the following Security Warning, click Continue.

Security Warning

This content contains a message with scripting and/or relevance.

Import this dynamic content only if you trust its origin and understand the
consequences of applying it on your environment.

Do you want to continue?

Title: Rollback Patch Task: KB

Imported by BES Operator: adminmo

View dynamic content

Cancel

5) Accept the default name for the task and click OK. The task opens in the Console.

Tip: If you receive the following Security Warning, select the Always enable dynamic content option,

then click Enable.

Security Warning

This content contains a message with scripting and/or relevance.
Do you want to enable this dynamic content?

Title: Task: Rollback Patch Task: KB5005412
Imported by BES Operator: adminmo

Iwa)rs enable dynamic content imported by this BES Operator

View dynamic content Disable

6) Click the Applicable Computers tab and wait until BESNFDWIN10 becomes relevant before continuing.

7) Click Take Action. The Take Action window opens.

8) Click the Target tab and select BESFNDWIN10 from the list of available targets.
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9) Click the Post Action tab. Select the Restart Computer after action completes option, and then choose
1 minute from the Set deadline drop-down box.

& Take Action = O X
Name: ' Rollback Patch Task: KB5003539 ‘ Create in domain: | Patch Management v
Preset: [Custom] Default v | []Show only personal presets Save Preset...

Target Execution Users Messages Offer pplicability Success Criteria  Action Script

(O Do nothing after action completes

I (®) Restart computer after action completes I

(O Shutdown computer after action completes
Message
Before restarting, show the following message to active users:

Message Title: Restart Now

Message Text: Your system administrator is requesting that you restart your computer. Please save any unsaved work and
then take this action to restart your computer.

[] Allow user to cancel restart

Set deadline: [ V‘ from time action completes
At deadline: (@) Restart automatically

(O Keep user interface topmost until user accepts restart

= | o=

10) Click OK. The action starts and the Action window is displayed.

11) Monitor the status of the action and wait for it to change to Completed before continuing.
Depending on the patch that you chose to install, this could take several minutes.

12) Switch to the BESFNDWIN10 virtual machine and login using tecuser with a password of bigfixrocks.

13) Begin typing Control Panel in the Search box on the Windows taskbar. Select Control Panel from the
search results. The Control Panel window opens.

14) Click Programs -> Programs and Features -> Installed Updates.
15) View any changes to the list of updates.

Note: Because of the way Microsoft bundles patches, your original KB might still be present in the list
of updates or it might show up as a different KB.

16) Close the Control Panel window.
17) Switch to the BESFNDWINROOT virtual machine and return to the Console.

This completes the exercise.
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Exercise 16: Configuring Patch Constraints

You can use Take Action parameters to control how and when a patchisinstalled. For example, you can use time
constraints to patch Windows servers during a preset maintenance window.

In this exercise, you define various constraints for the deployment of patches.

Note: Because the Patch selected for this exercise will not actually be applied please choose a patch that is
relevant to BESFNDWINROOT.

1) Expand the OS Vendors -> Microsoft Windows nodes and then select the Microsoft OS and Application
Patches node in the Patch Management domain. The list of relevant patch Fixlets are shown in the list area.

2) Select any relevant patch from the list. The details for the select patch are shown in the work area
below.

3) Click Take Action and select Click here to initiate the deployment process. The Take Action window
opens.

4) Select the Execution tab and set the execution parameters as follows:
___a) Clear the Ends on option in the Constraints section.
___b) Select the Run between option and accept the default times in the Constraints section.

___c) Select the Run only on option and make sure that only Sat is selected. Clear any other day of the
week that might be selected.
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___d) Select the Start client downloads before constraints are satisfied option in the Behavior section.

&7 Take Action = O X
Name: l for Windows Server 2016 - Windows Server 2016 - KB5012170 (x64) Create in domain: | Patch Management v
Preset: [Custom] Default v | [[]Show only personal presets Save Preset...

Target Users Messages Offer  Post-Action Applicability Success Criteria Action Script

Constraints
[ starts on

Run between 1:00:00 AM 2l and | 2:59:00 AM = client local time
Run only on Sun Mon  Tue Wed Thu Fri || Sat client local time

}at [151:57aM 2| |clientlocal time v

M

11:51 client local time

[JRun only when _BESClient_Download_N matches
Behavior
[[] On failure, retry 3 o times
Wait 1 hour
Wait until computer has rebooted

[] Reapply this action
whenever it becomes relevant again
while relevant, waiting 15 minutes

Limit to 3 -

I Start client downloads before constraints are satisfied I

[[] Stagger action downloads over 5 minutes to reduce network load

Tip: When choosing the Start client download before constraints are satisfied option, you might need to
increase the size of the endpoint cache using one or more of the following client settings:

_BESClient_Download_PreCacheStageDiskLimitMB
_BESClient_Download_PreCacheStageContinueWhenDiskLimited
_BESClient_Download_NormalStageDiskLimitMB

5) Click the Users tab. Verify that Run independently of user presence, and display the user interface to
the selected users option is selected.

____6) Click the Messages tab. Define the message settings as follows:
___a) Select the Display message before running action option.
___b) Enter Required patch must be installed in the Description field
___c) Select 15 minutes from the Set deadline dropdown box.
___d) Verify that At deadline option is set to Run action automatically.

___e) Select the Display message while running action option.
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___f) Enter Required patch is being installed in the Description field

éb Take Action

Name: I . for Windows Server 2016 - Windows Server 2016 - KB5012170 (x64) I Create in domain: | Patch Management v

Preset: [Custom] Default v | [[]Show only personal presets Save Preset...

Target Execution Users | Messages | Offer

Post-Action Applicability Success Criteria Action Script

isplay message before running action

Title: ‘ MS22-AUG: Security Update for Windows Server 2016 - Windows Server 2016 - KB5012170 (x64)

Description: I Required patch must be installed I

[] Ask user to save work
[] Allow user to view action script

[T] Allow user to cancel action

Set deadline: ® I 15 minutes v ] from time action is relevant
O | 9/2672023 | at [1nsts7am (2] clientiocal time
I At deadline: (® Run action automatically l

(O Keep message topmost until user accepts action
[[] Show cenfirmation message before running action:

Display message while running action:

Title: MS22-AUG: Security Update for Windows Server 2016 - Windows Server 2016 - KB5012170 (x64)

Description: Required patch is being installed

: You have specified on the "Users" tab that this action should run independently of user presence. If no user is present,
":l_%_ the message will not be displayed.

coe

7) Click the Post Action tab. Define the Post Action settings as follows:

a) Select the Restart computer after action completes option
___b) Select the Allow user to cancel restart option

___c) Choose 1 day from the Set deadline dropdown box.
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___d) Confirm that the At deadline option is set to Restart automatically.

& Take Action - O X
Name: i :for Windows Server 2016 - Windows Server 2016 - KB5012170 (x64) i Create in domain: | Patch Management v
Preset: [Custom] Default ~ | [JShow only personal presets Save Preset...

Target Execution Users Messages Offer Applicability Success Criteria  Action Script

(O Do nothing after action completes

I@ Restart computer after action completes I

(O Shutdown computer after action completes
Message
Before restarting, show the following message to active users:

Message Title: Restart Now

Message Text: Your system administrator is requesting that you restart your computer. Please save any unsaved work and
then take this action to restart your computer.

I Allow user to cancel restart I

Set deadline: 1 day v i from time action completes

At deadline: I@ Restart automatically |

(O Keep user interface topmost until user accepts restart

8) Optionally, review the other tabs but do not change any other settings.

9) Click Save Preset in the upper-right portion of the Take Action window. The Save Action Preset
window opens.

10) Enter Windows Server Maintenance Window for the New Preset Name and select the Make this
preset available to all operators option

11) Click Save.

Note: You can now use this preset to automatically set the action parameters when you take action on
other Fixlets and tasks.

12) Click the Target tab. Select the Dynamically target by property option and select All Computers.

13) Click OK to initiate the action. The Action pane opens.
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14) Monitor the status of the action. The action status changes to Waiting after the downloads complete.
This might take some time, so you can continue to the next exercise and return later to confirm the status
of this action.

Note: The action remains in Waiting status and is not started on the relevant endpoints until all the
constraints are satisfied.

This completes the exercise.

Exercise 17: Creating Patch Offers

You can make the installation of certain patches optional to end users by configuring and distributing them as
offers.

In this exercise, you first deploy the BigFix Self Service Application and then configure a patch as an offer and
deploy it to target systems.

1) Select the All Content domain in the lower-left portion of the Console. The navigation pane updates to
show All Content.

2) Select the Fixlets and Tasks node in the navigation pane. The list area updates to show a list of Fixlets
and Tasks.

3) Enter the string self in the live search field in the upper-right portion of the Console. The list of Fixlets
and Tasks is filtered to show only those that contain the string that you entered.

4) Select the Deploy the latest version of BigFix Self-Service Application (Windows) task in the list area.
The details for the selected task are shown in the work area below.

5) Click Take Action. The Take Action window is displayed.

6) Click the Target tab and select both BESFNDWIN10 and BESFNDWINROOT from the list of available
targets.

7) Click OK to initiate the action.
8) Monitor the status of the action and wait for it to change to Completed before continuing.

9) Select the All Content domain in the lower-left portion of the Console. The navigation pane updates to
show All Content.

10) Click the Computers node in the navigation pane. The list pane updates to show the list of managed
computers.

11) Select BESFNDWIN10 in the list area. The details for the selected computer are shown in the work
area below.

12) Select the Relevant Fixlets and Tasks tab in the work area. A list of all Fixlets and Tasks that are
relevant to the BESFNDWIN10 computer is displayed in the work area.

13) On the Relevant Fixlets and Tasks tab, expand the Fixlets Only -> By Site nodes then select the
Patches for Windows node. The display updates to show only the Fixlets and Tasks that are in the Patches
for Windows site that are relevant to the BESFNDWIN10 computer.
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14) Double-click any Fixlet in the list that is not an upgrade Fixlet. The selected Fixlet opens in the
Console.

Tip: Select the same patch that you rolled back in Exercise 15: Using the Microsoft Rollback Task Wizard if is

relevant.
< 1grix Lonsole -
BigFix Consol [ ¢
File Edit View Go Tools Help
4 Back v ® Forward v | #) Show Hidden Content ¥ Show Non-Relevant Content | eRefresh Console
All Content <« Computer: BESFNDCENTOS Search Computer: BESFNDCENTOS }3; m|
= 2 - =
_L.& Fixlets and Tasks (644) Computer Name o3 CPU Last Report Ti...  Locked BES Relay Sele...  Relay User Name RAM
i’ ;VEbILf” Ap;;s (13) [ BESENDCENTOS Linux CentOS ... 2400 MHz Xeon  9/25/2023 12:0.. No Manual besfndwinroot... <none> 1824 MB
Qf A”El '"e‘((A;) F5 BESFNDWIN1O Win1010.0.18.. 2400 MHzXeon 9/25/202312:0.. No Manual besfndwinroot... ~tecuser 2048 MB
% A": y“‘( i FE BESFNDWINROOT  Win201610.0... 2400 MHzXeon  9/25/202312:0... No Manual BESRoot Server  Administrator 8192 MB
& ctions
[5) Dashboards
5 Wizards < >
&8 Custom Content Computer: BESFNDWIN10 o0
Custom Filters
Computers (3) Edit Settings ¥ Remove From Database R’;Send Refresh
Computer Groups (3) I—I = 7 A S 2 2
m Rel t Fixlets and Tasks (119 ol
7 Unmanaged Assets (0) Summary | Relevant Fixlets and Tasks (119) |Relevant Baselines (0) Baseline Component Applicability Action History (7) User Management Rights (1) R
@ Operators (2) All (119) Name Source Severity  Siti A
) sites (12) e Enable hardening changes for WinVerify Trust Signature Validation Vulnerability (CVE-2013-... Important Pat
LDAP Directories (0) “ everity Windows 10 Business Editions Version 21H2 Available - Windows 10 (x64) (English (United S... Unspecified Pai
2] Roles (1) A= S;:S TI—_— MS21-AUG: Servicing Stack Update for Windows 10 Version 1909 - Windows 10 Version 190...  Critical Pat
Patches for Windows (29] 5004333: Cumulative Update for NET Framework 3.5 and 4.8 for Windows 10 Version 1909 f... Unspecified Pai
""""" S B? Category 5004314: Servicing Stack Update for Windows 10 Version 1909 - Windows 10 Version 1909 - ...  Unspecified Pal
o All Content & By Source CVE-2021-36934: Security Accounts Manager (SAM) Database Windows Elevation of Privile... Unspecified Pat
) = 5003539: Cumulative Update for NET Framework 3.5 and 4.8 for Windows 10 Version 1909 f... [Inspecified Pat
@ BigFix Management [ By Source Release Date - - e - - - - - Bed]
E Tasks Only (56) Windows 10 Business Editions Version 21H1 Available - Windows 10 (x64) (English (United S... Unspecified Pal
.i. Patch Management 4589211: Intel microcode update - Windows 10 Version 1909 - KB4589211 (x64) (V2.0) Unspecified Pai
- MS21-JAN: Security update for Secure Boot DBX - Windows 10 Version 1909 - KB4535680 (x... Important Pal
@ Systems Lifecycle Windows 10 Business Editions Version 20H2 Available - Windows 10 (x64) (English (United S... Unspecified Pal
B ACTIEBES TR Baa. K2 B L S PR S S N L K D e o R AR Y —— n_.v
» >
29 items in list, 1 selected. Connected to 'besfndwinroot' as user 'adminmo’

15) Click Take Action and select Click here to initiate the deployment process. The Take Action window
opens.

16) Click the Execution tab and verify that the Ends on option is set for two days from the current date
(default setting).

17) Click the Messages tab. Perform the following steps to set the Message settings:

___a) Select Display message before running action and enter A critical update must be installed. A reboot
of your workstation is required in the Description field.

____b) Set the Deadline to 1 Day and select Keep message topmost until user accepts action for the At
deadline option.

___c) Select Display message while running action and enter A critical update is being installed in the
Description field.
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i’ Take Action

Name: | ndows 10 Version 1909 - NET Framework 3.5/4.8 - KB5003539 (x64) | Createlin.domain: | [ARGontent

Preset: E[Custom] Default + | []Show only personal presets Save Preset...

Target Execution Users Offer  Post-Action Applicability Success Criteria Action Script
Display message before running action
Title: l 5003539: Cumulative Update for NET Framework 3.5 and 4.8 for Windows 10 Version 1909 for x64 - Windc

Description: I

A critical update must be installed. A reboot of your workstation is required I

[] Ask user to save work
[] Allow user to view action script

[[] Allow user to cancel action

Set deadline: ® |1 day

v I from time action is relevant

O | sr26/2023 | st [1z1241pm 2] clientiocaltime

At deadline: O Run action automatically

I@ Keep message topmost until user accepts action I
[[] Show confirmation message before running action:

isplay message while running action:
Title: 5003539: Cumulative Update for NET Framework 3.5 and 4.8 for Windows 10 Version 1908 for x64 - Wind

Description:

A critical update is being installed

£ You have specified on the "Users" tab that this action should run independently of user presence. If no user is present,
L'Q the message will not be displayed.

oK | | Cancel
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18) Click the Offer tab. Select Make this action an offer.

&7 Take Action - O X
Name: | ndows 10 Version 1909 - .NET Framework 3.5/4.8 - KB5003539 (x64) | Create in domain: | All Content v
Preset: ] [Custom] Default v ‘ [[]Show only personal presets

Save Preset... I

Target Execution Users MessagesPost-Action Applicability Success Criteria Action Script

An action that is made into an 'Offer' becomes available in the list of offers in the client Ul on applicable machines. Users can browse through
the list of available offers and apply those that they are interested in. Offers will only be visible to users selected on the 'Users’ tab and on
machines where the client Offer Ul is enabled.

I [4] Make this action an offer I

[] Notify users of offer availability

Title: | 5003539: Cumulative Update for NET Framework 3.5 and 4.8 for Windows 10 Version 1909 for x64 - Windows 10 \:|
Category: | |
| VS A e 20| EE|eEless|0, |

5003539: Cumulative Update for .NET Framework 3.5 and 4.8 A
for Windows 10 Version 1909 for x64 - Windows 10 Version
1909 - .NET Framework 3.5/4.8 - KB5003539 (x64)

Description

® Click here to accept this offer.

[ ok | | Cancel
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____19) Select the Post Action tab. Perform the following steps to set the Post Action settings:
___a) Select Restart computer after action completes.
____b) Select Allow user to cancel restart.
___c) Set the deadline to 5 minutes.

___d) Select Keep user interface topmost until user accepts restart for the At deadline option.

&7 Take Action - O X
Name: ‘ ndows 10 Version 1909 - .NET Frameweork 3.5/4.8 - KB5003539 (x64) ‘ Create in domain: | All Content v
Preset: [Custom] Default v | [[]Show only personal presets Save Preset...

Target Execution Users  Messages Offer Applicability Success Criteria Action Script

(O Do nothing after action completes

I (®) Restart computer after action completes |

(O Shutdown computer after action completes
Message
Before restarting, show the following message to active users:

Message Title: Restart Now

Message Text: Your system administrator is requesting that you restart your computer. Please save any unsaved work and
then take this action to restart your computer.

I Allow user to cancel restart |

Set deadline: I l 5 minutes I v from time action completes

At deadline: (O Restart automatically

(® Keep user interface topmost until user accepts restart

____20) Review the remaining tabs, but do not change anything on them.

_____21) Click the Target tab and select BESFNDWIN10 from the list of available targets.

____22) Click OK to initiate the action.

____23) Monitor the status of the action. Wait until the status is Pending Offer Acceptance before continuing.

24) Switch to the BESFNDWIN10 virtual machine. If you are logged off, log on as tecuser with a password
of bigfixrocks.

79| Page



25) Click the BigFix Self Service App interface icon in the Windows taskbar in the lower-right portion of the
desktop

The BigFix Self Service Application window opens.

Catalog - BigFix Self-Service Application
Catalog History

Item 1 Search

o

Type @ Status @ Categon

All v All v All

5003539: Cumulative
Update for .NET...
No category

26) Select the icon for the deployed patch offer. A new frame opens on the right side of the Self Service
Application page. Click GET.

Sep 25,2023, 12:18:37 PM

5003539: Cumulative

Update for .NET Framew...

No category
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Status messages in the Self Service Application are updated as the action proceeds. The messages that you
defined on the Messages tab of the Take Action window are also displayed as the action runs. When the

action completes, the Restart Now window opens because of the settings that you created in the Post
Action tab of the Take Action window.

Sep 25,2023, 12:18:37 PM

“ 5003539: Cumulative

Update for .NET Framew...
HE

@ Required | M Suggested No category

Action required by Sep 26, 2023, 12:23:44 PM

Your system administrator is requesting that you restart your computer.
Please save any unsaved work and then take this action to restart your
computer.

Decline Restart Now

27) Click RestartNow. The BESFNDWIN10 virtual machine reboots.
28) Log in to the BESFNDWIN10 virtual machine as tecuser with a password of bigfixrocks.
29) Switch to the BESFNDWINROOT virtual machine and return to the console.

30) Monitor the status of the Patch action. Wait until the status changes from Pending Restart to Fixed
before continuing.

31) Switch to the BESFNDWIN10 virtual machine.

32) Click the BigFix Self Service Application icon in the Windows taskbar in the lower-right portion of the
desktop. The BigFix Self Service Application opens.
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33) Validate that the patch offer now shows Completed.

Catalog - BigFix Self-Service Application =
Catalog History
Iltem 1 Search (o}
Al v All v Al v Newest v i= ‘

© Completed

5003539: Cumulative
Update for .NET...

No category

This completes the exercise.

Exercise 18: Creating Baselines

A baseline is a container of multiple Fixlets and Tasks that you plan to deploy using a single action. They
provide a reusable common base for all targeted computers. Within the baseline, you can specify the order
that the various components are installed so that any patch dependencies are applied before their dependent
patches. If one or more of the patches requires a restart, you can set a baseline action to restart after all
patches are installed. Baselines provide a method for moving tested content to production. It is suggested
that you create custom sites to house the baselines that you create.

In this exercise, you create a baseline for applying Windows patches. You also create a custom site where the
baseline is stored.

Important: Creating baselines as a master operator can negatively affect system performance because by
default they are created in the Master Action Site. Since all computers are automatically subscribed to the
Master Action Site it is important to keep it as small as possible. In a production environment, you should create
and take action on baselines as a non-master operator. The impact to this lab environment is minimal.
Therefore, you use the master operator account. The Fixlets and Tasks that are included as components in
baselines are copies of the originals and not pointers. Therefore, the content in a baseline is static and
does not get updated as new versions of the Fixlets are updated or marked as superseded. If you created
the Baseline days, or weeks ago, it is likely that the content in the baseline is out of date and needs to be
synchronized.

1) Switch to the BESFNDWINROOT virtual machine and return to the Console.
2) From the Console menu, click Tools > Create Custom Site. The Create Custom Site window is displayed.

3) Enter Windows Baselines for the name and click OK. The Custom Site: Windows Baselines pane is
displayed.
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4) Click the Computer Subscriptions tab and select the Computers which match the condition below
option. Set the filters to OS contains Win

Custom Site: Windows Baselines o

HSave Changes Discard Changes | Gather Add Files... 3 Remove

Details I Computer Subscriptions I Operator Permissions  Role Permissions

The following computers will be subscribed to this site:

(O All computers

(O No computers

(O Computers subscribed via ad-hoc custom site subscription actions

Ekomputers which match the condition below

0s ~ | | contains v | | Win |+

5) Select the Operators Permissions tab.

6) Select testuser and click Writer in the permission section. Click Save Changes.

Custom Site: Windows Baselines

9 Save Changes| Discard Changes | Gather Add Files... 3 Remove
Details Computer Subscriptions Role Permissions

Custom site owners are allowed to grant other operators read or write permission. Writers are allowed to create new content in the site. Readers are allowed to view and apply content in a
custom site.

[ Grant read permission globally Permission: Owner | Reader None
= s
Name Last Login Time Operator Type LDAP Server Explicit Permissions Effective Permissions
adminmo 12/20/2021 12:04:54 PM Local None Owner (MO)
12/17/2021 2:48:26 PM Locel Writer Wiiter

7) From the BigFix Console menu, select Tools -> Create New Baseline. The Create Baseline window
opens.

8) Enter Latest Windows Patches in the Name field and enter Windows patches as of today in the
Description field. Replace today with the current date.

9) Select Windows Baselines from the Create in site drop-down box in the upper-right portion of the
Create Baseline window.

10) Click the Components tab.
11) Click the edit name link next to Component Group 1.
12) Rename the current component group to Windows Patches and click Save Group Name.

13) Click the [add components to group] link under Windows Patches. The Add Baseline Components
window opens.

14) Expand All Relevant Fixlet Messages > By Source > Microsoft > By Category nodes on the left side of
the Add Baseline Components window then select the Security Update node. A list of security updates is
displayed.

15) Scroll to the right in the Add Baseline Components window and locate the Source Release Date

column. Click and drag the Source Release Date column so that it is now located to the right of the Site
column.
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Tip: You can click the Source Release Date column header as needed to reverse sort the applicable Fixlets
by date so that the newest are at the top.

16) While pressing the Ctrl key, select 2 or 3 recent patch Fixlets making sure that at least one of them is
Relevant to Windows 10 system.

The Components tab of the new baseline shows the selected patches.

] Create Baseline - O X

Name: ‘ Latest Windows Patches ‘ Createin site: | Windows Baselines ~

Create in domain: | All Content v

Description Components Relevance Properties

Windows Patches [edit name]

» MS22-MAY: Servicing Stack Update for Windows Server
2016 - Windows Server 2016 - KB5014026 (x64)
(Superseded)

[go to source]

IAction1 VI [x)

[a

» MS$22-JUN: Cumulative Update for Windows Server 2016 -
Windows Server 2016 - KB5014702 (x64) (Superseded) | Action1 v O

[go to source]

» MS21-AUG: Servicing Stack Update for Windows 10
Version 1909 - Windows 10 Version 1909 - KB5005412
(x64)

1go 1o so

|Action1 (Default) V| Q

3 components in baseline

17) Verify that there is an Action selected for is selected for each of the components that were added to
the baseline.

Tip: Superseded patch Fixlets are not evaluated by default on any Windows system. If you want to enable
Superseded Fixlet evaluation, you must set the following client setting on any system that requires
superseded Fixlet evaluation. This setting was already defined during Exercise11: Configure Client Settings
on page 58.

Setting Name: _BESClient_WindowsOS_EnableSupersededEval
Setting Value: 1

Superseded Fixlets do not contain a default action, so an action must be explicitly chosen for each
superseded Fixlet that is included in the Baseline or a Warning message is displayed at the top of the
Components window.

You can use the arrow along the right-side of the Component window to change the order of the Fixlets in
the Baseline. Each component is applied in the order that it appears in the Baseline. If using multiple
component groups, the outside set of arrows allow you to move Fixlets between component groups.
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18) Click OK. The Latest Windows Patches Baseline is created and displayed in the Console.

19) Click the Description tab and review the baseline information.

20) Click the Applicable Computers tab. If the BESFNDWIN10 system is not in the list, wait a few minutes
for the Baseline Relevance to evaluate.

@ Tip: If BESFNDWIN10 never shows in the Applicable Computers tab, verify that the computer

subscriptions for the custom site that you created in Step 1- 4 were assigned correctly and
that you actually created the Baseline in the custom site.

21) Click Take Action to deploy the baseline. The Take Multiple Actions window opens.

22) Click the Execution tab. Verify that the following options are selected in the Behavior section:

Select On failure, retry

Select the Wait until computer has rebooted option

Select Reapply this action

Verify that the whenever it becomes relevant again option is selected.

Verify that the Limit to option is selected and set to 3 reapplications

Verify that Run all member actions of action group regardless of errors is selected.

(ﬁ’ Take Multiple Actions

- O

Name: [ Latest Windows Patches

l Create in domain: | All Content

Constraints
[ Starts on

Ends on
[] Run between
[JRun only on

[J Run only when

Behavior
Dn failure, retry
O Wait

Preset: [Custom] Default

v | [JShow only personal presets Save Preset...

TargetUsers Messages Offer  Post-Action Pre-Execution Action Script  Post-Execution Action Script  Applicability

client local time 4

4

[ 9r25/2023 |at  [12:40:00 M

client local time

921203 [~ |at [i2dv00PM 2

client local time

Sun ||Mon | Tue |Wed  Thu || Fr || Sat client local time
_BESClient_Download_N matches

3 2 times

1 hour between attempts

I (® Wait until computer has rebooted I

Reapply this action

| (® whenever it becomes relevant againl

O while relevant, waiting 15 minutes

between reapplications

| Limit to

3 % | reapplications

[[] Stagger action start times over

[[] Start client downloads before constraints are satisfied

5 minutes to reduce network load

I Run all member actions of action group regardless of errors I

X

23) Click the Post-Action tab and set the following options:

Restart computer after action group completes
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e Set deadline: 1 minute

e At deadline: Restart automatically
____24) Click the Target tab and select BESFNDWIN10 from the list of available targets.
_____25) Click OK. The Action pane is displayed.

26) Monitor the status of the baseline action. Wait until the status of the action changes to Pending
Restart before continuing.

27) Switch to the BESFNDWIN10 virtual machine and verify that it is restarting.
28) After the BESFNDWIN1O0 virtual machine restarts, log in as tecuser with a password of bigfixrocks.

29) Switch to the BESFNDWINROOT virtual machine and return to the console. Continue to monitor the
status of the Baseline action and wait until it changes to Completed before continuing.

This completes the exercise.

Exercise 19: Applying a Windows Patch with WebUI

There are several methods and paths for applying a patch. In this exercise, you locate an apply a patch using the
WebUI.

____1) Verify that the following virtual machines are started:
— BigFix Server: BESFNDWINROOT
— BigFix Windows Client: BESFNDWIN10
— BigFix Linux Client: BESFNDCENTOS

2) Switch to the BESFNDWINROOT virtual machine. If you are logged off, log in to the server as adminmo
with a password of bigfixrocks.

3) Double-click the Firefox icon on the Windows Desktop and enter the following URL in the address field:

https://BESFNDWINROOT
The BigFix WebUI login page opens.

4) Enter adminmo as the username and B1gfixrocks as the password. Click Login. The WebUI Overview page
opens.
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5) Select Windows from the drop-down box in the upper-right portion of the Patch Severity widget.

Patch Severity

Critical I Allos
0SX
Impo“ant -
Moderate

0 50 100

Vulnerabilities

The Patch Severity widget is filtered to show only the Windows patches.

6) Click any bar representing a severity of Relevant patches in the Patch Severity widget. A list of patches that

match the severity of the bar that was selected opens.

7) Enter Win10 in the search field for the Software column. The list of Relevant patches is filtered to show only

those that are applicable to the Windows 10 endpoints.

0 BIGFIX Devices Apps ¥ Deployments Reports - O
Patc h Select a favorite report - Save Report Show Summary
3patches ¥ B View: 20 - 1 - 10f1pages
|:| Patch Name 71 Site Name Severity Software CVE IDs Category Release Da|
v Win1p | x »J mm/dd/y..
\:‘ 3125869 Vulnerability in Internet Ex...  ’atches for Windows Important winvista, Win2008, Wi.. [9] CVE-2015-6161 Workaround Dec 1
I:‘ MS21-JAN: Security update for Secur... 'atches for Windows Important Win10 CVE-2020-0689 Security Update Jan1
] ms22-JaN: cumulative Update for .N.. ‘atches for Windows Important Win10 CVE-2022-21911 Security Update Jan1

8) Click the link in the Patch Name field for the patch that you want to deploy. The Overview page for the select

patch opens.

9) Review the description for the patch on the Overview page.

10) Click the Relevant Devices tab and verify that BESFNDWIN10 is in the list of Relevant computers.
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~
Q BigFix Devices  Apps v Deployments Reports - (0}

MS22-MAY: Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10
Version 1909 - Windows 10 Version 1909 - .NET Framework 3.5/4.8 - KB5013627
(x64)
Overview Relevant Devices Deployments
501362701
Select a favorite report - Severity Important
CVE IDs CVE-2022-30130
1 device B View: 20 ~« T Y 10of1pages Category Security Update
A Patches for
D Computer Name 1 1 Critical Patches Applica... \L Deployments Device Type e mz:joos\z:(
v KB5013627
_ 77.68 MB
[ | sesFnowinio O  Yes 30 4 Server d 10 May 2022
< > X Modified 10 May 2022

11) Click Deploy Patch. The Deploy Patch page opens.
12) Click Next. The Select Targets tab opens on the Deploy Patch page.

Tip: If a patch contains more than one Action, you must first select desired Action before the Next button
becomes active allowing you to advance to the Select Targets page.

13) Place a check beside the BESFNDWIN10 computer is the list of available targets then click Next. The
Configure tab opens on the Deploy Patch page.

14) Review the options on the Configure page but do not make any changes.

15) Click Deploy on the right-side of the Deploy Patch page to initiate the action. The deployment page
opens for the action.

16) Click the Device Results tab and monitor the status of the action. Wait until the status is Fixed or
Pending Restart before continuing. You can periodically Refresh the WebUI browser to update the view.

Q BigFix Devices Apps ~ Deployments Reports
MS22-MAY: Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1909 - Windows 10 Versic
Overview Device Results
1 Result
Status: All - Sort by: Status ~ View:20~ 1/1 4p
Device Name Last Seen Status Behavior
BESFNDWIN10 a few seconds ago Type Patch Single
First Previous 1 Next Last Deployment
Start Immediately

17) If the action has a status of Pending Restart, switch to the BESFNDWIN10 virtual machine and restart
it. After the BESFNDWIN1O0 virtual machine restarts, login as tecuser with a password of bigfixrocks.

18) Switch to the BESFNDWINROOT virtual machine and return to the WebUI.

This completes the exercise.
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Exercise 20: Creating patch offers using WebUI

You can make the installation of certain patches optional to end users by configuring and distributing them

as offers.

In this exercise, you use the WebUI to deploy a patch as an offer.

1) Switch to the BESFNDWINROOT virtual machine and return to the WebUI. If the WebUI session has
timed out, login as adminmo with a password of Blgfixrocks.

2) Click the Devices in the upper-left portion of the WebUI. A list of managed computers is displayed.

3) Click the BESFNDWIN10 link. The details for BESFNDWIN10 are displayed.

() BigFix

Devices
—

Apps ¥ Deployments Reports

4) Select the Patches tab at the top of the BESFNDWIN10 Overview page.

 BigFix

D eV| CeS Select a favorite report > m
3 devices B | View 20 « 1 = 10f1pages
D Computer Name TJ_ Critical Patches Applica... AR Deployments Device Type os Groups IP Addr
v v v v
D BESFNDCENTOS Q | No 455 0 Server CentOS 7 Linux Group 10.0.0.3,
|:| BESFNDWINROOT O  Yes 33 9  Server Windows Server 2... Windows Group 10.0.0.1
|:| Q nNo 27 9  Server Windows 10 Lab Manual Group,...  10.0.0.2

Devices Apps ¥ Deployments Reports

BESFNDWIN10 ©
Deployments Software

View: 20; =% 1 = >

Device Information Custom

26patches & 10f2pages G -

D Patch Name T¢ Relevan... T¢

v Activities

0 Critical Vulnerabilities

D Set up Network Share for Office 365 - Office 2013 2 0 365015

0 Failed Deployments

Ot rim Motiundde Ohara far AEfina NEENEfian 201 a n__nccnen

A list of patches that are relevant to the BESFNDWIN10 computer are displayed.
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5) Scroll to the right and select Patches for Windows from the Site Name column.

25patches & View: 20 ¥ 1 v | > | 1of2pages

A~
[ patchname T D Severit:
3 y
:

D Set up Network Share for Office 365 - Office 2013 365015 D Patches for Cent0S7 Plugin R2

D Set up Network Share for Office 365 - Office 2016 365063 D Patches for RHEL 7

[ set up Network Share for Office 2016 - Office 2016 365115 I Patches for Windows

[0 set up Network Share for Office 2019 - Office 2019 465115 [:| Updates for Windows Applications

N19ENCA: Vidnacahilib in Intnenat Cunlaras ansdd lnad $a A acanaca Natahan far \Windan leanartant

The list of relevant patches is filtered to show only those from the Patches for Windows external site.

6) Click the link in the Patch Name field for the Security Update or Security Advisory patch that you want to
deploy. The Overview page for the select patch opens.

____7) Review the description for the patch on the Overview page.
____8) Click the Relevant Devices tab and verify that BESFNDWIN10 is in the list of Relevant computers.
____9) Click Deploy Patch.

O BigFix Devices  Apps>  Deployments  Reports 8 O

CVE-2021-36934: Security Accounts Manager (SAM) Database Windows
Elevation of Privilege Vulnerability

Deploy Patch

Overview Relevant Devices Deployments
202136934
Severity Unspecified
1 relevant device reported CVE IDs CVE-2021-36934
P An elevation of privilege vulnerability exists because of overl
permissive Access Control Lists (ACLs) on multiple system files, Category Security Advisory
0 open deployments including the Security Accounts Manager (SAM) database. An attacker o Patches f
who successfully exploited this vulnerability could run arbitrary code e s oF
0 deployments with > 10% failed with SYSTEM privileges. An attacker could then install programs; view, ;
change, or delete data; or create new accounts with full user rights. Microsoft
. CVE-2021-36934
0 deployments in the last 24 An attacker must have the ability to execute code on a victim system
hours to exploit this vulnerability. Size 0.008
Released 27 Jul 2021
30 Jul 2021

The Deploy Patch page opens.
10) Click Next. The Select Targets tab opens on the Deploy Patch page.

Tip: If a patch contains more than one Action, you must first select desired Action before the Next button
becomes active allowing you to advance to the Select Targets page.

11) Place a check beside the BESFNDWIN10 computer is the list of available targets then click Next. The
Configure tab opens on the Deploy Patch page.

12) Select the No end date option for the Run settings on the Configure page.
13) Select Offer on the left side of the Configure page. The offer setting page opens.

14) Set the following options on the Offer settings page:
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e Select the Send this as an offer option.

e Enter This is an optional Patch in the section. Offer Description

o Select the Notify users of offer availability option.

Deployment Summary

Deployment Name *

CVE-2021-36934: Security Accou

0 BigFix Devices Apps ¥ Deployments Reports
Deploy Patch
@ Select patch @ Select action @ Select targets @ Configure
Run e offer
I Send this as an offer @ I
Users g
offer Description
ik BIUa&SXXARES2-—8 . o
I offer Y
I This is an optional Patch ]
Post-Action &
Applicability ~— #
Success Crit.. #
Acti ipt
DRERE g I Notify users of offer availability I

15) Click Deploy. The deployment page opens for the action.

v 1Patch @

v 1Target “

Configure

v Run
v Users

~  Offer

8 Send this as an offer

16) Monitor the status of the action. Wait until the status is Pending Offer before continuing. You can

periodically refresh the browser page to see the most current action status.

(O BigFix

Overview

Deployment Status

Pending Offer

Devices

Apps ~ Deployments Reports

Device Results

0%

20% 40% 60%

80%

= 20

CVE-2021-36934: Security Accounts Manager (SAM) Database Windows Elevation of Privilege Vulnerability

Stop Deployment

Behavior

Type Patch Single
Deployment

Start Immediately

End None

Time Zone Client Time
Pre-cache Not Required
Is Offer Yes

17) Switch to the BESFNDWIN10 virtual machine. If you are logged off, log on as tecuser with a password

of bigfixrocks.
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18) Click the BigFix Self Service App icon in the Windows taskbar. The Self-Service Application opens.

19) Select the New patch offer. The window will open from the side and click GET.

Catalog - BigFix Self-Service Application =, igl]
Catalog History
Iltems 2 Search o,
All v All v All v Newest b

© Completed

CVE-2021-36934:
Security Accounts...

Security Advisory

5003539: Cumulative
Update for .NET...

No category

The deployment status in the BigFix Self Service Application updates as the action runs. If you have selected
a patch that requires a reboot click Restart Now or manually restart the BESFNDWIN10 virtual machine.

If a restart was required, log in to the BESFNDWIN10 virtual machine as tecuser with a password of
bigfixrocks.

This completes the exercise.

Exercise 21: Creating a Windows Patch Policy
Master Operator required

Patch Policies define a patch list determined by a set of inclusion criteria, exclusion keywords, additional
inclusion keywords, a refresh schedule, and one or more deployment schedules with associated targets Once
a Patch Policy is defined, it can be activated to establish continuous patching across the enterprise.

Patch policies are available for Windows, Mac, and Linux operating systems.
In this exercise, you use the WebUI to create a new Patch Policy for applying Windows 10 patches.

1) Switch to the BESFNDWINROOT virtual machine and return to the WebUI in the Firefox browser. If your
session has expired, log in using adminmo with a password of Blgfixrocks.

2) Select Apps-> Patch Policies. The Policies page opens.

3) Click Add Policy located in the upper-left portion of the Policies page. The Add Policy page opens
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Q BIGFIX Devices Apps ¥ D¢

Policies
Policy Name 7, Description

4) Enter Windows 10 Patch Policy in the Policy Name field.
5) Choose Windows Baselines from the Site drop down box.
6) Enter Monthly Windows 10 Patch Policy in the Description field.

7) Place a check beside the External Content option.

n
e BIGFIX Devices Apps ¥ Deployments Reports

Add Policy

Policy Criteria Policy Criteria

Policy Name* Site*

Windows 10 Patch Policy

Windows Baselines i

Description

Monthly Windows 10 Patch Policy

Include Content *

D Custom Content

External Content

8) Select Windows from the Operating System drop-down box.

9) Select Bug Fix and Security from the Category drop-down box.
10) Select Critical, Important and Moderate from the Severity drop-down box.

11) Select OS Updates in the Content Type section and then select Windows 10 as the OS Version.
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Q BigFix Devices Apps ¥ Deployments Reports

Operating System* Category*
Wind &
oS = <Bug Fix ><> (Security ><> e
v
Severity*
A
<Critical X) (lmportant ><> (Moderate ><>

Content Type *

0S Updates 0S Version: *

I:‘ Windows Server 2022

[[] windows Server 2019

[] 3rd Party Updates [[] windows Server 2016
[] windows Server 2012 R2
[[] windows Server 2012
[[] windows Server 2008 R2
|:| Windows Server 2008
[[] windows Server 2003
[] windows 11
Windows 10
1 wi 81 N

[] os Application Updates

12) Enter the following keywords in the Content to Exclude field. Press Enter after entering each string:

e Java
o _.Net
e SQL

Note: You can also add additional keyword inclusions in the Include field below the Exclusions. In this
lab we only specify exclusions.

13) Click Next. The Auto-refresh page opens

Keyword Criteria ©

Exclude content whose title contains the following keywords:

CDICDICID]

Include content whose title contains the following keywords:

|m

The Pre-patch & Post-patch page opens.
____14) Click Next. The Auto-refresh page opens.
_____15) Click the Enable auto-refresh icon.
____16) Choose Weekly from the Refresh cycle drop-down box.

17) Select Saturday from the Day drop-down box. Leave the rest of the settings at their defaults and click
Save. The Windows 10 Patch Policy page opens.
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Devices Apps v

@Elenx

Policy Criteria

Pre-patch & Post-patch

Deployments Reports

Auto-refresh

nab\e auto-refresh

Auto-refresh
Refresh cycle
Weekly -
Day Time (24-hour)
Saturday 17:00

WebUI Server Time

uTc

Cancel

____18) Click Add Schedule to define a patch deployment schedule. The Add Policy Schedule page opens.
____19) Enter the following information in the Patch Policy Schedule Criteria section of the page.

e Enter Windows 10 Monthly Patch Schedule in the Schedule Name field.

e Leave the default value of Monthly in the This event repeats field.

e Choose 0 from the Day Offset drop-down box.

e Choose 3" from the Week drop-down box

e Choose Saturday from the Day drop-down box

e Enter 01:00 in the Time (24-hour) field

e Select 2 Days as the Patching duration

QBIGFIX
Add Policy Schedule

Patch Policy Schedule Criteria

Devices Apps ¥ Deployments Reports - 24 (0}

Schedule Name*

Windows 10 Monthly Patch Schedule

This event repeats

Monthly -
Day Offset Week Day Time (24-hour)
m days after the I 3rd I - ISaturday I - I 01:00 I Client Time uTC

Patching duration:

I 2 Days | A

[] Run within the Maintenance Window @
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20) Enter the following information in the Configuration section of the page.
e Select the Download required files option and set the value to 3 Days before patching starts.

e Select the Force Restart option and leave the default timeframe and User Message.

0 BIGFIX Devices Apps v Deployments Reports -
Configuration
Download required files | 3| : Days | - before patching starts
Stagger patching start time to reduce network load by 1 : hours 0 : minutes

B skip errors and continue patching

[] retryupto - times when a patch fails to install

User Message

Force Restart 1 day after -

Your system administrator is requesting that you restart your computer.
Please save any unsaved work and then take this action to restart your
computer.
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21) Scroll to the bottom of the page and click Save. The Windows 10 Patch Policy page opens and the
schedule that was just define appears in the Schedules tab.

0 BIGFIX Devices Apps ¥ Deployments Reports

Windows 10 Patch Policy

Schedules External Contert

monthly Windows 10 Patch Policy

1 schedule Add Schedule View: 20 - 1 - 1of 1 pages
Schedule Name Frequency Targets
Windows 10 Monthly Patch Schedule Monthly 3rd Sat 01:00 Client Time Add Targets

22) Click the Add Targets link in the Windows 10 Monthly Patch Schedule row. The Add Targets to Policy
page opens.

23) Click the Target by properties tab.

24) Select Single condition from the drop-down box in the Apply Condition pane.
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25) Define the targeting condition as follows:

e Select OS from the Property drop-down box.

e Select String — Contains from the Operator drop-down box.

e Begin typing Winl0 in the Value field then select the operating system from the filtered list.

OBIGFIX Devices Apps ¥

& Inuse

) Saved (0)

Deployments Reports

Target by device Target by group Target by properties

Conditions Apply Condition: New condition

— |Single condition -

Property @

Target by client relevance

Operator

String - Contains

Value

| win1010.0.18363.1379 (1909) |

26) Click Apply. Then click Save in the upper-right portion of the Add Targets to Policy page. The

Windows 10 Patch Policy page opens.

27) Click the icon beside Suspended in the upper-right portion of the Windows 10 Patch Policy page to
activate the new policy. The policy status changes to Active.

Policy ID
Modified
Created by
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28) Click the External Content tab for the defined policy to view the patches that are included in the
policy based on the criteria that was selected.

29) Click the Excluded tab on the External Content page to view the patches that are being excluded from
the policy based on the Exclusion Criteria that was defined during the policy creation.

Tip: You can edit the policy at any time. Before making changes to the patch policy, you must first change
it from Active to Suspended.

This completes the exercise.
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BigFix Foundation - Patching Linux

Student exercises

Overview

BigFix for Patch Management is a comprehensive solution for delivering Microsoft, UNIX, Linux, Mac, and select
vendor application patchesthrough a single console. Built on BigFix technology, it gives you unified, near real-time
visibility and enforcement to deploy and manage patches to all distributed endpoints.

You can use the Patch Management solution by itself, but it is also included with the Lifecycle, Compliance, and
Remediate solutions.

In these exercises, you use Patch Management to patch clients across the enterprise through practical end-to-end
hands-on experience. The exercises in this module demonstrate how to patch CentOS 7 Linux clients.

Exercise 22: Configuring the download plug-in for CentOS Linux

Access to patch bundles and updated RPMs for non-Windows platforms are usually based on subscriptions
andrequire credentials to access the patch content. To enable BigFix to access this subscription based content,
you must register the platform-specific download plug-in with the server or relay.

In this exercise, you register the CentOS Plug-in R2 download plug-in with the server.
1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Select the Patch Management domain in the lower-left portion of the Console. The navigation pane
updates to show the Patch Management content.

3) In the navigation pane, expand the All Patch Management -> Dashboards nodes and select the Manage
Download Plug-ins dashboard. The Manage Download Plug-ins dashboard opens.

Note: If you have not Activated the Analyses as described in the earlier lab exercises, you might get a
warning that certain analyses must first be activated for the dashboard to display. If this occurs, simply
follow the instructions that are presented in the warning message to activate the appropriate analyses.

4) Select the radio button beside the BESFNDWINROOT computer in the Servers And Relays section of
the dashboard. The Plug-ins section of the dashboard becomes active at the bottom of the dashboard and
shows a list of plug-ins that can be or that are already registered on the selected system.
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5) Scroll towards the bottom of the available plug-ins and select the CentOS Plug-in R2 plug-in. The
Register button becomes active at the top of the Plug-ins section of the dashboard.

Plug-ins

Register

Plug-in Name Plug-in Version Status

) - FixCentral Plug-in N/A Not Installed

) - SCC Plug-in (SUSE) N/A Not Installed
(0 RHSM Plug-in (Red Hat) N/A Not Installed

| (® CentOS Plug-in R2 N/A Not Installed

() ' AIX Plug-in R2 N/A

Not Installed
6) Click Register. The Register CentOS Plug-in R2 window opens.
7) Leave all the fields blank as we do not require a proxy and click OK. The Take Action window opens.
Register CentOS Plug-in R2

This wizard installs and configures the CentOS Plug-in R2. Existing
configurations are overwritten.

Proxy Server Settings

Proxy URL

Proxy Username |

|
|
Proxy Password |
Confirm Proxy Password ‘

oK Cancel

____8) Click the Target tab and choose BESFNDWINROOT from the list of available targets.

____9) Click OK to initiate the action.

_____10) Monitor the status of the action and wait for it to change to Completed before continuing.
____11) Select the Manage Download Plug-ins dashboard from the Navigation pane.

12) Scroll to the top of the dashboard and click the Refresh icon in the upper-right portion of the
dashboard.

g
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13) Select the radio button beside the BEFNDWINROOT entry and then scroll down to the CentOS Plug-in

R2 row in the Plug-ins section of the dashboard to verify that the plug-in has been installed and that the
status is show as Up-To-Date.

Plug-ins
Plug-in Name Plug-in Version Status

() RHSM Plug-in (Red Hat) NSA Not Installed ~
() CentQs Plug-in R2 1.0.0.6 Up-To-Date I
O RockyLinux Flug-in N/A Mot Installed

— i W
(_) | AIX Plug-in R2 N/A Not Installed

< >

The completes the exercise.

Exercise 23: Patching a Linux System

Applying a single patch is the same regardless of the target platform. In this exercise, you Take Action on a single
patch Fixlet to apply a path to the CentOS 7 server.

Before applying a patch to a Linux endpoint, you must first import their respective RPM-GPG-KEY. This must
be done at least once. You can also include this task in your Linux patch baselines to ensure that this has been
performed on the target systems before attempting to apply the patches.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Patch Management domain in the lower-left portion of Console. The navigation pane above
updates to display only the content that is associated with the Patch Management domain.

3) In the navigation pane, expand the Sites > External Sites > Patches for CentOS7 Plugin R2 nodes and

select the Fixlets and Tasks node. The list area updates to show the Fixlets and Tasks that are associated
with the selected external site.

4) Enter GPG in the live search field that located in the upper-right portion of the Console. The list of
Fixlets and Tasks is filtered to show only those that contain the search string.

5) Select the Import RPM-GPG-Key-centos-release — CentOS 7 Task from the list. The details for the
selected Task are shown in the work area below.

6) Click Take Action. The Take Action window is displayed.
7) Click the Target tab and select BESFNDCENTOS from the list of available targets.

8) Click OK to initiate the action. Monitor the status of the action until it changes to Completed before
continuing.

You now select and deploy a single patch to the BESFNDCENTOS endpoint.
9) Switch to the BESFNDCENTOS virtual machine.
10) Press the ESC key to display the login screen.

11) Select Not listed and log in as root with a password of bigfixrocks.
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12) Right-click on the Desktop and choose Open Terminal from the context menu. A terminal window
opens.

13) Type the following command in the terminal window and press Enter:
rpm -ga | grep -i firefox

This command returns the current version of Firefox that is installed on the BESFNDCENTOS virtual
machine.

r

root@BESFNDCENTOS:~ - O x

File Edit View Search Terminal Help

[root@BESFNDCENTOS ~]# rpm -qga|grep -i firefox
firefox-52.7.0-1.el7.centos.x86 64
[root@BESFNDCENTOS ~]# |}

14) Switch to the BESFNDWINROOT virtual machine and return to the Console.

15) In the navigation pane, expand the OS Vendors > CentOS > CentOS 7 nodes and then select the
Security Advisories node. The list area is updated to show the Relevant security advisory Fixlets

16) Enter Firefox in the live search field located in the upper-right portion of the list area. The list of
Fixlets is filtered to show only those that contain the search string.

17) Choose any relevant Firefox Security Update Fixlet in the list. The details for the selected Fixlet are
shown in the work area below.

18) Click the Description tab and review the information for the selected patch.

19) Click Take Action and choose the default action which is the first one shown in the list of available
actions. The Take Action window opens.

Note: These Linux patch Fixlets often contain a test action which can be used to test the patch deployment
without applying the patch. Make sure that you select the correct option.

20) Click the Target tab and select BESFNDCENTOS from the list of available targets.

21) Click OK to initiate the action. Monitor the status of the action until it changes to Fixed before
continuing.

22) Switch to the BESFNDCENTOS virtual machine. If the screen is locked press the ESC key and enter
bigfixrocks as the password for root.
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23) Enter the following command to confirm that the Firefox version has been successfully updated:

rpm -ga | grep -i firefox

root@BESFNDCENTOS:~ - O x

File Edit View Search Terminal Help
[root@BESFNDCENTOS ~]# rpm -qa | grep -i firefox
firefox-52.7.0-1.el7.centos.x86 64

001@R NDCENTO DN - Q4 grep -i firefox

irefox-91.5.0-1.el7.centos.x86 64

You now see that the version of Firefox that is installed on the BESFNDCENTOS virtual machine matches
the version that is referenced on the Description tab of the patch Fixlet that was applied.

Fixlet: CESA-2022:0124 - Firefox Security Update - CentOS 7 x86_64 o
i’Take Action ~ ‘ /7 Edit | Copy }}>Export ‘ Hide Locally Hide Globally | 3§ Remove

Description Details Applicable Computers (0) Action History (1)

Description
A security update for firefox is available for CentOS 7.
Please see the corresponding Red Hat Enterprise Linux errata page for more information.

Target RPMs

firefox-91.5.0-1.el7.centos.x86_64.rpm

Note: A target package will only be installed if a previous version of that package exists on the targeted
system. Additionally, the action will attempt to find and install all required dependency packages. It is
possible that the dependencies might conflict with existing packages on the endpoint.

This completes the exercise.

Exercise 24: Using Multiple-Package Baselines

Multiple-Package Baselines allow you to combine the installation of updates for multiple packages into a single
task which can reduce the execution time of the baseline. With Multiple-Package baselines, the packages are
installed using a single Yum command instead of a separate Yum command for each patch Fixlet.

Because Multiple-Package Baselines combine the installation of multiple packages using a single Yum
transaction you cannot undo a single package update. If having the ability to undo a single package install is
important, you could use traditional Baselines instead.

In this exercise, we create a custom site to hold our Linux baselines. We then create a Multiple-Package
baseline and apply it to the BESFNDCENTOS endpoint.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.
2) From the Console menu select Tools > Create Custom Site. The Create Custom Site window opens.

3) Enter Linux Baselines as the name and click OK. The Custom Site: Linux Baselines pane opens.
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4) Click the Computer Subscriptions tab and define the criteria as follows:

Select the Computers which match the condition below option
Select OS from the first drop-down
Verify that contains is selected from the second drop-down

Enter CentOS in the text field

Custom Site: Linux Baselines

953\.’6 Changes | Discard Changes | Gather Add Files... 9 Remove

Details Computer Subscriptions  Qperator Permissions  Role Permissions

The following computers will be subscribed to this site:

(O All computers

(O No computers

(O Computers subscribed via ad-hoc custom site subscription actions
Gmputers which match the condition below

|-OS ~ | |contains v lCentOSi

5) Click Save Changes in the upper-left portion of the Custom Site window.

Connected to 'besfndwinroot’ as user 'adminmo’

6) From the Console menu, select Tools > Create New Baseline. The Create Baseline window opens.

7) Enter CentOS Patches in the Name field.

8) Select Linux Baselines from the Create in site drop-down menu.

9) Enter CentOS Multi-package baseline in the Description field.

10) Click the Components tab.

11) Click the [edit name] link next to Component Group 1.

12) Change the name of the component group to Linux Patches then click Save Group Name.

13) Click the [add components to group] link under Linux Patches. The Add Baseline components
window opens.

14) Select the Fixlet Messages tab and expand the All Relevant Fixlet Messages > By Site > Patches for

CentOS7 Plugin R2 > By Source Severity nodes then select the Moderate node.
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15) While pressing the Ctrl key, select 2 or 3 non-kernel patch Fixlets from the list then click OK. The
selected Fixlets are added to the Components tab of the Baseline.

] Create Baseline - O X
Name: CentOS Patches Create insite:  Linux Baselines v
Create in domain: Patch Management v
Description Components Relevance Properties
(o)

Linux Patches [edit name]

» CESA-2021:3810 - Libxml2 Security Update - CentOS 7

x86_64 ;Act|on1 (Default) VI (%]
» CESA-2021:4782 - Openssh Security Update - CentOS 7 =
X86_64 [ Action1 (Default) vl @ '
> CE§A-2921:4785 - Rpm Security Update - CentOS 7 x86_64 :Action1 (Default) Vl o

Important: Verify that there is an action selected for each patch Fixlet added to the Components tab or
there will be a warning message with be shown at the top of the Components tab. For any Fixlet without
an action, choose Action 1 from the action drop-down.

16) Click the [add components to group] link under Linux Patches. The Add Baseline components
window opens.

17) Click the Tasks tab.

18) Expand the All Applicable Tasks > By Site nodes and select the Patches for CentOS7 Plugin R2 node.
A list of Relevant Tasks is displayed.

____19) While pressing the Ctrl-key, select the following Tasks from the list:
e Multiple-Package Baseline Installation — CentOS 7 — x86_64
e Enable the Multiple-Package Baseline Installation feature — CentOS 7
e Import RPM-GPG-KEY-centos-release — CentOS 7

20) Click OK. The 3 Tasks are added as Components to the baseline. You must now put the Multiple-
Package baseline Tasks in the correct order.

21) Locate the Import RPM-GPG-KEY-centos-release — CentOS 7 Task in the list. Using the up arrow
associated with the Task, keep moving this Task up in the list until it is the first component in the baseline.

w
b ITRort RPM-GPG-KEY-centos-release - CentOS 7 Action1 (Default) v| )
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[ Create Baseline - ) x

Name: | CentOS Patches Createinsite:  Linux Baselines v

Create in domain:  Patch Management ~

Description Components Relevance Properties

Linux Patches [edit name

« | »)

go to source

» CESA-2021:3810 - LibxmI2 Security Update - CentOS 7 =
X86 64 | Action1 (Default) vl O '
go to source -

» Import RPM-GPG-KEY-centos-release - CentOS 7 |Action1 (Default) v| o B ‘

(€ | »

22) Locate the Enable the Multiple-Package Baseline Installation feature — CentOS 7 Task and using the
up arrow that is associated with the Task, move it up in the list until it is the second component in the list.
This Task should be placed immediately before any actual Patch Fixlets.

\] Create Baseline - (m} X

Name: }Centos Patches Createinsite: | Linux Baselines v

Create in domain:  Patch Management v

Description Components Relevance Properties

Linux Patches [edit name

» Import RPM-GPG-KEY-centos-release - CentOS 7

[go to source]

« | »

1Action1 (Default) VJ °

< [ »

-Cent0S 7 | Action1 (Default) vi|©
[go to source]

» Enable the Multiple-Package Baseline Installation feature \
v

» CESA-2021:3810 - Libxml2 Security Update - CentOS 7 ~
x86_64 ]Action1 (Default) V| [x]

go to source]

K[»
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23) Verify that the Multiple-Package Baseline Installation — CentOS 7 — X86_64 Task is located after all
the Patch Fixlets on the Components tab. If it is not, use the arrows to move it to the correct location.

] Create Baseline - O X
Name: | CentOS Patches Create insite:  Linux Baselines v
Create in domain: Patch Management v
Description Components Relevance Properties
Linux Patches [edit name] A
> !TP?rFﬁR“»FTA-GPG-KEY-centos-release -CentOS7 [Action? (Default) VI o
» Enable the Multiple-Package Baseline Installation feature 0
-Cent0S 7 [ Action1 (Default) vl 9
[go to source] »
» CESA-2021:3810 - LibxmI2 Security Update - CentOS 7 . =
x86_64 | Action1 (Defautt) vi o B
» CESA-2021:4782 - Openssh Security Update - CentOS 7 o~
x86_64 | Action1 (Default) VJ [x]
v x g . = : 3
v SE‘SAV?9217.V4785 Rpm Security Update - CentOS 7 x86_84 [, . .o v\ o
» Multiple-Package Baseline Installation - CentOS 7 -
x86_64 | Action1 (Default) Vl Q
|go to source v
Find... Sync All Components 6 components in baseline

24) Click OK. The Baseline changes are saved.

25) Click the Applicable Computers tab and wait until the BESFNDCENTOS client appears in the list. It
might take several minutes for the Baseline applicability relevance to be evaluated before showing up in
the list.

Tip: If the BESFNDCENTOS client never appears on the Applicable Computers tab, verify that the Computer
Subscriptions for the Linux Baselines custom site was performed properly. Also verify that the CentOS
Patches baseline was created in the Linux Baselines custom site.

26) Click Take Action. The Take Multiple Actions window is displayed.

27) Click the Execution tab and verify that the Run all member actions of action group regardless of
errors option is selected.

28) Click the Target tab and select BESFNDCENTOS from the list of available targets.
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29) Click OK to initiate the action. Monitor the status of the action until it changes to Completed or
Pending Restart. The status depends on which patch Fixlets were included in the baseline.

Note: The execution of a Multiple-package baseline is a 2 step process. It first scans the baseline for all
the packages that are included, it then does dependency mapping and finally constructs the yum
command to perform an update of all of the packages in one transaction. Because of this process, the
status might change briefly to Failed before the final installation is completed.

This completes the exercise.

Exercise 25: Applying a Linux Patch Using the WebUI

There are several methods and paths for applying a patch. In this exercise, you locate and apply a patch using
the WebUI

____ 1) Verify that the following virtual machines are started:
— BigFix Server: BESFNDWINROOT
— BigFix Windows Client: BESFNDWIN10
— BigFix Linux Client: BESFNDCENTOS

2) Switch to the BESFNDWINROOT virtual machine. If you are logged off, log in to the server as adminmo
with a password of bigfixrocks.

3) Double-click the Firefox icon on the Windows Desktop and enter the following URL in the address field:
https://BESFNDWINROOT
The BigFix WebUI login page opens.

19) Enter adminmo as the username and Bigfixrocks as the password. Click Login. The WebUI Overview
page opens.
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20) Select Linux from the drop-down box in the upper-right portion of the Patch Severity widget.

Patch Severity

Critical AllOs
0S X
Important M
Windows

Other
Moderate

Low

f

50 100
Vulnerabilities

(=

The Patch Severity widget is filtered to show only the Linux patches.

21) Click any bar representing a severity of Relevant patches in the Patch Severity widget. A list of patches that
match the severity of the bar that was selected opens.

22) Click the link in the Patch Name field for the non-kernel patch that you want to deploy. The Overview page
for the select patch opens.

23) Review the description for the patch on the Overview page.

24) Click the Relevant Devices tab and verify that BESFNDCENTOS is in the list of Relevant computers.

@ BIGFIX  Devices Apps~  Deployments  Reports
D Erview Relevant Devices Deployments

18108801

Select a favorite report - important

_ o CVE-2018-5148

1 device - Wiew 20 - 1 = 1 of 1 pages Security Advisory
Patches for Cent0S7

| Computer Name °, Critical Patches Applicable P. | Deployments Device Type s Flugin R2

Cent0s
CESA-201B-1058

L J -
603,09 KB

30 May 2018
@ | Yes 454 2 Server CentD! .

16 Dct 2019

25) Click Deploy Patch. The Deploy Patch page opens.
26) Click Next. The Select Targets tab opens on the Deploy Patch page.

Tip: If a patch contains more than one Action, you must first select desired Action before the Next button
becomes active allowing you to advance to the Select Targets page.

27) Place a check beside the BESFNDCENTOS computer is the list of available targets then click Next. The
Configure tab opens on the Deploy Patch page.

28) Review the options on the Configure page but do not make any changes.
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29) Click Deploy on the right-side of the Deploy Patch page to initiate the action. The deployment page
opens for the action.

30) Click the Device Results tab and monitor the status of the action. Wait until the status is Fixed before
continuing. You can periodically Refresh the WebUI browser to update the view.

Q BIGFIX Devices Apps ~ Deployments Reports 'a' Y. (')

CESA-2018:1058 - Libvorbis Security Update - CentOS 7 x86_64

Overview Device Results

1 Result
Stop Deployment
Status: All + Sort by: Status + View:20 ~ 1/1 4p
Device Name Last Seen Status Behavior
BESFNDCENTOS a few seconds ago Type Patch Single
Deployment
First Previous 1 Next Last
Start Immediately

This completes the exercise.

Exercise 26: WebUI - Creating a Linux Patch Policy
Master Operator required

As with Windows, the Linux Patch Policies define a patch list determined by a set of inclusion criteria, exclusion
keywords, a refresh schedule, and one or more deployment schedules with associated targets. After a Patch
Policy is defined, it can be activated to establish continuous patching across the enterprise.

Patch policies are available for Windows, Mac, and Linux operating systems.
In this exercise, you use the WebUI to create a new Patch Policy for applying CentOS 7 patches.

1) Switch to the BESFNDWINROOT virtual machine and return to the WebUI in the Firefox browser. If your
session has expired, log in using adminmo with a password of Blgfixrocks.

2) Select Apps-> Patch Policies. The Policies page opens.

3) Click Add Policy located in the upper-left portion of the Policies page. The Add Policy page opens

0 BIGFIX Devices Apps ¥ D¢

Policies
Policy Name 7, Description

4) Enter CentOS7 Patch Policy in the Policy Name field.

5) Choose Linux Baselines from the Site drop down box.
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6) Enter Monthly CentOS 7 Patch Policy in the Description field.

7) Place a check beside the External Content option.

0 BIGFIX Devices  Apps ¥ Deployments Reports e o
Add Policy
Policy Criteria Policy Criteria
Policy Name* Sitex
Ty ;
Description

| Monthly CentOS 7 Patch Policy |

Include Content *
[] custom Content

Extemal Content

8) Select CentOS from the Operating System drop-down box.

9) Select Bug Fix and Security from the Category drop-down box.
10) Select Critical, Important and Moderate from the Severity drop-down box.

11) Select OS Updates in the Content Type section and then select CentOS 7 as the OS Version.

0 BIGFIX Devices Apps ¥ Deployments Reports - 2 (0]

External Content Criteria

Operating System* Category*
Cent0S Ve Sl ”
en -
Securit x)w Bug Fix x
( ! 219 |
Severity*
~
\/Crmcal x) (Important x)
AN
(Moderate x e
AN
v
0S Version: *
Content Type * [] centoss
0S Updates Centos 7
D Cent0S 6

12) Enter the following keywords in the Content to Exclude field. Press Enter after entering each string:
o Kernel

e Java
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13) Leave the Include content field blank and click Next. The Auto-refresh page opens.
Keyword Criteria @

Exclude content whose title contains the following keywor...

(Kernel x) (Java x ) (+]

Include content whose title contains the following keywor...

_____14) Click Next. The Pre-patch & Post-patch page opens.

_____15) Leave the Pre-Patch and Post-Patch fields blank and click Next. The Auto-refresh page opens.
_____16) Click the Enable auto-refresh icon.

____17) Choose Weekly from the Refresh cycle drop-down box.

18) Select Saturday from the Day drop-down box. Leave the rest of the settings at their defaults and click
Save. The CentOS7 Patch Policy page opens.

t’) BIGFIX Devices Apps ~ Deployments Reports e~ (0}
Add Policy
Policy Criteria Auto-refresh
Pre-patch & Post-patch
Enable auto-refresh

Auto-refresh
Refresh cycle

:

Day Time (24-hour)

Saturday - 17:00 WebUI Server Time uTc

cen Cel m

v

___19) Click Add Schedule to define a patch deployment schedule. The Add Policy Schedule page opens.
_____20) Enter the following information in the Patch Policy Schedule Criteria section of the page.

e Enter CentOS 7 Monthly Patch Schedule in the Schedule Name field.

e Leave the default value of Monthly in the This event repeats field.

e Choose 0 from the Day Offset drop-down box.

e Choose 2" from the Week drop-down box

e Choose Saturday from the Day drop-down box
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e Enter 01:00 in the Time (24-hour) field

e Select 2 Days as the Patching duration

0 BIGFIX Devices Apps ¥ Deployments Reports

Add Policy Schedule

Patch Policy Schedule Criteria

Schedule Name~*

| Cent0s 7 Monthly Patch Schedule |

This event repeats
Monthly -

Day Offset Week Day Time (24-hour)

m daysafterthe [2nd | ~ | saturday] ~ I 01:00 I

Patching duration:

I £ Days I -

I:‘ Run within the Maintenance Window @

Client Time

uTc

21) Enter the following information in the Configuration section of the page.

Select the Download required files option and set the value to 3 Days before patching starts.

0 BIGFIX Devices Apps ~ Deployments Reports

Configuration

Download required files I El Days I e

Stagger download start time to reduce network load by 1

before patching starts

hours

Skip errors and continue patching

[] Retryupto times when a patch fails to install

|:| Force Restart 1 day after -
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22) Scroll to the bottom of the page and click Save. The CentOS7 Patch Policy page opens and the
schedule that was just defined appears in the Schedules tab.

0 BIGFIX Devices Apps ¥ Deployments Reports

CentOS7 Patch Policy

Schedules External Content

Monthly CentOS 7 Patch Policy

1 schedule Add Schedule View: 20 - 1 - 10f1pages
Schedule Name Frequency Targets
CentOS 7 Monthly Patch Schedule Monthly 2nd Sat 01:00 Client Time Add Targets

23) Click the Add Targets link in the CentOS 7 Monthly Patch Schedule row. The Target Devices page

opens.

24) Scroll to the right and locate the OS column. Expand the Linux > Centos nodes and then select

CentOS 7 from the list. The devices are filtered to show only CentOS 7 devices. Place a check beside

Device Name column header to select all the devices then click Save.

e BIGFIX Devices Apps ¥ Deployments Reports
Ad d Ta rg ets to PO I |Cy [] skip locked constraints during patching
Target by device Target by group Target by properties Target by client relevance
— Suspended @O
1device W & | B View 20 ¥ 1~ 10f1pages 0 Updates o]
1 ftemn Selected Il View Selected only
Policy 1D 2
Computer Name . Device Type os Groups Modified 9 minutes ago
Created by adminmo
- @D :
r External Criteria
BESFNDCENTOS © 4 server v Linux up
s Cent0S
v Centos ) -
Severity Critical, Important, Moderate
CemOS 7 Category Bug Fix, Security
> [] windows Type 0S Updates
Site Linux Baselines
< > Exclusion Criteria

W

Tip: There are several ways to define targets for the schedule besides Target by device. You can also use

the Target by group, Target by properties or Target by client relevance tabs.
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25) Click the icon beside Suspended in the upper-right portion of the CentOS 7 Patch Policy page to
activate the new policy. The policy status changes to Active.

Suspended

Y

0 Updates
Policy ID 2
Modified 22 minutes ago
Created by adminmo

26) Click the External Content tab, then click the Included tab to view the patches that are included in the
policy based on the criteria that was selected.

27) Click the Excluded tab on the External Content page to view the patches that are being excluded from
the policy based on the Exclusion Criteria that was defined during the policy creation.

Tip: You can edit the policy at any time. Before making changes to the patch policy you must first change
it from Active to Suspended.

This completes the exercise.
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BigFix Foundation — Web Reports
Student exercises

Overview

Web Reports is a high-level web application that complements and extends the power of BigFix. It can connect to
one or more BigFix databases to aggregate data from multiple BigFix deployments across the enterprise. Web
Reports allows you to visualize data using both charts and data listings, in any supported web browser.

Web Reports is delivered with dozens of critical reports that are ready to use and provided valuable information
about your BigFix deployment, including real-time visualization of patch rollouts, remediation’s, policy compliance,
and much more. In addition, you can easily create and customize your own reports using faceted navigation to
reduce your data to its essentials for fast, targeted access.

In these lab exercises, you configure Web Reports to enable importing of 3" party reports and then import several
3™ party reports. You also learn how to setup, manage, and use the various Web Reports features.

NOTE: This is not a deployment guide, and it is not designed to show a secure implementation.

Exercise27: Enable the Import Report Feature
In this exercise, you enable the Import Report feature in the BigFix Web Reports server.
1) Switch to the BESFNDWINROOT virtual machine and log in as Administrator with a password of
bigfixrocks.

2) Click the Windows Start icon in the lower-left portion of the Windows Desktop. Enter regedit in the
Search Windows field. Click regedit in the Best match pane to open the regedit application. The Registry
Editor pane opens.

3) Navigate to the HKLM\SOFTWARE\WOW®6432Node\BigFix\Enterprise Server\BESReports key.
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4) Modify the AllowCustomReportCreation entry by changing it from 0 to 1.

5) Modify the AllowUserViewCustom entry by changing it from 0 to 1.

B Registry Editor = O X
File Edit View Favorites Help
Partner A || Name Type Data
:’{oh_cles e ab| (Default) REG SZ (value not set)
T:gls;ereb. dpp ications ab| AllowCustomReportCreation REG_SZ 1
VNTv::areet I:c ab] AllowlUserViewC ustom REG SZ 1
K WOW6432N;>de ab| ArchivePath REG_SZ C:\Program Files (x86)\BigFix Enterprise\BES
- BigFix ab|EmailServerPassword REG_SZ
. BES Installation Generator 20| EmailServerUser REG_SZ
BESRelay 2b| GraphsPath REG_SZ C:\Program Files (x86)\BigFix Enterprise\BES
BigFix Server ab| GraphsURL REG_SZ ./../images/besreports/graphs
Brand ab| PasswordComplexityRegex REG_SZ (?="[[:lower]]) (?=[[:upper:]]) (?=*[[:digit:]]
ClientComplianceAP| ab|Path REG_SZ C:\Program Files (x86)\BigFix Enterprise\BES
v Enterprise Server ab| PDFExe REG_SZ C:\Program Files (x86)\BigFix Enterprise\BES
BESReports ab|ReportFilesCheck REG_SZ 1
ClientRegister
FillAggregateDB vil< >
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\BigFix\Enterprise Server\BESReports I

6) Close regedit.

7) Click the Windows Services icon in the Windows Task Bar at the bottom of the screen. The Services
application opens.

8) Right-click the BES Web Reports Server service and select Restart from the context menu. The Service
Control window opens while the service restarts.

9) Close the Services application.

10) Double-click the Firefox icon on the Windows Desktop if it is not already open. The Firefox browser
opens.

11) Enter the Web Reports URL in the address bar of the browser as follows:
https://besfndwinroot:8083

Note: You might receive a Potential Security Risk warning message. If so, click Advanced, then click
Accept the Risk and Continue.

The Web Reports Login page opens.
_____12) Enter the following information to create the Web Reports administrative ID:
___a) Full Name: webreportsadmin
___b) User logon name: webreportsadmin
___c) Password: Blgfixrocks
___d) Confirm password: Bigfixrocks

13) Click Continue. The Web Reports Domain page opens. If you are prompted to save the login
information, click Save if desired.
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14) Click Report List. The Report List page opens and shows a list of the reports that come with the
product that correspond to the various content domains that you have enabled.

@ sicrix Web Reports

| Explore Data | ReportList ||Administration |
Choose a category to view reports:
Starred 7 My Authored
My favorite reports J Reports that I've created
{ Patch Management @ Systems Lifecycle

15) Validate that the Import report link is displayed in the upper-left portion of the Report List page.

@ sicrix Web Reports

| Explore Data BCPTHINTTEE Administration |

| Import report

Label » Delete |
Select: All, None
Name
[0 ¥ Action List

[J Only show starred

Filter by Label
Find labels | |

Note: If the Import report link is not visible, verify that you have successfully completed steps 2-8 of
this exercise.

This completes the exercise.

Exercise 28: Import— Custom Web Reports

In this exercise, you learn how to import custom reports from external sources.

1) Switch to the BESFNDWiINROOT virtual machine and return to the Firefox browser. If the Web Reports
session has timed out, you can login as webreportsadmin with a password of Blgfixrocks.

_____2) Click Report List if you are not already on that page. The Import Report page opens.
____3) Click the Import report link.
____4) Import the Schedulable Compliance by Computer v1.1.beswrpt file as follow:

___a) Click Browse in the Filename field. The File Upload window opens.

___b) Double-click the BigFixSrc folder on the Windows Desktop.

___c) Double-click the Schedulable Compliance Reports v1.1 folder.
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___d) Select the Schedulable Compliance by Computer vi.1.beswrpt file and click Open.
____e) Verify that the XML option is set in the Format section.
___f) Select the Public option in the Visibility section

___g) Click Import.

O=icrix Web Reports

| Explore Data | ReportList | Administration |

Import Report

Click here igFi i
Filename] Browse... | Schedulable Compliance by Computer v1.1 beswrpt

. |®xMU (* beswrpt / * webreport)
Format: "S5l (* ojo / * besrpt)

Visibility:

Private

[Import|

The Report List page opens and the new report appears in the list.

5) Repeat the previous steps to import the Schedulable Compliance by Content v1.2.beswrpt file from
the same folder.

@ sicrix \Web Reports

| Explore Data | ReportList | Administration |

Import Report

Click here igEi ite
Filename{ Browse... | Schedulable Compliance by Content v1.2 beswrpt

@XM (*.beswrpt / *. webreport)

Format: = HTML (*.ojo / *.besrpt)
Visibility: [-E:‘::fe
[Import|

_____6) Click Report List if you are not already on that page. The Import Report page opens.
_____7) Click the Import report link.
____8) Import the Fixlet Compliance by Computer Group v2.0.beswrpt file as follows:

___a) Click Browse in the Filename field. The File Upload window opens.

____b) Click Desktop in the left side of the File Upload window.

___c) Double-click the BigFixSrc folder on the Windows Desktop.

___d) Double-click the Interactive Fixlet Compliance Reports v2.0 folder.

___e) Double-click the ext-3.2.0-computercompliancel7-asset12-fixletcompliancel2 folder.
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___f) Double-click the ext-3.2.0 folder.

____g) Select the Fixlet Compliance by Computer Group v2.0.beswrpt file and click Open.
____h) Verify that the XML option is set in the Format section.

___i) Select the Public option in the Visibility section

___j) Click Import.

Q sicrix \Web RepOI‘tS

| Explore Data | ReportList | Administration |

Import Report

Click here to check for new custom reports on the BigFix Support web site
Fil 1e] Browse... | Fixlet Compliance by Computer Group v2.0.beswrpt I

| @XML] (*.beswrpt / *. webreport)
(OHTML (*.0jo / *.besrpt)

S O,
Visibility:

Import|

Format:

The Report List page opens and the new report appears in the list.

9) Repeat the previous steps to import the Fixlet Compliance by Content v2.0.beswrpt file from the same
folder.

Os=icrix Web Reports

| Explore Data | ReportList | Administration |

Import Report

Click here to check for new custom reports on the BigFix Support web site
Filename:l Browse... | Fixlet Compliance by Content v2.0_beswrpt

. |8XMI;|(’,beswrpt / * webreport)
Ao HTML (*.0jo / *_besrpt)

Visibility: LSQEubic

Private

(Import|

You should have now imported 4 custom reports.

10) Click Report List at the top of the Web Reports browser window. A list of all the reports that you are
allowed to view is displayed in the browser.
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11) Select the box beside webreportsadmin in the Filter by Author section of the Reports List page. The

list of reports is filtered to show only those that were created by the webreportsadmin user.

0 sicrix Web RepOI‘tS

| Explore Data [TTTTIRETEN Administration | ersion: 10.0.4.32

| Import report

Label ~ Delete Search Reports ‘

[ Only show starred
Filter by Label

Select: All, None

SR \ Name « Labels Author Visibility Scheduled Last Modified
Ind labels
- [ | ¥ Fidet Compliance by Computer Group (v2.0) webreportsadmin | Public ~ No 2:02 pm
O BigFix Management —
) Patch Management ‘ [ | ¥ Fidet Compliance by Content (v2.0) webreportsadmin | Public v No 2:05 pm
O Systems Lifecycle [0 | ¥ Schedulable Complance by Content Template webreportsadmin | | Public v No 1:53 pm
‘ [ | ¥ schedukble Fixet Compliance by Computer Template webreportsadmin | Public No 1:48 pm

Selected labels:
Viewing all labels

Filter by Author clear
Find authors |

B webreportsadmin

<

12) Mark all 4 of the custom reports as Favorites by clicking the star icon for each custom report in the

list. The star icon will be colored yellow after it is selected.

13) Select the link for the Schedulable Fixlet Compliance by Computer Template report. It might take

several seconds to load.

14) Expand the Filter section if needed. Add an additional filter by clicking the plus (+) icon to the right of

the existing Your Computer Group Name filter. An additional filter is added to the list of existing filters.

sicrix \Web Reports

Report List | Administration |

Computers | Content | Actions | Operators | Unmanaged Assets | Custom

Schedulable Fixlet Compliance by Computer Template Printable Version :: [Save Report| [Save Report As

|[F] Filter Save Filter - Load Filter - Clear

Results match | all v | conditions

| Computer ",‘ |Computer Groups is v | | Your Computer Group Name v add clause "

| Search Properties 1

and||[Computer v

and || Site v is v | | Patches for Windows v add clause | |- | |+
and || Content v | | Source Severity v is v | [Critical add clause ‘ 2 &
and || Content v | | Source Release Date v is after v | |04/01/2015 [ add clause l il |

‘ Apply H[Vvtewr‘

15) Modify the new filter as follows:

___a) Leave Computer in the first drop-down box unchanged.

___b) Enter Computer Groups in the Search Properties text box. As you type the available properties
are filtered. Select the Computer Groups property.

___c) Select Windows Group from the last drop-down box.
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16) Click the minus (-) icon next to the original Your Computer Group Name filter to remove it leaving
your newly defined filter in its place. The report filters now appear as follows:

[= Filter

Results match | all v | conditions.

Save Filter - Load Filter - Clear

| Computer v | ‘Computer Groups Lis v | | Windows Group v add clause F [+]
and |[Site v is v | | Patches for Windows v add clause L |
and || Content v | | Source Severity v | is v | Critical | add clause F -+
and |[Content v | [Source Release Date v lis after v | [04/01/2015 \ add clause L [+

.Apply Fl\ter‘

17) Click Apply Filter in the lower-right portion of the Filter section. Your report is updated to reflect the

updated Filter.

18) Scroll down towards the bottom of the report to view the results with the updated filter.

Report List | Administration |

~

Computers | Content | Actions | Operators | Unmanaged Assets | Custom

Schedulable Fixlet Compliance by Computer Template*

Printable Version = |Save Report| ‘Save Report As

‘E] Filter

Save Filter - Load Filter - Clear

Edit Source

Schedulable Fixlet Compliance by Computer Template

Summary vi.1

Total Applicable Fixlets 39

Total Installed Fixlets 17

Total Outstanding Fixlets 22

Compliance:

Applicable nstalle

Computer Operating System IP Address Last Report Time

BESFNDWIN10 Win10 10.0.18363.1556 (1909 10.0.0.2 2022/02/10 14:20:56

--

Report Date: Thu, 10 Feb 2022 14:29:07 -0800

Compliance

44%

2 Computers

22

Jutstanding

Applicable Fixlets Installed Fixlets Outstanding Fixiets  Compliance ~

13 13 0 100%

19) Click Save Report in the upper-right portion of the modified report. The report is saved with the

updated Filter and can be recalled without modification.

This completes the exercise.

Exercise 29: Exploring Data and Using Filters

In this exercise, you view Web Reports data and modify data filters.

1) Switch to the BESFNDWiINROOT virtual machine and return to the Firefox browser. If the Web Reports
session has timed out, you can login as webreportsadmin with a password of Blgfixrocks.

2) Click Explore Data in the upper-left portion of the Web Reports page. The Computers report is

displayed.

3) Verify that the Filter section at the top of the report is expanded and review the default Filter.
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Save Filter - Load Filter - Clear

[3] Filter

Results match | all v | conditions

Computer

Note: Filters control what data is displayed in the report at the bottom of the page. You can add additional
filters or create complex filters to return the desired data. You can choose whether the filters match all
conditions or any conditions which effectively sets them to be either a Boolean And statement or a

Boolean Or statement.

4) Modify the default filter as follows:
___a) Begin typing Computer Name in the Search Properties field. As you type the properties are filtered.

Select Computer Name when it appears.

___b) Verify that contains is selected in the drop-down box.
___c) Enter Win10 in the last text box.

___d) Click Apply Filter.

Save Filter - Load Filter - Clear

[3 Filter

Results match | all v | conditions

Computer v || Computer Name contains | v ||W|n10|| ]

add clause

Apply Filter

The report at the bottom of the page is updated to reflect the new filters.

What information changed?
5) Explore other data type and properties on the Explore Data tab as desired.

6) Click Report List. The Report List page opens.
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7) Click Patch Management under the Filter by Label section on the left side of the Report List. The
report list is updated to show only those reports that are associated with the Patch Management domain.

Q sicrix \Web RepOl'tS

| Explore Data (W 458 | Administration |

Import report

Label ~ Delete Search Reports
[ Only show starred :

Select: All, None

Filter by Label clear

e [ Name - Labels Author Visibility Scheduled Last Modifi
rind |1abeis F .
= [0 ¥ Critical Application Updates (Windows) Patch Management Public No 9:20 am
= EltFr'\l:‘/Ianaemer:t | O ¥t Critical Patch Complance Report (RHEL7) Patch Management Public No 9:20 am
atch Managemen -
0 Systems Llfjcycle [0 ¥ Critical Patch Compliance Report (Windows) | Patch Management Public No 9:19am
| O ¥ Missing Patch Report (RHEL7) Patch Management Public No 9:20 am
[0 & Missing Patch Report 2015 (Windows) Patch Management Public No 9:19am

Selected labels:
@ Patch Management
Filter by Author

[0 webreportsadmin

v

< >

8) Click the link for the Critical Patch Compliance Report (Windows) report. The selected report opens in
the Firefox browser.

9) Scroll down to the Content section of the report and verify that it is expanded. Click Edit Columns.

Tip: Using the options in the Edit Columns pane, you can add or remove columns from the report. The
Available Columns section shows the properties that are available to display in the report. Properties with
a check beside them are already selected. You can search for properties by typing a property name in the
text field at the top of the Available Columns pane.

The Current Columns section shows all the properties that are currently selected and displayed as columns
in the report.

You can expand the data for Applicable Computers and Remediated Computers by selecting the
corresponding option the Expand section of the pane. This will show actual computer names for these
items instead of just counts.
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[=] Content

Edit Columns v Ih Sort v ’ ‘

Available Columns

[7) Activated By (Analysis) o
7] Activation Time (Analysis)

Applicable Computer Count

(7] Category

[7] Comments

[] CVE

7] Deployed Action Count

(7] Download Size

| B D) v

Current Columns

Applicable Computer Count
Name

Progress

Remediated Computer Count
Source ID

Source Severity v
Expand

[CJ Applicable Computers ‘

10) Update the report by making the following changes in the Edit Columns pane:

___a) Place a check beside the Download Size option in the Available Columns section of the Edit Columns
pane.

____b) Un-check Remediated Computer Count in the Current Columns section of the Edit Columns pane.
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___c) Place a check beside the Applicable Computers option in the Expand section of the Edit Columns
pane.

[=] Content

Edit Columns ~ ‘ ‘ Sortv ‘ | Search Content

Available Columns

[[) Activated By (Analysis) ~
[7] Activation Time (Analysis)

Applicable Computer Count

[7] Category

[] Comments

[] CVE

"] Deployed Action Count

| Download Size |

11D v

Current Columns

Applicable Computer Count
Name

Progress

|[C) Remediated Computer Count |
Source ID

Source Severity v
Expand

I Applicable Computers I

The report is updated in the Content section to reflect the modified settings.

11) Using the scroll bar at the bottom of the Firefox browser, scroll to the right side of the report and
locate the Computer column. Hover over the Computer column and when pointer changes to a four way
arrow drag the Computer column to the left and place it beside the Source Severity column.

Osicrix  Web Reports —
:: Preferences
Report List | Administration | ersior

Computers | Content | Actions | Operators | Unmanaged Assets | Custom |

Critical Patch Compliance Report (Windows)* Export to CSV : Printable Version :: |Save Report| |Save Re
[® Filter Save Filter - Load Filte
& Charts Add Historic
[E Content

Edit Columns v ‘ Sort v ‘

| Progress Download Size  Source IDV Source Severity | Computer | Applicable Computer Count  Nar

12) Scroll up to the Filter section at the top of the report. Expand the Filter section if required and review
the existing Filter.

The current filter is made up of 6 conditions that all must match to be included in the report. These filters
are:

127 |Page



e Content Type is Fixlet: Consider only Fixlets and exclude tasks.
e Content Visibility is Visible: Return only Fixlets that are not globally hidden.

e Content Applicable Computer Count greater than 0: This condition says that for a Fixlet to be
return it must be applicable to 1 or more endpoints.

e Site is Patches for Windows: Only return Fixlets that exist in the Patches for Windows external
Site

e Content Source Severity contains Critical: Only return Fixlets whose severity is defined as Critical

e Content Source ID contains Q or contains KB: This is a complex filter and it returns only the Fixlets
where the Source ID field contains either the string Q or KB.

13) Modify the Source Severity filter as follows:

___a) Click add clause located to the right of the string Critical in the existing filter. A new filter clause
opens.

____b) Verify that contains is set in the drop-down box.

___c) Enter Important in the text box.

and || Content v | | Source Severity v contains v | Critical X

or | contains v | [important] | % add clause

14) Click Apply Filter in the lower-right of the Filter section. The generated report in the Content section
is updated to reflect the data that is represented by the new filter.

15) Review the changes to the report in the Content section.
16) Click the BigFix logo in the upper-left portion of the Web Reports page to return to the home page.

This completes the lab exercise.
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Exercise 30: Creating a New Report from an Existing Report

In this exercise, you make changes to an existing report and save it as a custom report.

1) Switch to the BESFNDWiINROOT virtual machine and return to the Firefox browser. If the Web Reports
session has timed out, you can login as webreportsadmin with a password of Blgfixrocks.

2) Click Report List. A list of existing reports is displayed.

3) Click on the link for the Critical Patch Compliance Report (Windows) report. The selected report
opens in the Firefox browser.

4) Expand the Filter section in the upper-left portion of the report page.
5) Locate the Source Severity condition and change the value from Critical to Important.

6) Click the plus (+) icon located to the right of the Source Severity condition. A new filter condition row
opens.

e BigFix Web Reports o puters

:: Preferences :: Logout

ST 0i- - Report List | Administration |
| Computers | Content | Actions | Operators | Unmanaged Assets | Custom |
Critical Patch Compliance Report (Windows)* Exportto CSV :: Printable Version :: [Save Report‘ [Save Report As
(@ Filter Save Filter - Load Filter - Clear
Results match [all v | conditions.
‘EContent v | Type v lis v | [Fixlet v add clause B [T
and {Content v | Visibility v is v Visible v add clause m E}
and ‘JContent v | |Applicable Computer Count v lgreaterthan v | [0 | add clause U l*
and ‘Js‘jte v is v | [Patches for Windows v add clause D [E[
and ‘@m@ent v | [Source Severity v |contains v JI\Imponant ] | add clause D
and |Content v | [Source ID v|  lcontains v] ja | D EL
or (contains v| KB 3 add clause
v
< >
7) Define the new Filter condition as follows:
Content Name does not contain Superseded
and || Content v | | Source Severity v contains v | [Important | add clause E I
and || Content v | | Name v | does not contain v | ISupersededlI ] add clause I - |t
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8) Click Apply Filter in the lower-right portion of the Filter section. The report updates to reflect the data
returned by the new filter conditions.

[=] Content ‘
Edit Columns ~ | ‘ Sort ~ ‘ | Search Content
‘ Progress Source ID V| Source Severity Applicable Computer Count Remediated Computer Count Name
0% KB5008879 Important 1 0 MS22-JAN: Cumuk
‘ 0% KB4535680 Important 1 0 MS21-JAN: Securit
0% KB4505219 Important 1 0 MS19-JUL: Securit
— 50%  KB3125869 Important 1 1 3125869: Vulnera

Showing items 1-4 of 4

€ >

9) Click Save Report As located in the upper-right portion of the report page. The Save Report window
opens.

10) Enter Important Patch Compliance Report (Windows) in the report name field. Click Save. The
report is saved and the Save Report window closes.

Save Report x

"lampliance Report (Windows]"

‘ Save Cancel‘

11) Click Report List. A list of existing reports is displayed.

12) Select the webreportsadmin option in the Filter by Author section on the left side of the Report List
page. The list of reports on the Report List page is filtered to show only those that are authored by the
webreportsadmin user.

BigFix \Web Reports

| Explore Data ;455 Administration |
[ Import report }

O Only show starred Label ~ || Delete [Seart:h Reports \

Select: All, None

Filter by Label T =
(Frdianes | Name ~ Labels Author Visibility = Scheduled Last Modified
T — : [ | ¥ Fixlet Compliance by Computer Group (v2.0. webreportsadmin ~ [Public v | No 8:26 am
[ BigFix Management = Pl i & P (v2.0) £ T —
[J Patch Management [ | % Fixlet Compliance by Content (v2.0) webreportsadmin ~ [Public v | No 8:27 am
[ systems Lifecycle I [ | ¥ Important Patch Compliance Report (Windows) I webreportsadmin ~ |Private v | No 12:02pm
) | +¥% Schedulable Compliance by Content Template webreportsadmin ~ [Public v | No 8:25am
[C] | ¥% Schedulable Fixlet Compliance by Computer Template webreportsadmin |~ [Public v | No 11:53 am
Selected labels:
Viewing all labels
Filter by Author clear
Find authors |

l B webreportsadmin I
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13) Locate the newly created report in the filtered list of reports. Select Public from the drop-down in the
Visibility column to make the new report available to all Web Reports users.

This completes the exercise.

Exercise 31: AddingaWeb Reports Role and User

In this exercise you create a Web Reports role that is based on the Console permissions for the testuser that was
created in a previous exercise. You then create a Web Reports user and assign the new role to that user.

1) Switch to the BESFNDWiINROOT virtual machine and return to the Firefox browser. If the Web Reports
session has timed out, you can login as webreportsadmin with a password of Blgfixrocks.

2) Click Administration at the top of the Web Reports page. The Administration page opens.

3) Click User Management > Manage roles. The User Management >> Roles page opens.

@ BigFix Web RepOrtS :: Preferences :: Logout

| Explore Data | Report List W.CTITITETENET ersion: 11.0.0.175
| Scheduled Activities | Filter Management | Address BooklUser Managementl Datasource Settings | Errors |
User Management

Create user - LDAP Permissions I Manage roles IGIobaI user options ‘
Assign roles « ‘ ‘ Delete | \
Select: All, None
Login -~ Name Assigned roles  Account Type
webreportsadmin |~ webreportsadmin | Administrator Local

_____4) Click Create role in the upper-left portion of the Roles page. The Create Role page opens.
_____5) Define the new role as follows:
____a) Enter testuser in the Name field.
___b) Select the Restrict view by console user option. A list of existing Console users is displayed.
___c) Select testuser from the list of users.

___d) Click Create role.

O BigFix Web Reports —— &

| Explore Data | Report List W CIITE UG
| Scheduled Activities | Filter Management | Address Book | User Management | Datasource Settings | Errors |

User Management >> Manage Roles >> Create Role
Allow creation of new public filters, reports, and labels.

& Allow creating and savin,
O Restrict view with a filter |® Restrict view by console user

| Create role|
Bebmbonidotn)

The Roles page opens and the new testuser role is now displayed in the list of existing roles.
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| Explore Data | Report List W.COITTEZTTTH

| Scheduled Activities | Filter Management | Address Book | U

Successfully created role "testuser”.

User Management > Roles

Create role

. Delete ‘
Select: All, None

Name < Type # Users # Groups
[ Administrator  Built-in 1 0
O Normal Buift-in 0 0
[ | Read-only Built-in 0 0
O | testuser Custom 0 0 |

6) Select User Management > Create user. The Create User page opens

| Explore Data | Report List WU AT

| Scheduled Activities | Filter Management | Address Book I User Managemenl|| Datasource Settings | Errors |

User Management
Create user l LDAP Permissions - Manage roles - Global user options ‘

. Assign roles ~ | Delete | .
Select: All, None

Login ~ Name Assigned roles  Account Type
[ webreportsadmin =~ webreportsadmin =~ Administrator Local

_____7) Enter the following information to define the new user:
____a) Full name: testuser
____b) User logon name: testuser
___c) Password: Bigfixrocks
___d) Confirm password: Blgfixrocks

____e) Role: Select testuser from the drop-down box.
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0 sicrix \Web RepOI‘tS

| Explore Data | Report List W.COITTE 2T
| Scheduled Activities | Filter Management | Address Book | Use
User Management --> Create User

Full name:| testuser|

User logon name:
Password:
Confirm password:
RDIE!m'—v] Create new role

| Create user

8) Click Create user. The User Management page opens and testuser is now displayed in the list of
defined Web Reports users.

0 sicrix \Web RepOI‘tS

| Explore Data | Report List W.COITTE 2T
| Scheduled Activities | Filter Management | Address Book | User Management

Successfully created user "testuser”.

User Management

Create user - LDAP Permissions - Manage roles - Global user options

Assign roles ~ I Delete I

Select: All, None
Login ~ Name

Assigned roles Account Type
| D testuser testuser testuser Local |
[  webreportsadmin ~ webreportsadmin =~ Administrator Local

9) Click Logout in the upper-right portion of the Web Report page. The Web Reports Login page is
displayed.

10) Enter testuser as the Username with a Password of Blgfixrocks. Click Login. The Web Reports
domain page opens.
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11) Click Explore Data. The Computers report is displayed. Observe that only the BESFNDCENTOS
computer is visible in the report. This is because the testuser account is restricted by the permissions of
the testuser Console account.

O BigFix Web Reports

T [

| Computers | Content | Actions | Operators | Unmanaged Assets | Custom |

ECEEM ReportList | Administration |

puters

Preferences :: Logout

Exportto CSV :: Printable Version :: [Save Reportj

| Filter

Save Filter - Load Filter - Clear

Results match [all_v | conditions.

[Computer ~ | [Search Properties

[

| 1#]

FD{J[ y Filter “

|@ Charts

Add Chart |

[E Computers

|[ Edit Columns viHi Sortw ||

Computer Name A IP Address

0S

CPU

Last Report Time

BESFNDCENTOS

[+ 10.0.0.3

Linux CentOS 7.5. 1804 (3.10.0-862.el7.x86_64)

2400 MHz Xeon

9/26/2023, 12:06:31PM I

Showing items 1-1 of 1

12) Click Logout in the upper-right portion of the Web Reports page. The Web Reports Login page opens.

This completes the exercise.

Exercise R: Configuring an email server and defining contacts.

In this exercise, you configure an email server for use with Web Reports. You also create contacts that can be used
when configuring scheduled activities to automatically receive emails containing reports.

Re

7<  Note: The settings discussed in this exercise are not intended for a production environment but are

included here for training purposes only. The mail server in this lab communicates only with the local
domain. You won’t be able to send and receive mail outside this domain. If you wish to perform this
configuration in your production environment, you can discuss the requirements with your email team to
get the information that is required to integrate BigFix with your email servers.

1) Switch to the BESFNDWiINROOT virtual machine and return to the Firefox browser. If the Web Reports
session has timed out, you can login as webreportsadmin with a password of Blgfixrocks.

2) Click Administration at the top of the Web Reports page. The Administration page opens.
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3) Click Address Book. A message is displayed that warns you that you are unable to send email until an
outgoing email server is defined.

Q sicrix Web Reports

| Explore Data | Report List WU TE 20T

| Scheduled Activities | Filter Management | Address Book|| User Management | Datasource Settings | Errors |

Web reports will be unable to send email until an outgoing email server is set] Set the outgoing email server

____4) Click the Set the outgoing email server link. The Email Server Settings page is displayed.
_____5) Enter the following information on the Email Server Settings form, then click Test.

____a) Authentication mode: Select Password based from the drop-down

___b) Email SMTP server: besfndwinroot.bigfix.demo.com

____c) Email SMTP server username (optional): tecuser@bigfix.demo.com

___d) Email SMTP server password (optional): bigfixrocks

____e) Email SMTP server port: 587

___f) Upgrade SMTP to TLS: Verify that this option is Unchecked.

Oseicrix Web Reports
| Explore Data | Report List

| Scheduled Activities | Filter Management | Address Book |

Address Book >> Email Server Settings

Authentication modq:{ Password based | v |
Email SMTP server: sfndwinroot . bigfix.demo.com
Email SMTP server username (optional ) tecuser@bigfix.demo.com

Email SMTP server password (optional)| seeesssssee

Email SMTP server port: 587
Upgrade SMTP to TLS: 0O
[Save} Test

The Send Test Email window opens.
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6) Enter tecuser@bigfix.demo.com in the Send a test email to text box and click Send.

Send Test Email

X

Send a test email to:
Email SMTP server:

||tecuser@bigﬁx.demo.coni ||
besfndwinroot.bigfix demo.cy
Email SMTP usemame (optional)|tecuser@bigfix.demo.com |

Email SMTP server port: 587
Upgrade SMTP to TLS: O

Email SMTP password (optional): eeeesesssee

{ Send

Cancel

The Email Server Settings window is displayed.

7) Double-click the Mozilla Thunderbird icon on the Windows Desktop. Mozilla Thunderbird opens and

the test message is displayed in the interface.

8) Close Mozilla Thunderbird and return to Web Reports in the Firefox browser.

B Inbox Thunderbird Privacy Notice X | & A = O
G Get Messages v # Write CJ Chat {&) Address Book Tag v | W Quick Filter Search <Ctrl+K>
v &) tecuser@bigfix.demo.com & ‘ A ﬁ @ ) @ O Filter these messages < Ctrl+ Shift+K>
3 Inbox (1)
o t* 0 Subject e Correspondents ¥ Date
rash
v ] Local Folders | web Reports Test Email ®  noreply@hcl.com 9:13 AM
[ﬁ[ Trash
B8] Outbox

9) Click Save at the bottom of the Email Server Settings window. The Address Book page is displayed.

10) Click Add contact. The Add Contact window opens.

136 |Page

a




11) Enter the following information in the Add Contact window, then click Add:
___a) Name: tecuser

____b) E-mail:tecuser@bigfix.demo.com

Add Contact X |

Name] tecuser .
E-mail| |ser@bigfix.demo.con|

Cancel ‘

Note: Contacts that are added to BigFix Web Reports are stored according to the user who created them.
Each Web Reports Administrator has their own contacts. You must pay attention to the account that you
are logged in as or you might not see the contacts that you were expecting.

This completes the exercise.

Exercise 33: Creating Scheduled Activities in Web Reports

Web Reports allows you to run reports at a given time or when certain conditions that you have defined are met.
Report results from a scheduled activity can be emailed or archived for later viewing.

In this exercise, you create a scheduled activity to generate and email a report.

1) Switch to the BESFNDWiINROOT virtual machine and return to the Firefox browser. If the Web Reports
session has timed out, you can login as webreportsadmin with a password of Blgfixrocks.

2) Click Administration at the top of the Web Reports page. The Administration page opens.
3) Click Scheduled Activities. The Scheduled Activities page opens.

4) Click Create schedule activity.

@ sicrix \Web Reports

| Explore Data | Report List W.UIITTEETTTE
|ScheduledAc:tiv'rties| Filter Management | Address Book | User Management

Scheduled Activities

|Creale scheduled activity |

Edit || Enable || Disable Delete
Select: All, None

Name -~ ID Creator Type Options Start Time Expire Ti
No records found.

The Scheduled Activity page opens.
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_____5) Enter the following information at the top of the page to define the schedule:
___a) Start time: Keep the date but enter a time that is at least 10 minutes later than the current time.
____b) Expire time: Accept the default
___c) Report language: Accept the default value English.
_____6) Inthe Activity Report section of the page, set the following options:
___a) Type: Verify that Report is selected from the first drop-down box.

___b) Action List: Select Critical Patch Compliance Report (Windows) (Patches for Windows) from the
drop-down box.

___c) Format: Verify that the HTML option is selected.

Activity Report:

| Report v | Critical Patch Compliance Report (Windows) (Patches for Windows) | v
Format{@HTML| OCSV

7) In the Activity Triggers section of the page, set the following options:
___a) Select the Generate report every option and set the value to 2 Hours.

___b) Verify that the Send email/store archive only when report has changed option is selected at the
bottom of the Activity Triggers section.

Activity Triggers:

®Generate report every: 2 | Hours v
T_Generale reporl on every reresh (curently every 15 seconds)

(OGenerate report once

[CIMatch Relevance conditions

[ Test]
Generate report when relevance is true
Generate report when relevance becomes true
Generate report when answer changes

E3Send email/store archive only when report has changed
TiCTOae (ngger imormanon
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_____8) Inthe Activity Actions section of the page, set the following options:
___a) Place a check beside the Email option.
___b) Select tecuser in the first box then click the >> to move that user to the To box.
___c) Enter webreportsadmin@bigfix.demo.com in the From field.
___d) Enter Critical Windows Patch Report in the Subject field.
____e) Enter Outstanding Critical Windows Patches in the Text field.

___f) Verify that the Include report output option is selected.

Activity Actions:

IEma.||: Edit ]

| tecuser <tecuser@bigfix demo.com> A | tecuser@bigfix. demo.com I

I

W

From: | webreportsadmin@bigfix.demo.com
SubjedCritical Windows Patch Report
Outstanding Critical Windows Patches |

Text

Binclude report cutput

Include link to current report
Include link to archive report

|Archive
Limit the number of archives stored

Only keep archives for lays v
Limit archives to MB
Only keep entries

ICustomized Executable
Executable

Arguments:

IISu bmiln ncel
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9) Scroll to the bottom of the page and click Submit. The Scheduled Activities page opens and the newly

scheduled report activity is shown in the list.

O BigFix Web Reports

| Explore Data | Report List WG F =0

| Scheduled Activities | Filter Management | Address Book | User Management | Datasource Settings | Errors |

Scheduled Activities

Create scheduled activity

’ Edit H Enable H Disable H Delete H |
Select: All, None

Name - ID Creator Type Options Start Time

Expire Time Nex!

[C] | Critical Patch Compliance Report (Windows) (Patches for Windows) | 1 webreportsadmin ~ Stored report =~ Email 9/26/2023 12:28 PM

| 9/26/

Note: As an optional activity, you wait until after the report generation time has passed and then verify

that the report email was sent. You do this my double-clicking the Mozilla Thunderbird icon on the

desktop and viewing the Inbox of the tecuser account.

This completes the exercise.
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BigFix Foundation — Asset Discovery
Student exercises

Overview
You can use BigFix Asset Discovery to help determine the following in your environment:

e |dentify network assets, including devices such as routers, printers, switches, wireless access point, or
anything with an IP address that is connected to the network.

e Identify unmanaged and rogue computers including computers that have had the BigFix agent
disabled, or other rogue computers that are not managed by the company.

With this information, important license inventory questions can be answered regarding what kind of device it
is, when it was installed and where it is located. Additionally, security questions and concerns can be

answered regarding unauthorized employee computers, wireless units or rogue devices that are connected to
the network.

In these exercises, you setup and configure BigFix Asset Discovery. You then perform network scans with Asset
Discovery to attempt to identify unknown devices on the network.

Exercise 34: Configuring Asset Discovery
In this exercise, you take the required steps to setup and configure Asset Discovery.
1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the BigFix Management domain in the lower-left portion of Console. The navigation pane
updates to display only the content that is associated with the BigFix Management domain.

3) Click BES Component Management in the navigation pane. The list area updates to show a list of
Fixlets and Tasks.
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in the list area is filtered to show only those that contain that string.

4) Enter plug in the live search field in the upper-right portion of the list area. The list of Fixlets and Tasks

) BigFix Console - ] X
File Edit View Go Tools Help
@& Back ~ Forward ~ | ¥ Show Hidden Content ¥5 Show Non-Relevant Content GR:fresh Console
BigFix Management BES Component Management ‘plug| I ,O‘ Dl
I Deployment Overview " || Name D Source {
| D_eployment H_ealth Checks |Insta|\ BES Server Plugin Service | 708 <Unspe
J License Overview
Warnings (1)
Potential Issues (1) < >
BES Deployment Upgrade 27) Task: Switch BES Client Action Site Masthead - BES >= 9.0 o0
BES Component Management (40) |
U Maintenance Window Management ;’Take.ﬂction | # Edit | Copy })Export | Hide Locally Hide Globally | 3€ Remove
18 Manage Wake-on-LAN (3 Description Details Applicable Computers (2) Action History (0
a Baselines (0) p! ails pplicable Computers (2) ion History (0)
Q. Analyses (13) ~
2 A -
‘? ctions (2) Description
£ Custom Content
) Custom Filters Sometimes it is necessary to switch the BES Client's action site masthead. The action site masthead
5 Computer Management serves the following functions:
‘Zh Unmanaged Assets (0)
B Operators (2) e Acts as a configuration file with parameters such as BES Server IP address, port number,
=, Manane Sites (13), i locking behavior, etc.
+ Contains information necessary for the digital signature security scheme that BES uses (the
o All Content masthead contains the public key information)
— = Contains the licensing information that allow BES users to operate BES with a specified number
¥ BigFix Management of users for a specified length of time
oy Patch Management A common use for this task is to switch BES Clients from one BES Server to another.
S Lifecych
@ . © . Dm\mload the new masthead from a web server - This action will download the file from the v
» Lm htt tp://lo H1 2311/Uploads/masthead.afxm and use \t as the new masthead. Please put the

Connected to 'besfndwinroot’ as user 'adminmo’

5) Locate and select the Install BES Server Plugin Service task in the list area. The details for the selected
Task are shown in the work area below.

_____6) Click Take Action. The Take Action window opens.

_____7) Select the Target tab and then select BESFNDWINROOT from the list of applicable target computers.
____8) Click OK to initiate the action.

_____9) Monitor the status of the action and wait for it to change to Completed before continuing.

10) Click the Systems Lifecycle domain in the lower-left portion of the Console. The Navigation pane
updates to show only the content that is associated with the Systems Lifecycle domain.

11) In the navigation pane, expand the Asset Discovery node and then select the Setup node. The list
area is updated to show a list of Fixlets and Tasks.

12) Select the Install Nmap Asset Discovery Import Service — BES >= 7.0 task in the list area. The details
for the selected task are shown in the work area below.
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13) Click Take Action. Then choose the first option from the list of available actions. The Take Action

window opens.

1] Task: Install Nmap Asset Discovery Import Service - BES >= 7.0 - BigFix Console — O X

/ Edit | Copy (B Export | Hide Locally Hide Globally | 3¢ Remove
I Click here to install the Nmap Asset Discovery Import Service on the BES Server. (chom..r\l
Click here to install the Nmap Asset Discovery Import Service on the BES Server and specif’.\.Y

Click here for more information about BES Asset Discovery. A
uescripuon

To view Unmanaged Asset data through the BES Console you must install the Nmap Asset Discovery Import Service
on your BES Server. After you designate client machines to serve as "Scan Points" and run network scans on these
computers, the results of each scan will be uploaded to the BES Server and the Import Service will make the data
available to the BES Console.

Note: If you have previously configured your BES NMAP Unmanaged Asset Importer to connect to a remote
database, you may need to reconfigure the service settings following this upgrade. To conﬁgure the BES Nmap
Unmanaged Asset Importer to work with remote databases, please see the following KE Article

Note: The Asset Discovery Import Service will run by default every 5 minutes. If you want to change this interval,
select the second link below.

14) Select the Target tab and then select BESFNDWINROOT from the list of applicable target computers.

15) Click OK to initiate the action.

16) Monitor the status of the action and wait for it to change to Completed before continuing.

17) Return to the Asset Discovery > Setup node in the navigation pane. The list area is updated to show a

list of Fixlets and Tasks.

18) Select the Designate Nmap Scan Point — Version 7.70 task from the list of Fixlets and Tasks. The

details for the select task are shown in the work are below.

19) Click Take Action then choose the first option from the list of available actions. The Take Action

window opens.

Task: Designate Nmap Scan Point - Version 7.70 = O

/ Edit | Copy [®Export | Hide Locally Hide Globally | 3¢ Remove
| Click here to designate computers as Nmap scan points. &

Click here for more information about Nmap.

Click here to view the Info-Zip license. ~
Click here for more information about BES Asset Discovery.

This Task will deploy Nmap and Npcap to targeted machines and designate them as "Scan Points”. After this Task
completes. yogj\ﬂ'll beiarblgrtuiinitiate ﬂetV\[urk scans to Sgarch for unmanagedﬁcﬁoﬁmguters and network de\jiceg fromr

20) Select the Target tab. While holding down the Ctrl key, select both BESFNDWIN10 and

BESFNDWINROOT from the list of available targets.

21) Click OK to initiate the action.

22) Monitor the status of the action and wait for it to change to Completed before continuing.

23) Return to the navigation pane for the Systems Lifecycle domain.

24) Expand the Asset Discovery > Manage Scanning nodes and then select the Scan Point Statistics node.

A list of analyses that are associated with Asset Discovery are shown in the list area.
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25) Verify that the Show Non-Relevant Content button is toggled on. This ensures that all of the analyses

are visible in the list area. Verify that the status of the all the analyses are shown as Activated Globally.

) BigFix Console — O X
File Edit View Go Tools Help |
|
@ Back v Forward + E Show Hidden Cuntenl ﬁ Show Non-Relevant Content g? Refresh Console |
Systems Lifecycle Scan Point Statistics Search Scan Point Statistics P] D‘
Systems Lifecycle Domain Status Name - Site Applicable Computer C...  Activated E‘
= -
v & i'ss:t Discovery Activated Globally Nmap Asset Discovery Import Ser...  BES Asset Discovery 1 adminmo
_L? Detulp an £ (20) Activated Globally Nmap Scan Point Statistics - Linux ~ BES Asset Discovery 0 adminmo
;L: =P oymen - Activated Globally Nmap Scan Point Statistics - Win...  BES Asset Discovery 2 adminme
Ly &= Manage Scanning () | Activated Globall Scanpoint Cl Configurati BES Asset Di 2 dminmo |
7 BigFIX Asset DiSCﬂ\.’El’y Nmap 3 vate: obally canpoin eanup Lon IgUFEtIGH... S5 ISCOvery aaminmo |
T: Custom Scan Tasks (0) < > |
i Scans (4] Analysis: Nmap Asset Discovery Import Service Settings = O
I ‘g, Scan Point Statistics (4) I
iﬁ Unmanaged Assets (0) Q Activate QR Deactivate | # Edit @)Expmt Hide Locally Hide Globally | 3€ Remove
ﬁ_] Inventory Management Description = -
(5 Software Distribution P Details Results Applicable Computers (1) 1
2 All Systems Lifecycle A
[ |
Description |
S & This analysis contains information about your server which runs the Asset Discovery Import
Service.
* § All Content
After activation, you will see the following properties
@ BigFix Management ¥ g prop |
« Install Time
o9 Patch Management
Service Interval (in seconds
@ Systems Lifecycle * ( )
» s BigFix Client Listen Port v
Connected to 'besfndwinroot’ as user 'adminmo’

Note: If the status of any of the analyses is shown as Not Activated, make sure to activate them before
continuing. You can select all the Not Activated analyses, then right-click and select Activate from the
Context menu.

26) Click Show Non-Relevant Content at the top of the Console to toggle it off.

This completes the exercise.

Exercise 35: Running an Nmap Scan

In this exercise, you run an Nmap scan to attempt to discover any endpoints on the local subnet that are not
currently running the BigFix agent.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Systems Lifecycle domain in the lower-left portion of Console. The navigation pane above
updates to display only the content that is associated with the Systems Lifecycle domain.

3) Expand the Asset Discovery node and click the Setup node. A list of Fixlets and Tasks is displayed in the

list area.

4) Select the Run Nmap Scan task from the list of Fixlets and Tasks in the list area. The details for the
selected task are shown in the work area below.

Note: It might take several minutes for the Run Nmap Scan Task to become relevant after designating the

Windows endpoints as scanpoints.
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5) Click Take Action and select the first action in the list of available actions. The Take Action window
opens.

Task: Run Nmap Scan

|i’7ake Action ~ | / Edit | Copy [®Export | Hide Locally Hide Globally | 3¢ Remove

| Click here to run an Nmap scan on the local subnet. | h

Click here to run an Nmap scan on a specific IP range.
Click here to run Nmap on the last subnet scanned. This action is only valid if you have p...

Click here for more information about Nmap.

Click here for more information about BES Asset Discovery. ed col
network devices. Use the links below to either scan the entire local subnet or to specify
IP range.

6) Click the Target tab and select BESFNDWIN10 from the list of available targets.
7) Click OK to initiate the action.
8) Monitor the status of the action until it changes to Completed.

Tip: It will take several minutes for the scan to complete. Once the scan is completed an .XML of the scan
results is created on the BigFix Root server. This file is imported by the Asset Discovery Import service
which runs every 5 minutes by default. It might take several minutes once the scan is complete for the
XML file to appear. You can check the following folder for the .XML file:

C:\Program Files (x86)\BigFix Enterprise\BES Server\AssetDiscovery\NMAP ArchiveFolder

O
X

] 5 | NMAP_ArchiveFolder —

“ Home Share View

“ « v 4 « BigFix Enterprise » BES Server » AssetDiscovery » NMAP_ArchiveFolder v O Search NMAP_ArchiveFolder 0
BigFiSrec = Name Date modified Type Size
‘ Windows *| nmap1645517423_0_nmap-BESFNDWIN10-1645517423xm| | 2/22/2022 816 AM XML Document 12 KB
{
B This PC

: —

As you can see, the XML file that is imported into BigFix contains the name of the scanpoint that was used
to perform the scan. Because all the clients in the lab environment currently have the BigFix agent
installed and running, there will be no unmanaged assets to import. If endpoints had been discovered,
they would appear in the Unmanaged Assets node in the Console. You can review the .XML file to see the
type of information that is discovered during the scan.

In the next exercise, we change the configuration of the Asset Discovery Import service to allow importing
of discovered devices that are currently running the agent and reinitiate the scan.

This completes the exercise.
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Exercise36: Modifying the Asset Discovery Settings

Our lab environment is fully NAT’d and there is a BigFix agent on every computer, so no assets were discovered
during the last scan. The configuration of the Asset Discovery Import service can be modified so that all discovered
systems, including those currently running the BigFix agent are imported.

In this exercise, you modify the Asset Discovery settings so that know clients are also imported.
1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Systems Lifecycle domain in the lower-left portion of Console. The navigation pane above
updates to display only the content that is associated with the BigFix Management domain.

3) Expand the Asset Discovery node and select the Deployment node. A list of Fixlets and Tasks is
displayed in the list area.

4) Select the Change Nmap Asset Discovery Server Settings task in the list area. The details for the
selected task are shown in the work area below.

5) Click Take Action. The Action Parameter window opens.

6) Modify the value of the parameter in the Action Parameter window from 1 to 0.

Action Parameter x

Please enter 1 to exclude BES Clients. Please enter O to
include BES Clients,

7) Click OK. The Take Action window opens.

8) Click the Target tab and select BESFNDWINROOT from the list of available targets.

9) Click OK to initiate the action.

10) Monitor the status of the action and wait for it to change to Completed before continuing.

This completes the exercises.

Exercise 37: Rescanning the Local Subnet

In this exercise, you initiate another scan of the local subnet to see the results of changing the Asset Discovery
settings.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Systems Lifecycle domain in the lower-left portion of Console. The navigation pane above
updates to display only the content that is associated with the Systems Lifecycle domain.

3) Expand the Asset Discovery > Setup nodes. A list of Fixlets and Tasks is displayed in the list area.

4) Select the Run Nmap Scan task from the list of Fixlets and Tasks in the list area. The details for the
selected task are shown in the work area below.
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5) Click Take Action and select the first action in the list of available actions. The Take Action window
opens.

Task: Run Nmap Scan

|f’TakeAction‘ | 7 Edit | Copy [®Export | Hide Locally Hide Globally| X Remove

| Click here to run an Nmap scan on the local subnet. | %

Click here to run an Nmap scan on a specific IP range.
Click here to run Nmap on the last subnet scanned. This action is only valid if you have p...

Click here for more information about Nmap.

Click here for more information about BES Asset Discovery. ed col
network devices. Use the links below to either scan the entire local subnet or to specify
IP range.

6) Click the Target tab and select BESFNDWINROOT from the list of available targets.
7) Click OK to initiate the action.
8) Monitor the status of the action until it changes to Completed.

Tip: It will take several minutes for the scan to complete. Once the scan is completed an .XML of the scan
results is created on the BigFix Root server. This file is imported by the Asset Discovery Import service
which runs every 5 minutes by default. It might take several minutes once the scan is complete for the
XML file to appear. You can check the following folder for the .XML file:

C:\Program Files (x86)\BigFix Enterprise\BES Server\AssetDiscovery\NMAP ArchiveFolder

¥ = | NMAP_ArchiveFolder - O X
“ Home Share View
« v 4 « BigFix Enterprise » BES Server » AssetDiscovery » NMAP_ArchiveFolder v O Search NMAP_ArchiveFolder 0
BigFiSre gl Name a Date modified Type Size
Windows | nmap1645517423_0_nmap-BESFNDWIN10-1645517423.xml 2/22/20228:16 AM XML Document 12 KB
I This PC | 2 nmap1645520425_0_nmap-BESFNDWINROOT-1645520425 xml I 2/22/2022 9:03 AM ML Document 2K

As you can see, the XML file that is imported into BigFix contains the name of the scanpoint that was used
to perform the scan. You can review the .XML file to see the type of information that is discovered during
the scan.
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9) Return to the Console. Expand the Asset Discovery node then select the Unmanaged Assets node. A
list of discovered assets is shown in the list area. Note that the scanpoint that was targeted for the action

is excluded from the list of discovered assets.

) BigFix Console - O X
File Edit View Go Tools Help
Gi Back = * Forward « ﬁ Show Hidden Content ﬁ Show Non-Relevant Content e Refresh Console
Systems Lifecycle Unmanaged Assets Search Unmanaged Assets p[ m|
o1 Systems Lifecycle Domain Hostname IP Address MAC Address 05 0S Accur...  Device Type J
i\sset Discovery besfndwin10.example.com  10.0.0.2 00:50:56:05:BA:4E  Microsoft Windows Long... 91% general purpose | E
|% Ee‘:ulp @ t65) gw.example.com 10.0.0.254 AQ:BR:ED:FF:FF:98  Linux3.11-4.1 100% general purpose | E
» B eploymen )
= : 8 .0.0. :50:56:22:2F: 2 -4 %
v E Manage Scanning (4) besfndcentos.example.com  10.0.0.3 00:50:56:22:2F:7D0  Linux3.2-49 100% general purpose | E
» BigFix Asset Discovery Nmap 5¢
[} Custom Scan Tasks (0) < >
& scans (1) Unmanaged Asset: 00-1 (NMAP) o O
Scan Point Statistics (3)
[Zy Unmanaged Assets (3)
> [ Inventory Management . i ~
&5 Software Distribution ¥ Filterable Properties
5 All Systems Lifecycle )
Scan Point BESFNDWINROOT
Hostname besfndwin10.example.com
N > Last Scan Time (Server Time)  2/22/2022 9:02-27 AM

This completes the exercise.
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BigFix Foundation — Software
Distribution Labs

Student exercises

Overview

BigFix for Software Distribution is part of the Lifecycle Management suite and provides a consolidated,
comprehensive solution to quickly deploy software throughout a network from a centralized location. This solution
delivers cost-effective operational control and visibility for your software delivery and installation process.

Exercise 38 — Enabling the Software Distribution Site

Before you can use Software Distribution, you must first enable the external site. This site might have already been
enabled in previous exercises.

In this lab exercise, you confirm that the Software Distribution external site has been enabled, and that All Computers
have been subscribed to the site.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the BigFix Management domain in the lower-left portion of Console. The navigation pane above
updates to display only the content that is associated with the BigFix Management domain.

3) Click License Overview in the navigation pane. The License Overview dashboard opens in the right
portion of the Console.

4) Select the LIFECYCLE tab in the BigFix License Overview dashboard. The external site list associated
with the Lifecycle solution is displayed in the dashboard.

License Overview =

BigFix License Overview st Update 2222022 11571240 | D | C | &

This license contains the following entitlements for Lifecycle ~
Licensed for: 5 (Client)
License Type: Term
Expiration Date: 12/31/2025 | @ vaLD
Available Sites:
Enabled Sites Subscribed v

< >
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5) Scroll down in the dashboard and located the Software Distribution site. Verify that the site is
Enabled. If the site has not yet been enabled, click the ENABLE link to the left of the site name.

License Overview =
BigFix License Overview ast Update: 2222022 11:57:124M | @ | C |
< R LIFECYCLE PCI DSS SECURITY AND COMPLIANCE g% BIGFIX LAB

Patches for CentOS7 Plugin R2 1 A
Patches for RHEL 7 0
Patches for Windows 2
Patching Support 3
Software Distribution 3
Updates for Windows Applications 2
ENABLE Advanced Patching
ENABLE BigFix Insights v
< >

6) Click the Software Distribution site name link. The details for the external site are displayed.

7) Click the Computer Subscriptions tab and verify that the All Computers option is selected. Select the
All Computers option if it has not already been selected.

External Site: Software Distribution =

Hf-j-.c Changes Discard Changes | Gather Add Files... 3§ Remove

Details I Computer Subscriptions | Operator Permissions Role Permissions

The following computers will be subscribed to this site:

(®) All computers

(O No computers
(O Computers which match the condition below

Computer Name ~  contains ~ | +

Note: If you make any changes to the Computer Subscriptions, be sure and click the Save Changes button
in the upper-right portion of the Software Distribution pane.

This completes the exercise.
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Exercise 39 — Activating the Software Distribution Analyses
In this exercise, you activate the analyses that are associated with the Software Distribution external site.
1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Systems Lifecycle domain in the lower-left portion of Console. The navigation pane updates
to display only the content that is associated with the Systems Lifecycle domain.

3) Expand the Software Distribution node and select the Analyses node. A list of analyses that are
associated with the Software Distribution site are displayed in the list pane in the upper-right portion of the
Console.

) BigFix Consale - O *

File Edit View Go Tools Help
4 Back ~ Forward « | @) Show Hidden Content ¥ Show Non-Relevant Content eReﬁesh Console
Systems Lifecycle Analyses Search Analyses JD| O

S

J Systems Lifecycle Domain Status Mame Site Applicable..  Activated By
[ Asset Discovery

| M Activated Globally Active Directory Security Groups and Orga... | Seftware Distributicn 2 adminmo
£ Inventory Management Activated Globally Installed Packages (Linux/Unix) Software Distribution 1 adminmo
il Software Distnibution . R T .
= Activated Globally Seftware Distribution Deployment Results Software Distribution 3 adminmo
Q) Analyses (3)
Hy >etup
J Manage Software Distribution < >
i Software Distribution Tasks (0) Analysis: Active Directory Security Groups and Organizational Units = O

EB Maintenance and Configuration F
TB BigFix Self Service Application (5) Qi Activate @Deacti\rate | # Edit @)Export | Hide Locally Hide Globally | X Remove

All Systems Lifecycle -
= Y Y Description  Details Results Applicable Computers (2)

......... Description

<
0 AR Content This analysis contains information about the Active Directory Security Groups and

{% BiFix M. . Organization Units to which the client computer and users of that computer belong.
ig¥ BigFix Managemen

Activating this analysis will aid in auto-completing the names of Security Groups and
og Patch Management Organizational Units when applying Active Directory targeting in the Manage Software

Distribution Packages dashboard.
@ Systems Lifecycle

Note: Activation of this analysis is optional. The Manage Software Distribution Packages v
= dashboard will continue to function oroperlv even if this analvsis is not activated.

3 items in list, 1 selected. Connected to 'besfndwinroot’ as user ‘adminmo’

4) Verify that the status of each of the Analyses is Activated Globally. If any of the Analyses shows a
status of Not Activated, then make sure to activate them before continuing.

Tip: You can select all the Analyses with a Not Activated status by selecting them while holding down the
Ctrl key. Once selected, right-click and choose Activate from the context menu.

This completes the exercise.
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Exercise 40 — Registering the Download Plug-in for Software Distribution

The Manage Software Distribution Packages dashboard is a tool that is used to manage Software Distribution
packages in the environment. Before using the dashboard, you must first register the download plug-in for
Software Distribution. This plugin manages download requests from Software Distribution Tasks.

In this exercise, you register the download plug-in for Software Distribution.
1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Systems Lifecycle domain in the lower-left portion of Console. The navigation pane updates
to display only the content that is associated with the Systems Lifecycle domain.

3) Expand the Software Distribution node and select the Maintenance and Configuration Fixlets node.
The list area updates to show a list of Fixlets and Tasks that are associated with the Maintenance and
Configurations Fixlets node.

) BigFix Console - o X
File Edit View Go Tools Help
ﬁ Back = Forward « E Show Hidden Content ﬁ Show Nen-Relevant Content i} Refresh Console

Systems Lifecycle Maintenance and Configuration Fixlets Search Maintenance and Configuration Fix »:pl E‘
| Systems Lifecycle Domain || Name
Lj Asset Discovery | BigFix Server: Register Download Plug-in for Software Distribution | |
£ Inventory Management
&l Software Distribution |
E Analyses (4)
I Setup (5) |
| Manage Software Distribution
Manage Software Distribution (Deprecated < >
g p
:E' Soﬁ_.'ware D= tabation Tf“ks ([_)] - Task: BigFix Server: Register Download Plug-in for Software Distribution o E‘
I 15 Maintenance and Configuration Fixlets (1) I
15 BigFuc Self Service Application (3) ‘?’Take Action | / Edit | Copy E}Expnr‘t Hide Locally Hide Globally | 3 Remove
v & All Systems Lifecycle _ :
E Fidets and Tasks (23) Description Details Applicable Computers (1) Action History (0)
a Baselines (0)
v @ Analyses (26) v . A
< > Description
o All Content This task registers the download plug-in for Software Distribution on the BigFix
server. This plugin enables the server to handle download requests from
= Software Distribution Fixlets.
@ BigFix Management
File Size: 1.97 MB
og Patch Management
| @ Systoms Lilecycle Actions ~
- ® (lick here tn renister the Saftware Nistribitinn downlnad nlundin

Connected to 'besfndwinroot’ as user ‘adminmo’ |

4) Select the BigFix Server: Register Download Plug-in for Software Distribution task from list area. The
details for the selected task are shown in the work area below.

_____5) Click Take Action. The Take Action window opens.

_____6) Click the Target tab and select BESFNDWINROOT from the list of available targets.
_____7) Click OK to initiate the action.

_____8) Monitor the status of the action until it shows as Completed before continuing.

This completes the exercise.
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Exercise 41 — Changing default Software Package Settings

By default, packages cannot be edited by all console operators in the Manage Software Distribution Packages
dashboard. This default behavior can be modified in the Manage Software Distribution Packages dashboard.

In this exercise, you access the Manage Software Distribution Packages dashboard and change the default
settings to allow all operators to edit shared packages.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click the Systems Lifecycle domain in the lower-left portion of Console. The navigation pane
updates to display only the content that is associated with the Systems Lifecycle domain.

3) Expand the Software Distribution node and select Manage Software Distribution. The Manage
Software Distribution dashboard opens in the Console.

4) Click Settings in the upper-right portion of the dashboard. The Settings window opens.

5) Select the Allow all operators to edit “shared” software packages option. Click OK.

Settings
Switch to the AMG view to enable cache clearing "
Allow all operators to edit "shared” software packages.
D Allow all operators to edit Application Management Groups.
l:‘ Enable Package Tagging
|

* Note that the Tasks referenced by Software Packages and Application Management Groups still obey V|

The Settings window closes, and you are returned to the Manage Software Distribution
dashboard.

Note: The Console permissions that are associated with Software Package and Application
Management Group tasks are still enforced.

This completes the exercise.
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Exercise 42 — Creating a Custom Site for Software Distribution

Creating custom sites to organize software distribution Tasks reduces the risk of decreased performance from abuse of
the Master Action site. It also helps you control access to various Software Packages based on BigFix roles and
permissions.

In this exercise, you create a custom site to store software packages.
1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Select Tools > Create Custom Site from the menu at the top of the Console.

Q BigFix Console

File Edit View Go Help

@i Back v W Forward ~ ;’ Take Custom Action... o

‘Systems Lifecycle B Create New Fidet.. |

1] Systems Lifecycle Dc J)  Create New Task...
5] Asset Discovery

£ Inventory Managem Create New Analysis...

v a Software Distributior ! d
’E Analyses (4) @ Create New Automatic Computer Group...

Create New Baseline...

Bl Setup (4) Create New Server Based Computer Group...

1| Manage Softwan @@ Create New Manual Computer Group...

.1l Manage Softwar: :
B Software Distrib Add/Update External Site Masthead...

y—?& Maintenance anc Add Files to Site...
{3} BigFix Self Servic Add LDAP Directory...

v & Al Systems Lifecycl S
= > o
—?ﬁl Fixlets and TasksL® B CeR o | % 3
(@ Baselines (0) Create Operator...
- v @ Analyses (26) Add LDAP Operator... N
Create Role...
» J All Content -
9 o " J Create Custom Filter... Ctrl+Shift+F
2 .
§ BlgFx Managementi Manage Properties
.1. Patch Management View Recent Comments
@ Systems Lifecycle Launch Web Reports

The Create Custom Site window opens.

3) Enter SWD as the site name and click OK.

Create Custom Site x

Please choose a name for the new Custom Site. Custom
Site names cannot be changed after they have been
created.

| SWO|

The Custom Site: SWD pane opens.

4) Click the Computer Subscriptions tab.
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5) Select the All computers option.
6) Click the Operator Permissions tab.

7) While holding the Ctrl key, select both users then click Writer from the list of available
permissions. The Explicit Permissions column updates to show that both operators have Writer
permission to the custom site.

Custom Sites SWD o

BSave Changes Discard Changes | Gather Add Files... ¥ Remove

Details Computer Subscriptions] Operator Permissions |Rn|e Permissions

Custom site owners are allowed to grant other operators read or write permission. Writers are allowed to create new content in the site.
Readers are allowed to view and apply content in a custom site.

[] Grant read permission globally Permission: Owner | Writer | Reader None
Name Last Login Time Operator Ty... LDAP Se.. Explicit Permissions
adminmo 2/22/2022 11:57:05... Local Writer
testuser 12/17/2021 2:48:26... Local Writer

8) Click Save Changes in the upper-left portion of the Custom Site window.

This completes the exercise.

Exercise 43 — Using the Windows Software Distribution Wizard

The Windows Software Distribution Wizard steps you through the process of creating a Software Distribution
deployment task. You can then Take Action on these Tasks to install software on managed endpoints.

In this exercise, you use the Windows Software Distribution Wizard to create a Task to install Google Chrome. You
then Take Action on that task to deploy Chrome to a managed endpoint.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click Systems Lifecycle in the lower-left portion of the Console. The navigation pane updates to show
content that is related to the systems Lifecycle domain.

3) Expand the All Systems Lifecycle > Wizards nodes in the navigation pane and then select Windows
Software Distribution Wizard. The Windows Software Distribution Wizard opens in the Console.
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4) Replace <Application Name> with Google Chrome. Scroll to the bottom of the wizard and click Next.

Windows Software Distribution Wizard o
~
Welcome to the BES Software Distribution Wizard for Windows.
This Wizard will assist you in deploying software applications to Windows computers which have the BES Client installed. Upon completion
of this Wizard, a new Task will appear in the BES Console that will allow you to deploy your application to BES Clients using the standard
“Take Action” dialog.
Note: This wizard will only provide deployment and very basic packaging of software. It is assumed that the application you deploy will have
an installer that can be executed silently (if applicable) on local BES Client computers.
Specify the name of the application you want to deploy. This is the name that will appear in the Task tab in the BES Server (e.g. Adobe Acrobat
Reader 9.0):
IGoogIe Chrome X
Next Quit
v
Connected to 'besfndwinroot’ as user ‘adminmo’
The Source Files pane opens.
5) Select the File option. Click Browse and select the ChromeSetup.exe file in the following directory:
C:\Users\Administrator\Desktop\BigFixSrc\Software Distribution\Google Chrome\
Windows Software Distribution Wizard =
A
Choose the source of the package to be deployed to the BES Client computers.
() Download from URL - Retrieve the package from the URL.
(® File - Selectthe package file. )
C:\Users\Administrator\Desktop\BigFixSrc\Software Distribution\Google Chrome\ChromeSetup.exe Browse...
(O Folder - Select a package folder (a compressed archive will be created).
Include Subfolders
Note: The file(s) you select will be placed on the BES Server and a SHA1 checksum will be calculated and stored in the action for security and caching
purposes. If you would like to change the file(s) Iater, you will need to run this wizard again.
Back Next Quit v

Connected to 'besfndwinroot' as user 'adminmo’

6) Click Next. The Platforms pane is displayed.

7) Accept the default platforms and click Next. The Installation Parameters page opens.
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8) Accept the default option of None and click Next. The Command Line Options page opens.
9) Accept the default command line ChromeSetup.exe and click Next. The Summary page opens.

10) Click Finish. If the Security Warning window is displayed, click Continue.

Windows Software Distribution Wizard

Ly
fa)
The parameters below will be used to create a Software Distribution Task in BES.
Please ensure the accuracy of this information before clicking the ‘Finish’ button to create this task in BES. Select the ‘Back’ button to return to the Wizard
and continue editing your entries. Click 'Quit" to exit this Wizard entirely.
Appiication |Google Chrome
Name:
Source: |C\Users\Administrator\Desktop\BigFixSrc\Software Distribution\Google ¢
Target Platforms: |\yinxp, WinXPx64, Win2003, Win2003x64, WinVista, WinVista64, Win2
Successful |No Detection
Installation
Check: I
Command Line:  [ChromeSetup.exe
|:| Create a one-time action. Leave this cleared to create a Fixlet you can reuse.
v

Connected to 'besfndwinroot’ as user 'adminmo’

The software package files are compressed and uploaded to the BigFix Root server and the Create Task
window opens.

Note: If you receive a Security Warning message, click Continue.
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11) Select SWD from the Create in site drop-down box in the upper-right portion of the Create Task window.

Click OK.
[) Create Task — O X
Name: ' Software Distribution - Deploy: Google Chrome Create in site: | | SWD v
Create in domain: | Systems Lifecycle v
Description  Actions Relevance Properties
v v|A|B ru|izi=|EE| eS|, E

Description

This task will deploy: Google Chrome.

This task is applicable on: Windows XP, Windows XP x64, Windows 2003, Windows 2003 x64, Windows Vista,
Windows Vista x64, Windows 2008, Windows 2008 x64, Windows 7, Windows 7 x64, Windows 2008 R2, Windows
XP Embedded, Windows 8, Windows 8 x64, Windows 2012, Windows 8.1, Windows 8.1 x64, Windows 2012 R2,
Windows 10, Windows 2016, Windows 2019, Windows 2022 and Windows 11.

Actions

° Clicko initiate the deployment process.

The Create Task window closes, and the new task is displayed in the Console.

12) Click the Applicable Computers tab and wait until the BESFNDWIN10 computer appears as applicable. It
might take several minutes for the Task to propagate and the Relevance to be evaluated before the system
appears in the list.

____13) Click Take Action. The Take Action window opens.

____14) Click the Target tab and select BESFNDWIN10 from the list of available targets.

_____15) Click OK to initiate the action.

_____16) Monitor the status of the action and wait until it changes to Completed before continuing.

17) Switch to the BESFNDWIN10 virtual machine. If you are logged off log in using tecuser with a password of
bigfixrocks.

18) Observe that Google Chrome is installed and running. Close Google Chrome.
19) Switch to the BESFNDWINROOT virtual machine and return to the Console.

This completes the exercise.
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Exercise 44 — Creating Software Packages with the Manage Software
Distribution Dashboard

You can use the Manage Software Distribution dashboard to perform the following software package related tasks:

e Create packages.

e Create default tasks associated with new packages.
e Add files to existing packages.

e Create and manage associated Fixlets.

e Add tags to software packages.

e Add pre-installation and post-installation commands
e Importing and exporting packages

e Setindividual task logs.

e Create and deploy Application Management Groups.

In this exercise, you use the Manage Software Distribution to create a software package and associated
deployment task. You then Take Action on the task to deploy the software package.

1) Switch to the BESFNDWINROOT virtual machine and return to the BigFix Console.

2) Click Systems Lifecycle in the lower-left portion of the Console. The navigation pane updates to show
content that is related to the systems Lifecycle domain.

3) Expand the Software Distribution node in the navigation pane and then select Manage Software
Distribution. The Managed Software Distribution dashboard opens in the Console.

2 BigFix Conscle - O X
File Edit View Go Toels Help

@ Back ~ Forward = ‘ @ Show Hidden Content ’ﬁ Show MNen-Relevant Content | {}Refresh Conzole
Systems Lifecycle IM’anageSoﬁware Distribution I =

J Systems Lifecycle Domain

Application
5 Asset Discovery Packas  Management Manage Software Distribution
5 Inventory Management Packages
|v ) Software Distribution I
L‘i"l Analyses (3] Package Library Last Updated: 2023-03-21 12:11:12
i Setup (1
Manage Software Distribution
[t Software Distribution Tasks (1)
[ Maintenance and Configuration |

@ BigFix Self Service Application (3)
5 All Systems Lifecycle

O, Search Packages 0-0of0 < b
l:‘ Vendor L Product 1L Veﬁion Pri‘ifcte,’share
< >
(2) Ancontent s >

No software distnbution packages were found. Please click the "New Package” button at the upper left of this panel.
@ BigFix Management

o Patch Management
@ Systems Lifecycle |

Connected to 'besfndwinroot’ as user 'adminmo’

4) Click New Package. The New Package pane opens.
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5) Enter the details for the new software package in the New Package pane as follows:

___a) Vendor: Igor Pavlov

____b) Product: 7-Zip

___c) Version: 19.00

___d) Private/Shared: Select Shared from the drop-down box.

New Package

Vendor Igor Paviov Product Version 19.00 Private/Shared -

6) Click Confirm. The New Package pane closes, and the package details are saved to the dashboard.

7) Click on the row for the 7-Zip package. The package details are highlighted in the dashboard, then click
Add Files in the lower-left portion of the dashboard. The Add Files to Package pane opens.

Note: There are several ways to source the binaries for the package. You can add a single file, add a folder
and optionally its subfolders or source the file from the Internet by adding a file URL.

8) Verify that the Add File option is select then click Browse. A file explorer window opens.
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9) Navigate to the following directory and select the 7x1900-x64.msi file, then click Open.

C:\Users\Administrator\Desktop\BigFixSrc\Software Distribution\7-Zip

.1 Open X
“— v A <« Software Distribution » 7-Zip v O Search 7-Zip P
Organize » New folder Bz« [ o
~
BigFixSrc Cr: Name Date modified Type Size
Windows | 18) 721900-x64.msi | 1/6/20206:32PM  Windows Installer .. 1,708 K
E This PC Tz2105-x64.exe 11/25/2021 1217 ... Application 1,487 KH
I Desktop
|‘::] Documents
* Downloads
) Music
&= Pictures
B videos
‘i Local Disk (C:)
- & Network
v < >
File name: |?z1900-x64.msi vl All Files (%) v
==

The file explorer window closes, and you are returned to the Add Files to Package pane.

10) Click Add to Package in the lower-right portion of the Add Files to Package pane. The file is compressed
and uploaded to the BigFix Root server and the Add Files to Package pane closes. You are returned to the

Manage Software Distribution dashboard and the file that was added to the package is shown at the bottom of
the dashboard.

[:] Vendor 1L Product 1L Ve‘iiion Pri‘iftefSharEd Creator 1L Owner 1L Last Modifie
< 2>
Manage Files Manage Tasks
Files In Package "7-Zip"
m Q Search File Names
[] FileName 1L Size 1L F“ﬁf‘fa‘“s Date Added 1|, Relative Path
O] | 721900-564.msi 1.75 MB [ 2022-02-24 12:22:33
< 2
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11) Click the Manage Tasks tab in lower-left portion of the dashboard, then click New Task.

I:‘ Vendor L Product 1L Ve.iii:n pli.i‘fte“SharEd Creator 1L Owner L Last Modifie

[ 1gorPaviov 7-Zip 1900  Shared imi mi 2022-02-24

< >
Manage Files Manage Tasks

-

Distribution Tasks for Package "7-Zip"
Q, Search Names

I:‘ Name L Owner | Created 1L Site -

< >

No distnbution tasks have been created for this package. Please click the "New Task...” button at the top left of this panel
The Create Distribution Task pane opens.

12) Place a check beside the package file 721900-x64.msi and click Next.

Create Distribution Task

Select the group of files you want to include in this task

Available Files from package "7-Zip
D Name Relative Path URL
Tz1900-x64.msi

1 files included

The next page of the Create Distribution Task pane opens where you specify the details that are required to
install the software package. On this page you can define the installation command, any advanced options
such as working directory and installation log file properties as well as which user to use when installing the
package.

13) Expand the Show Advanced Options node. Review the various options that can be set on this page.

e The Also create an associated uninstall task option when selected creates an uninstall action that is
associated with the task. If you select this option, you can also choose which user is used to run the
uninstall action

e The Apply MST files(s) to install command option lets you select from a list of all the MSTs that exist in
the MSI file that can be applied. The 7-Zip MSI file that is being used for this exercise does not have
any associated MST files.

e The Add custom preinstallation and postinstallation commands option allows you to specify any
additional commands that can be added to the task instead of editing the task and adding them later.

e The Create an individual log for this Task option lets you create a log file of the action script
execution. When selecting this option, you can either used the default name for the log file or specify
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a custom name. The default name for the log file corresponds to the Action ID with a .log extension.
You also have the option to leave the log file on the target or upload it to the server after the task
execution is complete.

e The Use custom working directory option allows you to specify a directory where the binaries are
copied and then executed. If you do not specify a custom directory, the execution is performed from
the __Download directory. If you specify a custom directory, it will be created if it does not already
exist and /tmp is appended to the directory name that you specify. If you specify this option, you can
also choose to remove the folder when the action is complete, otherwise the folder is left on the
target machine.

e The Run Command As option lets you specify which user to run the installation command as. There
are 3 options including System User, Current User (Windows Only) and Local User (Windows Only).
The default option is System User. This option works most of the time, but certain packages might
need to be installed as a particular user.

14) Select the Create an individual log for this Task option. Select the Use a custom name option and enter
swd7zip in the name field.

Create an individual log for this Task

Name of the log file

(O Use the default name: {Action ID}.log (®) | use a custom name

D Upload this log file to the Server upon completion of this Task

o
<]

15) Select the Use custom working directory option and enter C:/SWD in the text field.

v se custom working d ory: ,
Use custom working directory C:,"SWIj /tmp

D Remove this folder after the action has completed

163 | Page



16) Click Next.

Create Distribution Task

MST File

Full execution command
No MST files available.

|:| Add custom preinstallation and postinstallation commands
Create an individual log for this Task

Name of the log file:

O Use the default name: {Action ID}.log @ Use a custom name: swd7ziip Jog
D Upload this log file to the Server upon completion of this Task
Use custom working directory: C:/SWd ftmp

|:| Remove this folder after the action has completed

Run Command As:

@ systemuser (O) Current User (Windows Only) ({) Local User (Windows Only)

The define additional applicability conditions pane is displayed. This pane contains the following 2 options:

e The Do not use any additional applicability conditions option only applies platform applicability relevance
and some free space applicability based on the package file sizes.

e The Target using the following applicability conditions option allows you to specify additional applicability
Relevance statements in addition to the basic platform applicability at the time of Task creation. If you do

not select this option, you can edit the Task after creation to add additional applicability Relevance
statements.

17) Leave the default Do not use any additional applicability conditions option selected and click Create
Task. If the Security Warning window opens, click Continue.

Create Distribution Task

Define additional applicability conditions.

Do not use any additional applicability conditions

O Target using the following applicability conditions:

A MPORTANT! - If you intend to make custom changes to the action or relevance, view the editing instructions at the beginning of the generated action.

.'

The Create Task window opens.

Note: If you receive a Security Warning message, click Continue to proceed.
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18) Edit the Name field to Deploy 7-Zip. Select SWD from the Create in Site drop-down located in the upper-
right portion of the Create Task window.

[ Create Task — O X

Name: | Deploy 7-Zip Create in site: v

Create in domain:  Systems Lifecycle w2

Description  Actions Relevance Properties

V[~ alm 7y

i
Ul
i
i

1y
[
ﬂ
»

Description

This task will download 1 files from the "7-Zip" Software Distribution Package onto selected endpoints
Installation Command: msiexec exe /i "7z1900-x64_msi” /gn
Run Command As: System User

Download Size: 1,707.5 KB

Actions

® Click to deploy this action

| oK || Cancel

19) Click OK. The Deploy 7-Zip task is shown in the Manage Software Distribution dashboard.

[] Vendor 1L Product 1L Ve,i‘f"“ P"li’f‘efs"“" Creator 1L Owner 1L Last Modifie
< >
Manage Files Manage Tasks

Distribution Tasks for Package "7-Zip"

= T T

(] mame 1L Owner 1L Created 1L Site *
l:l I Deploy 7-Zip adminmo 2022-02-24 13:21:04 SWD
< >

20) Select the Systems Lifecycle domain. The navigation pane updates to show the Systems Lifecycle
content.

21) Expand the Software Distribution node and then select the Software Distribution Tasks node. The list
pane updates to show the custom software distribution tasks.
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22) Select the Deploy 7-Zip task in the list pane. The details for the selected task are shown in the work area
below.

Note: It might take several minutes for the Task to be propagated to the targets and evaluated.
_____23) Click the Applicable Computers tab and wait until the BESFNDWIN10 endpoint appears in the list.
____24) Click Take Action. The Take Action window opens.

____25) Click the Target tab and select BESFNDWIN10 from the list of available computers.
_____26) Click OK to initiate the action.
_____27) Monitor the status of the action and wait until it changes to Completed before continuing.

28) Switch to the BESFNDWIN10 virtual machine. If you are logged out log in as tecuser with a password of
bigfixrocks.

29) Click Start in the lower-left portion of the Windows Desktop and note that 7-Zip File Manager is now
installed on the system.

— Recently added Productivity
[7F]  7-Zip File Manager A

Google Chrome

3D Viewer
7-Zip v !b

Microsoft Edge

Alarms & Clock Explore

Light Rain

$o¥ 43 —
- 33" '

Microsoft Store  Washington,... Microsoft News

Calculator

VM”D
Calendar e 3

Spotify Music Play

Camera

Connect

Feedback Hub

£ frype here to search
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30) Switch to the BESFNDWINROOT virtual machine.

This completes the exercise.

Exercise 45 — Creating and Deploying Software Packages with the WebUI
In this exercise, you use the WebUI to create and deploy software packages.

1) Switch to the BESFNDWINROOT virtual machine and return to the WebUI in the Firefox browser. If your
session has expired, log in using adminmo with a password of Blgfixrocks.

2) Double-click the Firefox icon on the Windows desktop. The Firefox browser opens.

3) Type https://besfndwinroot in the address bar of the Firefox browser and press Enter. If you are
presented with a certificate security warning, click the Advanced button and then click Accept the Risk and
Continue.

The Login splash screen for the BigFix WebUIl opens.
4) Enter the login credentials as follows, then click Log in:
Username: adminmo

Password: Blgfixrocks

(*) BigFix

Username

adminmol ‘

Password

Remember Me

The WebUI Overview page opens.
5) Select Apps-> Software. The Software page opens.
6) Click Add Software located in the upper-right portion of the Software page. The Where is the Software

file? pane opens.
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7) Click Choose File. The File Upload window opens.
8) Select the Firefox Installer.exe file in the following directory then click Open.:

C:\Users\Administrator\Desktop\BigFixSrc\Software Distribution\FireFox

@ File Upload X
— v <« Software Distribution > FireFox v O Search FireFox P
Organize » New folder =~ [ @
BigFixSrc e Name Date modified Type Size
Windows | {fy Firefox Installer.exe | 1/6/20206:34PM  Application 313 K8
[ This PC @ FireFox.png 1/6/20206:51PM  PNG image 14 KH
I Desktop
£ Documents
4 Downloads
D Music
& | Pictures
B videos
‘i Local Disk (C:)
=¥ Network
v < >
File name: ‘Firefox Installer.exe V‘ Al Files (*.7) i

You are returned to the Where is the Software File? pane

9) Click Upload.

Where is the Software file?

@ Firefox Installer.exe Click here to configure the upload sites.

Download file at Task runtime @

[ore [

The Add Software page opens and many of the fields are populated based on the information that was
extracted from the selected file.
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10) Enter Web Browser in the Category field and click Enter. The new category is added to the page.

Category

Tip: Software packages can belong to more than one category. If you want the package to be associated
with multiple categories, type the additional categories in the text box. Click the Enter key after typing
each category name.

11) Enter This task installs Firefox version 18.05 in the Description field.

Description
5 1 us]sxx] |=z=]o-m|xo

| This task installs Firefox version 18.05| |

12) Scroll down to the Configuration 1 section on the Add Software page and make the following changes:
___a) Change the string Configuration 1 in the Name field to Deploy Firefox
____b) Select SWD from the Site drop-down box.

___c) Expand the arrow in the Action section and change the name to Deploy: Firefox. Type -ms in the
Parameters field and click Enter.

Action
Install ©
Name *

Deploy: Firefox

> No prerequisites defined

Run command as
System User Current User Local User

Parameters Use Command Line

Command Line Preview

"Firefox Installer.exe" -ms
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13) Scroll to the top of the Add Software page and click Change Icon. The File Upload window opens.

14) Select the FireFox.png file and click Open.

@ File Upload X
EN <« Software Distribution » FireFox v O Search FireFox P
Organize ¥ MNew folder ==« [N o

BigFixSrc e Name Date modified Type Size

Windows

®.| FireFox.png 1/6/2020 6:51 PM PNG image 14 KH

[ This PC
I Desktop
£ Documents
4 Downloads
J§ Music
| Pictures
B videos
‘s Local Disk (C:)

=¥ Network

v £ >

File name: ‘FireFox.png V‘ All Supported Types (*.ico;*.pn¢ ~

| Open | Cancel

The File Upload window closes and the Firefox icon is shown in place of the default package icon.

I
e

Supported Formats: .ico, .png
Maximum Size: 25KB
Recommended Dimensions: 120x120

OR

. Use default icon

15) Scroll to the bottom of the Add Software page and click Save. The Add Software page closes and the
Overview page for the newly created package opens. You now edit the Deployment Task to include
additional applicability Relevance statements.
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16) Click the Edit Deploy: Firefox link on the right side of the Overview page.

Deploy Software

Details
Version 18.05

Publisher Mozilla
0S Windows
Category Web Browser

Size 312.19KB

Owned By adminmo

Modified 24 Feb 2022 14:39

Edit Software
Export Software

Deployment Tasks
| Edit Deploy: Firefox |

The Edit Task page opens.
17) Scroll down to the Relevance section. Review the current applicability Relevance statements.

18) Click the plus (+) icon to the right of Relevance statement 3. A new line is added to the existing
applicability Relevance statements.

19) Replace the string true with the following Relevance expression:

not exists regapp “firefox.exe”

1 (if(name of operating system starts with "Win") then free space of drive of .
client > 639360 else if ((mac of it) of operating system) then free space of
filesystem of folder (pathname of client) > 639360 else free space of filesystem
of client > 639360)

2 version of client >= "8.2" .

3 windows of operating system AND (if( name of operating system starts with .
"Win" ) then platform id of operating system != 3 else true)

4| not exists regapp "firefox exe'| .

20) Scroll to the bottom of the Edit Task page and click Save. The Edit Task page closes and you are
returned to the Overview page for the Firefox package.
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21) Follow steps 5 — 20 above to create another Software Package for Google Chrome using the following
information:

e Software file: Choose googlechromestandaloneenterprise64.msi in the following directory:
C:\Users\Administrator\Desktop\BigFixSrc\Software Distribution\Google Chrome

e Category: Begin typing Web Browser in the field and select the existing Web Browser category.

e Description: This task installs Chrome Version 67.218.

Software Name *
Google Chrome

Version * Publisher *
67.218.16472 Google LLC

Operating System * ‘ Linux 0SX Solaris ‘
Category

Description

51 uels xcxl J=z=]o_ax

This task installs Chrome Version 67.218|

e Configuration Name: Deploy Chrome.
e Site: SWD

e Action name: Deploy: Google Chrome

172 |Page



Deploy Chrome

Name *
Deploy Chrome

Site *
SWD v

Action
Install ©

Name *
Deploy: Google Chrome

> No prerequisites defined

Run command as
System User Current User

Local User

Parameters

e Icon file name: Google.png

€

Supported Formats: .ico, .png
Maximum Size: 25KB
Recommended Dimensions: 120x120

Change icon

OR

. Use default icon

+ Add the configuration

Use Command Line
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e Additional applicability Relevance statement: not exists regapp “chrome.exe”

1 (if(name of operating system starts with "Win") then free space of drive of .
client > 121905568 else if ((mac of it) of operating system) then free space of
filesystem of folder (pathname of client) > 121905568 else free space of
filesystem of client > 121905568)
.
3 windows of operating system AND (if( name of operating system starts with .
"Win" ) then platform id of operating system != 3 else true)
4  exists file "msiexec.exe" of system folder .
5 te ‘googlechromestandaloneenterprise64.msi" .
(dlSjunctlon of (NOT excsts keys "{(3887A4F3-6B98-3B9D-

BA15-654AE6C48ABA}" whose ( value "DisplayVersion" of it as string as version
>="67.218.16472" as version AND value “Language” of it as string = "1033") of
keys "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\Uninstall* of ( x32 registry; (if exists x64 registry then x64
registry else nothing) )))

6| not exists regapp "chrome.exe" .

31) Select Apps > Software from the WebUI menu at the top of the page. A list of packages that are
relevant to at least 1 endpoint are displayed. The Google Chrome software package should be relevant to
only BESFNDWINROOT and the Firefox package should only be Relevant to BESFNDWIN10.

2 version of client >= "8.2"

Tip: It might take several minutes for the applicability Relevance to be evaluated on all of the subscribed
endpoints. To view all packages, you can delete the Applicable Devices filter located just above the list of
software.

@ BIGFIX Devices Apps ~ Deployments
Software

2 Software Packages

| o | e
Gpplicable Device

] @ Firefox
0 7zp
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Software

3 Software Packages

B ET

e Google Chrome
[0 @ Firefox
O @ 7zip

32) Place a check beside the Google Chrome package and click Deploy at the top of the Software page.

Software

3 Software Packages

ﬂ Deploy (1) | Export (1)

Q\pplicable Devices O)

¢ Google Chrome

O @ Firefox
O 8 7zp

The Deploy Software page opens to the Select action tab.
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33) Click the down arrow in the Select an action section of the page, then choose Deploy: Google
Chrome from the Select a configuration drop-down. Click Next.

Q BIGFIX Devices Apps ¥ Deployments Reports

Deploy Software

~ s Deployment Summary
@ Select software @ Select action (_) Select targets (__) Configure

Deployment Name
1 Software Clear All (1)@ Google Chrome
v A
# Google Chrome 0 1 Software 74

Action Description

This task installs Chrome Version 67.218

Select action

Deploy: Google Chrome -

The Select targets tab on the Deploy Software page opens.
34) Place a check beside the Computer Name column name to select all the Relevant targets. Click Next.

0 BIGFIX Devices Apps ¥ Deployments Reports

L O
Deploy Software
Deployment Summary
@ Select software @ Select action @ Select targets (__) Configure
Deployment Name
Target by device Target by group Google Chrome
1 device < & & | B2 View: 20 10f 1pages v 1 Software 4
1 Item Selected [l View Selected only ~ 1Target
Computer Name 7, Critical Patches Applicable P... | Deployments Device T| BESFNDWINROOT ©
- -~
¥ - s
-
BESFNDWINROOT O | ves 24 12 Server
< >

The Configure tab on the Deploy Software page opens.

35) Select the No end date option on the Run options page.
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36) Click the pencil icon beside the Offer options. The Offer options page opens. Complete the offer
options as follows:

e Select the Send this as an offer option.
e Enter Install the Google Chrome Web Browser in the Offer Description field.

e Select the Send only to Software Distribution Client dashboard at the bottom of the Offer options
page.

e Select the Notify users of offer availability option at the bottom of the Offer options page.

{{/} Select software I:x:/:l Select action I:x:/:l Select targets I@I Configure
Run rd offer
Send this as an offer @
Users rd
offer Description
Messages s . — — e
B I U & & ¥ Xx. A QD E 5 &2 — &
| o o
Post-Action  #
I Install the Google Chrome Web Browser I
Applicability &
Success Cri.. #
Action Script &
Send only to Software Distribution Client dashboard
Motify users of offer availability

37) Scroll to the bottom of the Deploy Software page click Deploy located in the lower-right portion of
the page. The Deployment Overview page opens for the action.

38) Open the BigFix Self-Service Application by clicking the BigFix icon in the lower-right portion of the
taskbar. You might have to click on the up-arrow in the lower-right portion of the taskbar to view the
hidden icons.

The BigFix Self-Service Application opens and shows the Deploy Chrome package.
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39) Click the Deploy Chrome icon. The details for the Deploy Chrome package open in the right-side of
the BigFix Self-Service Application. Click Install.

Sep 27,2023, 12:25:41 PM

Deploy Chrome

Version: 67.218.16472 Web Browser Size: 58.13
MB

This task installs Chrome Version 67.218

Install

The installation of Google Chrome begins.
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40) Observe the status changes in the BigFix Self-Service Application interface. Wait until the
deployment shows Completed before continuing.

Sep 27,2023, 12:25:41 PM

Deploy Chrome

Version: 67.218.16472 Web Browser Size: 58.13
MB

This task installs Chrome Version 67.218

) Completed

41) Close the BigFix Self-Service Application interface. Observe that Google Chrome now appears on the
Windows Desktop for the BESFNDWINROOT virtual machine.

42) Double-click the Google Chrome icon on the Windows Desktop. The Google Chrome web browser
opens.

43) Optionally, return to the WebUI interface in the Firefox browser and deploy the Firefox software
package to BESFNDWIN10 by following the instructions in steps 31 — 37.

This completes the exercise.
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