HCL Commerce
on Amazon Web Services
Deployment Guide

Version 1.2



Table of Contents

1.1.
1.2.
1.3.
1.4.
1.5.

2.1.
2.2,
2.3.
2.4.

3.1.
3.2.
3.3.
3.4.

4.1.
4.2,
4.3,
4.4,
4.5,
4.6.
4.7.

5.1.
5.2.

6.1.
6.2.
6.3.
6.4.

7.1.
7.2.
7.3.
7.4.

8.1.

9.1.
9.2.
9.3.
9.4.

101 o T [1 Lot 1 [0 T TSP 5
HCL Commerce Use Cases / OVErvieW (INT-001) ......ccccceerererrrrriereereressiesesesesesesesesssasasesesesssssssssssssssssssssssssssssans 5
Typical Deployment Overview (INT-002) ........ccccierrreremeneeeeiereeeremnsseeseseeeessnsssssesssseessnsnsssssssssessssnnssssssssssessnnne 5
All Deployment Options Discussed in Guide (INT-003) ........ccoiieuieiriienierrienerieemnierreenssesseenssessesnssessennssessennsens 8
Expected Time to Complete Deployment (INT-004)......cccccceitimeeiieemnieerernnieeeennseeseennssessennssesssnnssesssnssssssnnsssssees 8
Regions SUPPOIted (INT-005) .....cccceiriiemmmniieierineeennnnssisereeeeennsssssssssssssesssssssssssssssssnnssssssssssssssnnssssssssssssssnnnssnns 8

Prerequisites and REQUITEMENLS...........c...eveuriieeniiieeiiieeiiiinniiiesiisnesissesissnsissssisssesesssssssssssssnsssssssssssssssnns 9
AWS Specific Requirements (PRQ-001)......cccceeiiiiiiiiiimmeniiiiiiiiiimemmsiiisiimessmmsssisiimesssssssssssssssssssssssssssssssssnne 9
HCL Commerce Software Requirements (PRQ-001)......c.ccceeremuenieiirrinerennsiseissereesnnnssssssssessessnssssssssssssssnnnssnns 10
Required Skills or Specialized Knowledge (PRQ-002).........cccceeuuereeirrrrrerennnnceeissereesnnnssssessseseessnnssssssssessssnnnssnns 11
Environment Configuration for Deployment (PRQ-003).........ccccccerrrmuierrimnncerienneereennsesseenssessesnssessennssessennsnens 11

ArCRItECtUIe DiGQIAMS.........evveeeiiiivnniiriinnniiiisniisrisssisnssssissssssssssssssssssssnsssssssssssssssssssssssnssssssssssssssns 12
Standard HCL Commerce on AWS Deployment (ARCH-001).......cccceeeuueeeeiirereernnnnncecisseeeesnnnssssesssseeessnnssssssesans 12
Customer Data Diagram(s) (ARCH-003 / DSEC-008).........ccettrrrererererereieeeeeeeeeeeneeeeeeeeeeeeeeeseseeseesesesesssssssessssene 13
Network Diagram(s) (ARCH-005 / DSEC-010) .....ccceuuueereeereeremnnnneeceereeseansssseeseeseesssssssssssssesssssssssssssssssssssnnssnns 14
Integration Point Diagram(s) (ARCH=-006).........cccceeuueeieierirermmmnsiieisseinernnmsssssisssssessnnsssssssssssssnnssssssssssssssnnnsssns 14

SOCUIILY cueeeeeeeeeeeieeeireeirreereeereeteesteesssesssesssnassssssssssnssresssnsssssssnsssnsssasssnsssnsssnsesnsesnsssnsssnsasnsesnsasnsesnnnen 14
IAM Best Practices (DSEC-001 / DSEC-002 / DSEC-003)......ccceeeererrrererrrrsrssssseseserssessssssssssssssssssssssssssssssssssssssns 14
Public Resources (DSEC-004) .......cccccitremuneieieisrerersnnnsssessssseranssssssssssssessnssssssssssssssnnssssssssssssssnnssssssssssssssnnnsssns 15
IAM Roles and PoliCies (DSEC-005) .......ccceeerireunrerirennrerernneereenssessersssessessssessessssessessssesssssssesssssssessessssesssnnsnnne 15
User Created Keys for Deployment (DSEC-006) .........cceeeeueirremnneerieenneerirnnseereenssesseenssessssnssessennsssssesnssessennnnns 17
Secrets StOrage (DSEC-007) .....cccuccerreeucereemncereeenseerennseeesennssessensssesssnsssssssnsssssssnsssssssnssssssssssssssnsssssssnsssssssnnns 18
Customer Sensitive Data Storage (DSEC-008).........cccitttiermmuniiiieiniieemmnnssiessseeeesnnnssssssssssssnnssssssssssssssnnsssssssssns 19
Data Encryption Configuration(s) (DSEC-009).......ccuceeeiirrrrermmnnnseeiseereerennsssseesseeeessnnsssssessessssnnssssssssssssssnnnssnns 19

COSTS evuiruiruiininnsssireirestasssissinsssssssesrestsstssensnssssssssssesssssssssssssssssssssessssssssssessssssssssssssstnssnsssssssssssssssnsnnss 20
Billable Services (Mandatory/Optional) (CST-001) ......cccceeererererrrererrreerrereresesesesesesesesesesasessssssssssssssssssssssssans 20
Cost Model / Licensing Costs (CST-002)......ccceeerrrrrereriririieieeeiereeeeeeeeeeeeeeereseseeeseseseseseseseseseseessesesesesssssssesssssne 20

Y74« PN 21
EC2 Instance Type and Size (SI1Z-001) ........cceeiiiiieiemmniiiiiniieermnmssieissimnersnnsssssssssssssnnsssssssssssssssnssssssssssssssnnnsssns 21
EBS Volume Type and Size (S1Z-002) .........cceeiriireremenneeeiereeermmmssseessseeeersnmssssssssssessnnssssssssssssssnnssssssssssssssnnnssnns 22
Instance Size Selection for Managed AWS Services (SIZ-003)........cccceeerireneerrenneereenseserenssesreenssessesnssessennsens 23
Amazon Dynamo DB Read/Write Capacity (SIZ-004) .......cccceeereeemmuneeeereeeeennnsseeeeeseesesssssssssesseesssssssssssesssssssnns 23

DEPIOYMENT ASSELS .....eeueeeeeeeereeereereeeeeeeieerenesteaseeeasesenssessssessssessasssssssesssssssnsssssssessasessnssssnssessnsessnsans 23
Deploying workload on AWS as per typical deployment architecture (DAS-001)........ccceeeeerrrreecrrernnncrnennnnens 23
Maximizing Uptime & Availability (DAS-002).......cccuceeiiimuieeriinneerienneereenneereensseeseenssessesnssessennssessssnssesssnnnnens 49
Different Deployment Configurations (DAS-003)........cccoetrrermmmniieiiirinernmnssseissereesnnnsssssssssssssnnssssssssssssssnnnsssns 49
Testing / Troubleshooting (DAS-004)..........ceeeeeeeeeeeeeeeeeeeeessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssassnssssssssnes 49

HEAIEN CRECK ....ceueeeeeeeeieeeiiieeiieiiisiiiiiieiiseisieseaseseesissnsessesssssssossnsessnssssssssssnssssssssssassssnssssnnssssnsassnnans 50
Assess & Monitor Application Health (HLCH-001) ..........ccciiiiiiimmmmiiiiiiiiienmneisieninieeesssnssssissesssssssssssssssssssnns 50

BACKUD ANA RECOVEIY.......eeeeeeeerereeeeeeeerereuerennesrnssesessesenssssessessssessasssssssesssssssssssssssessnssssnssesnssessnssssnsans 51
Automated Backup of Necessary Components (BAR-001) .......cccceerreeeniiireeencirrenencerreeeseesnensneessennssssenssesssennes 51
Restoring Data from a Backup (BAR-002).........ccceeeeueiiiiiiiineiemmniieisnimnerenmsssssissimsessnssssssssssssssnnssssssssssssssnnnsssns 51
Recovery from Failure (BAR-003).......cccceureerirennierirenneerieenneerernsseererasseesesasssesessssessessssesssssssesssssssesssnsssssssnnsnne 51
Recovery from Availability Zone Failure (BAR-004) .......cccceiieeeiirireneerirenesieenssesseenssessesnssessesnssessennsssssennsnnns 51



9.5. Manage Service Limits for Disaster Recovery (BAR-005).....c.ccceeeeiirrrrernmnnnceeersereennnnssssessseseesnnnssssessssssssnsnssens 52

9.6. Recovery Time Objective (RTO) and Recovery Point Objective (RPO) (BAR-006).......ccccccereeenirrenencrrennnceeeenen 52
b 0 RO 2 0o 101 410 T=30 1"/ [+ 114 1 1=] £ Lo 11 Lol -2 oo 52
10.1. Rotating Programmatic Credentials and Crypto Keys (RM-001).........ccceerueunceeirrereernennncsersnerernnsnssesesssesesnns 52
10.2.  Software Patches and Upgrades (RM-002) .........ccceereueirermnerrermsneseenmnsesrennssessennsssssensssssesnsssssssnsssssesnsssssees 53
10.3. Managing Licenses (RM-003) ......cccceeueirremneeriimneereenneereeanseesesnssessensssessennssesssnsssssssnsssssssnsssssssnsssssssnssassens 53
10.4. Managing AWS Service LImMits .....ccciieeiiiiiiiiiiiiiiiiiiiiiiiiiiirisireesinessienenrasisrasssraessrsnsssesssssassssassssasssssnsss 53
11. EMergency MOINTENANCE ..........ceeueeeureenreeeeeeeereeerseasseesseesssesseossssssesssesssssssssssssssssssenssesssesssssssssssenssens 54
11.1. Handling Fault Conditions (EMER-001) .........cccceuciitimueireemnerrennnseesensssessennssessennssssssnsssssssnsssssssnsssssssnssassens 54
11.2.  Recovering the Software (EMER-002)...........cccittiiirmmmniiiiiniinermnnniisisiissessnmssssssssssssssssssssssssssssnssssssssssssssnns 54
7 N7 T Yo T o SN 54
12.1. How to Receive SUPPOrt (SUP-001) ......ccceeueiriemueereenneerennnseesennssessensssessensssessensssssssnsssssssnsssssssnssssssnnsssssens 54
12.2.  Technical SUPPOIt Tiers (SUP-002)........cccccccereieirrirermmmniseisiiieernnmssssssssessessnmsssssssssssssnsssssssssssssssnnsssssssssssssnns 54
12.3.  SUPPOrt Tiers & SLAS (SUP-003) .....cccceeerrrmurerernnneerernseererssessersssessessssessssssesssssssesssssssssssssssessssssssssnssssssans 55



Revision History

Commerce Team 13JUN2022  Reorganize Sections/Headers For Commerce Team
Effort
1.1 Commerce Team 13JUL2022  Most current edits/updates included
1.2 Commerce Team 30AUG2022 Most current edits/update included




1. Introduction

1.1. HCL Commerce Use Cases / Overview (INT-001)

HCL Commerce provides a powerful customer interaction platform for omni-channel commerce. It can be used
by companies of all sizes, from small businesses, to large enterprises, and for many different industries. It
provides easy-to-use tools for business users to centrally manage a cross-channel strategy. Business users can
create and manage precision marketing campaigns, promotions, catalog, and merchandising across all sales
channels, or use integrated Al enabled content management capabilities.

HCL Commerce is a single, unified platform that offers the ability to do business directly with consumers
(B2C), directly with businesses (B2B). HCL Commerce is a customizable, scalable, and high availability

solution that is built to use open standards. It uses cloud friendly technology to make deployment and operation
easy and efficient.

1.2.  Typical Deployment Overview (INT-002)

For the intended use of the software, see 1.1. HCL Commerce Use Cases.

Commerce applications

The specific HCL Commerce application deployment topology depends on the Search solution and Store
solution combination that is used. Deployments that are based on previous versions of HCL Commerce can be
migrated and remain fully supported by HCL Commerce 9.1. These migrations from older implementations also
have an impact on the server topology.

A new implementation of HCL Commerce 9.1 deployment is intended to utilize a separate Store Server to host
the storefront, and the newer, more capable search solution based on Elasticsearch.

Some containers that are listed contain applications that are used sparingly, or not at all, and are only operated
temporarily to aid in starting, modifying, diagnosing, or monitoring the HCL Commerce deployment. These
include the Utility server, the Support container, the Cache Manager, and the Must-Gather application.

Resource Description Docker Name

Transaction Server The HCL Commerce server runningon  ts-app
WebSphere Application Server.
Provides the transactional business logic
and APIs which serve other servers of
the HCL Commerce application.

Transaction Web Server The web server that provides access to ts-web
the HCL Commerce tooling and other
Services.



Search Server

Store Server

Tooling Web

Store Web

Elasticsearch Query

Elasticsearch Ingest

Elasticsearch NiFi Server

Elasticsearch NiFi
Registry

If deploying with SOLR as search
engine, this is the SOLR Search server.

Serves store assets including JSP files,
e-Marketing Spots and images.

An IBM HTTP Server which hosts and
serves angular based tooling, a single
page application (SPA) and the
associated front-end assets that are
displayed within Management Center for
HCL Commerce.

An IBM HTTP Server which hosts and
serves the React-based headless stores
(Emerald for B2C and Sapphire for
B2B).

If deploying with Elasticsearch, this
provides the query service application
that provides the APIs for Product,
Category as well as configuration
endpoints for Search profiles,
Matchmakers and NLP NER.

If deploying with Elasticsearch, this
provides the ingest service that provides
the APIs for accessing and managing
Connectors deployed on the Apache
NiFi application cluster.

If deploying with Elasticsearch, this
provides the third-party application,
Apache NiFi.

Apache NiFi is designed to automate the
flow of data between systems. HCL
Commerce Search uses Apache NiFi as
the data ingestion pipeline for all Stores
and Product Catalog business data.

If deploying with Elasticsearch, this
provides the third-party application,
Apache NiFi Registry.

It is a complimentary application that
provides a central location for

search-server

crs-app

tooling-web

store-web

search-query-app

search-ingest-app

search-nifi-app

search-registry-app



Customization Server

Utility Server

Support Container

Cache Manager

Must-Gather

versioning components assembling the
NiFi pipeline.

NiFi Registry acts as an internal
intermediary flow repository between
NiFi and the permanent source of
control repository and is used for
coordinating flow updates in NiFi.

A server which runs custom code that
you can create to extend HCL provided
XC extension points.

Contains a utility project that holds
scripts to service HCL Commerce
operations such as loading access
control policies, loading store/catalog
data, and cleaning the database of
obsolete objects.

Contains the deployment and operation
python scripts for use in the deployment
of HCL Commerce within a Kubernetes
cluster.

Primarily used for service dependency
checks to ensure that the various
Commerce applications are brought
online properly and in the expected
order.

Also used by some utility jobs such as
for TLS certificate generation for secure
ingress.

Contains the REST interfaces to operate
and monitor the Remote HCL Cache
stored in Redis.

Contains the Must-Gather application
which aids in the collection and
aggregation of HCL Commerce
troubleshooting information.

Xc-app

ts-utils

supportcontainer

cache-app



Required third-party applications

Resource Description Docker Name

Elastic Search Used for on-site search, including
indexing and ingestion of product and
other data and query services on the

storefronts.

Zookeeper Publish and subscribe to streams of
records.

Redis Handles cache invalidation between the

Transaction server and the other servers
in the HCL Commerce platform.

For more information, see the HCL Commerce production environment overview, in the HCL Commerce
documentation.

1.3.  All Deployment Options Discussed in Guide (INT-003)

HCL Commerce can be deployed in a multi-availability zone (AZ) deployment model. For the purposes of this
document, a single availability zone is used.

1.4.  Expected Time to Complete Deployment (INT-004)

The required infrastructure (such as the domain, obtaining SSL certificates, cluster configuration, creation and
initialization of the database, etc.) must be completed before deploying the solution.

Depending on the skill level and the required environment, the expected time can vary, from several hours to a
whole day for a new customer. An experienced party who understands the manual process can follow the
guidance that is provided in this document to prepare several cloud formation scripts to automate the
deployment process. With the help of cloud formation templates and automation, the entire deployment process
can potentially be completed within one or two hours.

1.5.  Regions Supported (INT-005)

HCL Commerce can be deployed in any Amazon Web Services (AWS) region, provided that the region has
access to Amazon Elastic Kubernetes Services (EKS) clusters and stand-alone Amazon Elastic Compute Cloud
(EC2) instances.


https://help.hcltechsw.com/commerce/9.1.0/install/refs/riginfrastructure.html

2. Prerequisites and Requirements
2.1.  AWS Specific Requirements (PRQ-001)

The following AWS services are required to deploy HCL Commerce on AWS.

Service Description

Virtual Private Cloud (VPC) Allows for the creation of a private network in AWS.

Elastic Compute Cloud (EC2) Virtual Machine (VM) instances that are required to Support HCL
Commerce.

Elastic Kubernetes Service Used to run and scale HCL Commerce on Kubernetes.

Elastic Container Registry Used to store, share, and deploy HCL Commerce container images.

Elastic Load Balancing Used to distribute incoming application traffic across multiple
targets.

AWS Cloud Storage Used to provide the various storage requirements for HCL
Commerce.

Route 53 Routing DNS requests.

The following AWS services are optional to deploy HCL Commerce on AWS.

Service Description

AWS Cloud Formation Infrastructure as a code service that allow you to easily model,
provision, and manage AWS and third-party resources.

AWS Cloud Watch Used for monitoring various services.
Elastic Container Service Container management service that allows you to easily run

applications on a managed cluster of Amazon Elastic Compute
Cloud instances.



2.2.  HCL Commerce Software Requirements (PRQ-001)

The following applications are required to deploy HCL Commerce on AWS.

Application Description

HCL Commerce 9.1 Docker The core platform docker images which can be obtained from HCL

Images Software and stored in your Docker registry of choice.
Kubernetes 1.16 or later Used for automation, scaling, and deployment management.
Helm 3.3.1 or newer Used for Kubernetes deployment automation.
Docker 19.03.8 or newer Docker Container runtime.
Vault 1.9.1 Storing of sensitive data for the application.
Supported databases HCL Commerce platform data resides in this database.

e Oracle 18c

e Oracle 19c (if running
Elasticsearch-based
search solution)

e IBMDB2115

Database VM Used to install the chosen database platform.

e CentOS
e RHEL

Open-source components for  Elasticsearch, Redis, and Zookeeper.
Elasticsearch deployment

10



2.3.  Required Skills or Specialized Knowledge (PRQ-002)

The following table lists the skills and knowledge that is required to deploy and operate HCL Commerce on
AWS.

Skill Description

AWS Solutions Architect To create the deployment architecture following AWS best practices for
security and networking.

AWS Engineer To deploy all required resources as per design and administration.
Kubernetes Administrator Manage all aspects of EKS.
HCL Commerce To administer the HCL Commerce solution once deployed.

Administrator

Business Users To leverage the business user tooling of HCL Commerce. For example,
to manage storefront catalogs, marketing, or other back-of-house
operations.

Database Administrator Responsible for administration of the HCL Commerce database.

AWS Network Engineer To manage all aspects of the networking requirements for the solution.

2.4.  Environment Configuration for Deployment (PRQ-003)

The following table lists the environment configuration that is required for the deployment (for example, an
AWS account, a specific operating system, licensing, DNS).

Item Description

AWS Account Customer owned AWS account that is used to deploy HCL
Commerce on AWS.

HCL Commerce Entitlement Ensure that you are properly licensed to use HCL Commerce.

11



3. Architecture Diagrams

3.1.  Standard HCL Commerce on AWS Deployment (ARCH-001)

A standard HCL Commerce architecture diagram using AWS Simple Icons.

&1 O @

—

Node Poot

12


https://aws.amazon.com/blogs/aws/introducing-aws-simple-icons-for-your-architecture-diagrams/

3.2.  Customer Data Diagram(s) (ARCH-003 / DSEC-008)

Reference the above diagram. Customer data is stored in the database only.

13



3.3.  Network Diagram(s) (ARCH-005 / DSEC-010)

The following network diagram is provided by the Cloud Formation Design Studio tooling.

3.4. Integration Point Diagram(s) (ARCH-006)

HCL Commerce can be integrated with a wide assortment of third-party solutions and assets. Its integration
points depend specifically upon each of those solutions provided and whether there is code developed and
deployed by the customer to integrate with those solutions.

A minimum integration requirement for a B2C e-commerce site would be with a payment system.

For more information, see Integration in the HCL Commerce documentation.
. Security
4.1. 1AM Best Practices (DSEC-001 / DSEC-002 / DSEC-003)

To help keep AWS resources secure, follow these recommended 1AM best practices:

Never use the AWS Root User Access Key.

Avoid using the AWS Root User account.

Create a separate AWS admin account to perform administrative tasks.

Create individual IAM User accounts for each of your team members for them to perform their duties.

14


https://help.hcltechsw.com/commerce/9.1.0/integration/concepts/ccvintegrating.html

e Follow the least privileges principle when granting access to the individual IAM user accounts.
e Grant access to IAM Groups and add IAM users to these groups rather than granting permissions
directly to individual IAM users.

Below are a few examples of IAM Groups that can be created:

e Admin: This group would grant full administrator access to the AWS environment.
These users can perform all actions, including the delegation of permissions to all services and resources
in AWS.

Read: This group would grant read access to the specified AWS services.
API: This group would grant programmatic access to AWS services.
Infrastructure: Setting up infrastructure for HCL Commerce on AWS.
Application: Custom permissions to deploy HCL Commerce within a cluster.

4.2.  Public Resources (DSEC-004)

There are no public resources as part of the HCL Commerce deployment.

4.3. 1AM Roles and Policies (DSEC-005)

User Groups Role Policies Allow
Permissions
Infrastructure This function AmazonEC2FullAccess Standard AWS
handles setting ~ AWSCloudFormationFullAccess policies and
up all of the AmazonS3FullAccess permissions.
infrastructure
related hclsw_commerce_ftr_eks_cluster_role
requirements to (custom role)
deploy HCL
Commerce. AmazonEKSClusterPolicy

:AmazonEKSWorkerNodePoIicy
AmazonEKS_CNI_Policy
AmazonEC2ContainerRegistryReadOnly

hclsw_commerce_eks_cluster_nodegroup_role
(custom policy)

Application This function is  EKSDeployAccess See the JSON
responsible for  EKSlamLimitedAccess samples
deploying the provided below.

HCL Commerce
application into
the provided
infrastructure.

15


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

Policy Name JSON

EKSDeployAccess {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "eks:*",

", ukn

"Resource":

"Action": [
"ssm:GetParameter",
"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:*:486772507565:parameter/aws/*",
"arn:aws:ssm:*::parameter/aws/*"

],
"Effect": "Allow"

"Action": [
"kms:CreateGrant",
"kms:DescribeKey"

1

"Resource": "*",

"Effect": "Allow"

"Action": [
"logs:PutRetentionPolicy"

1,

"Resource": "*",

"Effect": "Allow"

}
]
}

EKSlamLimitedAccess "Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"iam:CreatelnstanceProfile",
"iam:DeletelnstanceProfile",
"lam:GetlnstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"jam:GetRole",

"jam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:PutRolePolicy",
"jam:ListInstanceProfiles",
"iam:AddRoleTolnstanceProfile",
"ijam:ListInstanceProfilesForRole",
"jam:PassRole",

16




"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:GetRolePolicy",
"iam:GetOpenlIDConnectProvider",
"iam:CreateOpenlIDConnectProvider",
"iam:DeleteOpenlIDConnectProvider",
"iam:TagOpenlIDConnectProvider",
"iam:ListAttachedRolePolicies",
"iam:TagRole"

1

"Resource": [
"arn:aws:iam::{YourAccountID}:instance-profile/eksctl-*",
"arn:aws:iam::{YourAccount|D}:role/eksctl-*",
"arn:aws:iam::{YourAccountlID}:oidc-provider/*",
"arn:aws:iam::{YourAccountID}:role/aws-service-role/eks-

nodegroup.amazonaws.com/AWSServiceRoleForAmazonEKSNodegroup",

"arn:aws:iam::{YourAccountID}:role/eksctl-managed-*"

]

2
{
"Effect": "Allow",
"Action": [
"iam:GetRole"
1
"Resource": [
"arn:aws:iam::{YourAccount|D}:role/*"
]
2
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole"
1
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com",
"eks-fargate.amazonaws.com"
]
}
}
}

4.4.  User Created Keys for Deployment (DSEC-006)

The following keys are supported by the HCL Commerce Helm Chart and are used for deployment:

17



Key Description

Image Pull Secret This key is used to pull Docker images from a private
docker registry.

The User must gather the information of the private
registry and then use kubectl command to create the image
pull secret. There are several locations where users can

apply this key which are the values.yaml files of the HCL

Commerce and Vault Helm Charts.

Vault Token Secret This key is used as the authentication method for the Vault
service required when deploying using the HCL Commerce
Helm Chart.

The User must put the vault token value in both UUID

format and Base 64 version in the values.yaml file of the
Vault Helm Chart.

A Vault token secret will be created within the Vault and
Commerce namespaces. The HCL Commerce application
can obtain the Vault token from that secret, and then use it
to get the key value pairs stored in Vault.

SPI User Authentication SPI user is used for inter-component server APl invocation
in Commerce. The username, encrypted password, and
Base64 version of the password is specified in the

values.yaml of the HCL Commerce Helm Chart.

Commerce Ingress One or more secrets containing a TLS key and certificate

Certificates used by the ingress controllers, or Ambassador, or
Emissary in order to be accessed publicly. For production
environments, users generate the secrets with a real CA
certificate. The user can find the related configurations in
the values.yaml file of the HCL Commerce Helm Chart
under the ingress section.

Vault CA Certificate A secret containing a TLS key and certificate marked for
CA use (That is, basicConstraints=CA:TRUE) could be

created manually or automatically by the support container.
Vault would use it as a Certificate Authority to issue
certificate to each application to communicate with one
another securely. User would be able to find the related

configurations in the values.yaml file of the Vault Helm
Chart.

4.5. Secrets Storage (DSEC-007)

18



HCL Commerce supports the use of Vault to store environment configurations and secrets, and currently does
not support any other secrets management service.

Users must store database related credentials, JSON Web Key Sets, SPI user credentials, and some other
environment configurations in Vault.

More configurations and some sample data can be found in the values.yaml file of the Vault Helm Chart.

4.6.  Customer Sensitive Data Storage (DSEC-008)

Sensitive HCL Commerce customer (end-user) data is encrypted and stored in the HCL Commerce database.
Sensitive deployment-related data, such as the administrator spiuser password and database information, is
stored within Vault.

4.7.  Data Encryption Configuration(s) (DSEC-009)

Sensitive customer data is encrypted and stored in the HCL Commerce database.

Sensitive data is encrypted using a customer specified, AES-128 bit encryption key, referred to as the merchant
key. The merchant key must be periodically changed, using the MigrateEncrytpedInfo utility. For more
information, see MigrateEncryptedInfo utility in the HCL Commerce documentation.

HCL recommends to also natively encrypt your database at rest as an extra layer of security.
In this deployment guide, a sample DB2 database is used, and does not explicitly configuring this encryption.

To learn more about native DB2 encryption for data at rest, refer to Db2 native encryption in the IBM Db2
documentation.

For use with the Oracle database, refer to the appropriate documentation from Oracle.

It is recommended to secure the communication from the HCL Commerce application to the database. To learn
more about how to configure this, see Enabling SSL for database connections in the HCL Commerce
documentation.
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5. Costs
5.1.  Billable Services (Mandatory/Optional) (CST-001)

e AWS subscriptions are owned by and billed to the customer.
e HCL Commerce licensing is procured directly from HCL Software.

AWS Service Description Billable Mandatory
Virtual Private Cloud (VPC) To create a private network. NO YES
Elastic Compute Cloud (EC2)  Virtual Instances to host HCL Commerce YES YES

and associated node pools.

Elastic Container Service Container management service that YES YES
allows you to easily run applications on a
managed cluster of Amazon Elastic
Compute Cloud instances.

Elastic Load Balancing Used to distribute incoming application YES YES
traffic across multiple targets.

Identity and Access To manage access to AWS services. NO YES

Management (IAM)

S3/EBS Used for storage within the HCL YES YES
Commerce deployment.

Simple Notification Service Works with CloudWatch to provide YES NO

(SNS) notifications via email, etc.

CloudWatch To monitor EC2 resources. YES NO

Support AWS Support for troubleshooting AWS YES NO

service specific issues.

Refer to https://aws.amazon.com/ for the latest on pricing and documentation for AWS services.

5.2.  Cost Model / Licensing Costs (CST-002)

HCL Commerce licensing costs are based on a variety of performance and resource related metrics. Customers
must consult with an HCL Commerce Sales Representative to discuss pricing specifics.
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6. Sizing
6.1. EC2 Instance Type and Size (S1Z-001)

The following tables list the recommended EC2 sizing of the HCL Commerce Servers for deployment.
Given that HCL Commerce is a highly customizable solution, customers can deploy Commerce based on their
own organizational requirements.

The minimum requirements to deploy an HCL Commerce auth and live instance is demonstrated in the
following table. This EKS cluster sizing is based on the one replica for each component. In a production setting,
EKS auto-scaling should be configured to scale resources to meet changing demands.

Component Replica Request CPU Limit Request Limit
CPU Memory Memory

ts-app 1 500m 2 5120Mi 5120Mi
ts-db 1 2 2 6144Mi 6144Mi
ts-web 1 500m 2 2048Mi 2048Mi

search-app- 1 500m 2 4096Mi 4096Mi
master

search-app- 1 500m 2 4096Mi 4096Mi

repeater ( live )

search-app-slave 1 500m 2 4096Mi 4096Mi
(live)
crs-app 1 500m 2 4096Mi 4096Mi
XC-app 1 500m 2 4096Mi 4096Mi
tooling-web 1 500m 2 2048Mi 2048Mi
store-web 1 500m 2 2048Mi 2048Mi
nifi-app 1 500m 2 10240Mi 10240Mi
registry-app 1 500m 2 2048Mi 2048Mi
ingest-app 1 500m 2 4096Mi 4096Mi
query-app 1 500m 2 4096Mi 4096Mi
cache-app 1 500m 2 2048Mi 2048Mi
graphql-app 1 500m 2 2048Mi 2048Mi
mustgather-app 1 500m 1 4096Mi 4096Mi
ts-utils 1 500m 2 4096Mi 4096Mi

Sizing for HCL Commerce is partially based upon peak order lines per hour, where an order line is a single line
item in a transacted shopping cart. This metric gives the basis for the number of Transaction server containers
that must be deployed within the Commerce environment. From this starting point, recommendations can be
made for the other components that make up the HCL Commerce environment (Storefront, Search, Cache etc.).

HCL Commerce has a minimum set of hardware requirements depending on the planned deployment. For more
information, see Hardware requirements for HCL Commerce in the HCL Commerce documentation.
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# EKS Nodes Memory Storage

6 e mb.xlarge 4 16 GB 200 GB

In the case of rolling upgrades, multiple instances of each application can be active at the same time. As a
result, additional vCPUs and memory is required.

The expected resources that are required for any deployment are primarily impacted by the search solution that
is used in the deployment.

Below are the resource details for one replica deployment which also includes the overhead requirement that are
utilized in a rolling upgrade scenario:

Search solution vCPUs Memory
Solr-based search solution 40 68 GB
Elasticsearch-based search solution 48 82 GB

6.2. EBS Volume Type and Size (S1Z-002)

HCL Commerce requires persistent volume storage for the deployment.
By default, the HCL Commerce Helm Chart creates a persistent volume claim with predefined capacities.

For production and critical workloads, you must define your own volume claim template with the desired
storage capacity and the required Kubernetes storage class to associate with the persistent volume.

For a demo deployment, PVVC for Elasticsearch, Zookeeper, and Nifi are also provisioned during the Helm
Chart installation of these components.

commerce-nifi-pvc  10Gi
commerce-elasticsearch-pvc 30Gi
commerce-zookeeper-pvc 8Gi

Setting up the Asset Tool persistent volume

The Assets Tool was reintroduced in HCL Commerce 9.1.8.0. This tool requires persistent volume storage for
your deployment. This storage allows for all assets that are added and managed via the Assets Tool in
Management Center for HCL Commerce to be accessed and persisted.

To make files accessible by multiple pods across your deployment, and to allow for the files to be persisted, a
ReadWriteMany type of persistent volume is required.
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Note: If you are not planning on using the Assets Tool within your deployment, then persistent storage is not
required.

For more information, see Setting up persistent storage volumes for a Kubernetes deployment in the HCL
Commerce documentation.

6.3.  Instance Size Selection for Managed AWS Services (S1Z-003)

This section is not applicable.

HCL Commerce does not rely on any of the managed AWS services. The customer must decide to use managed
AWS services.

6.4. Amazon Dynamo DB Read/Write Capacity (S1Z-004)

This section is not applicable.

HCL Commerce does not support Amazon Dynamo DB.
. Deployment Assets

7.1.  Deploying workload on AWS as per typical deployment
architecture (DAS-001)

The deployment of HCL Commerce is broken down into two sections.

1. The first section is deployment of the required infrastructure.
2. The second is then deploying the HCL Commerce solution in to said infrastructure.

All deployment steps are handled using AWS Cloud Formation and AWS CLI commands.

1. Infrastructure deployment

I. Install the utilities that are required:

e Setup AWS CLLI.

The AWS Command Line Interface (AWS CL.I) is an open-source tool that enables you to
interact with AWS services using commands in your command-line shell.

The following link can be used to install or update the latest release of the AWS CLI.

See Installing or updating the latest version of the AWS CLI in the Amazon documentation.
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$ curl "https://awscli.amazonaws.com/awscli-exe-1linux-x86_64.zip" -o "awscliv2.zip"
unzip awsclivZ.zip
sudo ./aws/install

e Setup Eksctl.

Eksctl is a simple command line utility for creating and managing Kubernetes clusters on
Amazon EKS. The following link can be used to install eksctl.

See Installing or updating eksctl in the Amazon documentation.

macOs Linux Windows

To install or upgrade eksctl on Linux

1. Download and extract the latest release of eksctl with the following command.

curl --silent --location "https://github.com/weaveworks/eksctl/releases/latest/download/eksc

2. Move the extracted binary to /usr/local/bin.

sudo mv /tmp/eksctl fusr/local/bin =]
3. Test that your installation was successful with the following command.
eksctl version

e Setup Kubectl.

Kubectl is used to run command against Kubernetes cluster.
The following link can be used to install Kubectl.

See kubectl in the Kubernetes documentation.

e Setup Helm.

Helm is the package manager for Kubernetes. It is used to deploy Kubernetes applications easily.
The following link can be used to install Helm.

See Installing Helm in the Helm documentation.

Il. Create an IAM role for EKS Clusters and Node Pools.
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Before you can create EKS Clusters and Node Pools, you must create an 1AM role with the required
IAM policies to do so.

In the example below you can observe the custom role, hclsw_hxun_eks_cluster_role, and all of
the AWS Managed permission policies that make up this role.

T — Tetet
hclsw_hxun_eks_cluster_role
Allows access to other AWS service resources thal are required 10 operate Clusters managed by EKS.
Summary Edit
cate ARN
2022, 21:08 (UTC+05:30 @ am:awssiam -aw Mhcisw_houn_sks_cluster_roie instance-profie/els-40c0d27b-2023-
La Ma
] b
Trust relationships Tags (1) Access Advisor Revoke sessions
Permissions policies o | [ Simtes P ——
Q <1 > @
Policy name (7 v  Type Description
w Managad Rola for EKS Worker Nodas
Ama This policy provides Kubernetes the permissio
Am o
A f
Ar AWS managed

I1l. Create a VPC, EC2 (Bastion), and EKS cluster using AWS cloud formation.

A customized cloud formation template is already available which can be used to create the stack
VPC, subnets, routes, gateways, etc, as per the template values.

Navigate to the CloudFormation user interface to create the new stack by uploading the provided
template as shown in the following screenshot.
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CloudFormation

Step 1
Specify template

Step 2
Specify stack detal

Step 3

Configure stack options

Step 4

Review

Stacks

Create stack

Create stack

Prerequisite - Prepare template

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

© Template is ready

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template source

Selecting a template generates an Amazon 53 URL where it will be stored

Amazon 53 URL

Upload a template file

Choose file [

commerce_master_ftr

JSON or YAML formatted file

S3 URL: https://s3-external-1.amazonaws.com/cf-templates-1ohdmfnlzmnvt-us-east-1/20221952up-commerce_master_ftr

Use a sample template

© Upload a template file

Create template in Designer

Once resource creation is completed, its status will be displayed as CREATE_COMPLETE.
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CloudFormation

Stacks (3) c | Create stack ¥
v

N O View nested Active 1 @

Stack name Status Created time Description

This template deploys a VPC, 2 public subnet, pair of private subnets spread across two Availability Zones. It deploys an
internet gateway, with a default route on the public subnets. It deploys a NAT gateways and default routes for them in the
private subnets. It deploys a EC2 bastion host and its security group. It deploys EXS cluster and its security group in private
subnet.

commerce-ftr-stack © CREATE_COMPLETE 2022-07-14 19:13:28 UTC+0530

Verify the status in the EKS console. It is displayed as Active once creation is completed.

‘Amazon Elastic x EKS » Clusters
Kubernetes Service

Clusters New Clusters (1) mfo l c ] Add cluster ¥
¥ Related services Q 1
Amazon ECR
e Cluster name - Status v Kubernetes version Provider
eks-commerce-fr-us-east-1 © Active 122 EKS.

Documentation [5

Submit feedback

Verify the Node Pool from the EKS console.

EKS Clusters eks-commerce-ftr-us-east-1
eks-commerce-ftr-us-east-1 G || Detete ctuster
@ The Kubernetes BoundServiceAccountTokenVolume feature introduced an expiration time to service account tokens. This feature is enabled by default in EKS v1.21 and later clusters. You may have to update your application X

dependencies to refetch service account tokens to avoid API server request errors. Learn more [

¥ Cluster info info

Kubernetes version info Status Provider
122 © Active EKS
Overview Resources Compute Networking Add-ons Authentication Logging Update history  Tags
Node groups (1) nfo Add node group
Group name A Desired size v AMI release version Launch template Status
helsw-com-ftr 3 1.22.9-20220620 - @ Active

IVV. Connect to the Bastion host.

Log in to the Bastion host.

ssh -i comftr.pem ec2-user@ bastion_lpAddress

V. Connect to the cluster from the Bastion host.
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e For a production environment, it is recommended to configure private control plane access so that
connectivity is only permitted from the Bastion host.

e For a development or testing environment, you can configure private/public control plane access so
that the cluster can be accessed using local workstations.

To connect and access the cluster using kubectl APIs, use the following commands:

a. Authenticate the Bastion host to the EKS cluster.

aws eks update-kubeconfig --region us-east-1 --name eks-hxun-n-us-east-1

b. Add a new user to aws-auth configMap to allow EKS access.

For more information, see Enabling IAM user and role access to your cluster in the Amazon AWS
documentation.
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VI. Install the required utilities on the Bastion host to work with EKS clusters.

Refer to 1.i. of Infrastructure deployment to install kubectl, eksctl, helm and aws-cli on the Bastion
host.

2. Application deployment
l. Download the HCL Commerce images from HCL.

a. Log in to Flexnet. This requires an account with the appropriate download permissions.
b. Click on HCL Commerce under the download section and obtain the associated Docker images and
Helm Charts for the version of HCL Commerce that you want to deploy.

£-2 HCL SOFTWARE

Activation & License Support Devices Downloads Accounts &

Entitlements Users

License & Download Portal

See all
Recent Entitlements Your Downloads
Activation ID Product Product description Last modified HCL BigFix
FLX_20220704055453
- HCL BigFix Try and Buy Jul 4, 2022 HCL Clara

f9a1-faco-8b49-4849-a61a-b... HCL AppScan Standard Edition HCL AppScan Standard Single Jul 4, 2022
eguthorizen User Single Install  User product, dynami:sanalysis HCL Commerce
desktop tool using the Single
User license model (Node HCL Compass
Loceach HCL Connections

a17a-0041-87e2-41b8-beac-c... HCL Domine Utility Express Jul 4, 2022 HCL DXPN
See all

Recent Releases Announcements
Description Date
HWA Plugins June 24 Pre-Release Jun 24, 2022
HCL Commerce Enterprise v8.0.1.18 without IBM Cloud Private Mar 08, 2022
HCL VersionVault v3.0.0 Mar 25, 2022
HCL Exacto version 3.0.1 Mar 29, 2022
HCL ZIE for Windows 1.1.2 Mar 30, 2022

QuickLinks

List Entitlements
List Licenses
List Devices

List Accounts
List Users
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£ HCL SOFTWARE

Actiation&  Licsnse Support  Device [ —
Entitlements Users
Downloads
HCL_Commerce_Enterprise_Version_%.1.10.0
Files Downloadlog  Notification Log

File Descripion 3 File Size 3 Fie Added 3 File Name 3
HCL Commerce Enerprise W8.1.10.0 - Cache App x86-64 Mullilingusl B50.4MB  Mer 28, 2022 HCL_Commerce. 10,0 _Cache App XBE.64 igz
ML Garmmar Enforpion V.1,10.0 - Cusmizafion Sorvar x38-64 Mgl 501248 M 20, 2022 HEL_Comna i tion_Server_186-64 g2
HCL Cammarce Enorprisa V9.1.10.0 - Data Ingest Server x6-64 Mutiingual B844IMB Mar 28, 2002 HEL_Cammaroe_Entarprise_6.1.10.0_Data_ingest_Server_x8-64.2
HEL Gomemerca Entorprisa V.1.10.0 - Dt N1 gy Sorver x06-64 Wullingual 11768 Mer 20 2022 HL_Commarce_Eneriss_8.1.10.0_Oat_NF\ Regiiry_Sarver_xi6-64
HEL Camemercs Emerpriss ¥9.1,10.0 - Data NE| Sarvar x66-64 Muslingus 90568 Mar 28, 2022 HOL_Commercs_Enterpriss_9.1.10.0_Dsta_NFI_Sarvar_x86-64.15z
HCL Commarca Enerprise V8.1,10.0 - Data Quary Senver x86-64 Multilngual 609GB  Mar 28, 2022 HCL_Commarce_Enterprse_9.9.10.0 Query_ Server x36-641az
HCL Commerca Enderprise VB.1,10.0 - DBZ Server xB5-64 Muliingual 1.14G8  Mer 28, 2022 merce_Enterprise_9.1.10.0_DB2_Server i 4.5z
HEL Gommarce Enfopei V6:1.10.0 - Gom Sior Wek Sarvr x86-84 Nutlngual 553 170 N 28, 2022 HEL_Commercs_ Enterprise_51.10.0_Gam_Siore. Wob_Sarver i
HCL Cammercs Enterprise VO.1.10.0 - GraphQL Server xB6-64 Multiingual B112MB  Mar 28, 2022 HCL_Commarce_Enterpriss_9.1.10.0_GraphQL_Serves_xB6-64 132
HOL Gomemarca Entarein 51100 - Must Gt Ssrver x86-64 Mulbingual 056,298 e 20,2022 o Entsprse_ 31 10_Must_Gather_ Server_x68-54 g2
HOL Commarcs Entareine V81100 - Search Sarvr xb6-64 Musingus D9sea Mar 29, 2022 HL. Gommerce_ Enterpras_51.10.0_ Search Sarver 166
HCL Commerce Enerprise V0.1.10.0 - Store Sarver x86-54 Multilingusl 121GB  Mer 28, 2022 merce_Enberprise_9.1 re_Server_xB5-54 19z
HCL Commerce Enlerprise WB.1.10.0 - Support Container x86-64 Multilingusal 26.12MB  Mer 28, 2022 HCL_Commerce_Enterprise_8.1.10.0. iner_x85-54.192
HCL Gommerce Entepeiss 1100 - Toing Wl Sever 188-64 Mullingual TET 188 Mos 20,2002 ros_Enterprice_ 8 Web_Server,_xa8-84.1g2
HOL Gamemares Entarei V0.1.10.0 - Transaesion Serer 485:64 Mutiingusl 20808 Mar 28, 2022 HCL_Commercs_ Enteriiss_ 81100 Transaston_Sarver xB6-64 132
HEL Commarc Entace V81100 - Transacton Web Sérver 9664 Wllingual Teasima e 20,2022 HCL_Commrce_ Entrprise_8:1.100,_Transacton_Web_Server xB6-64.12
HCL Commerce Enerprise V8.1.10.0 - Utiity Server xB6-54 Multiingual 3.35G8  Mar 28, 2022 HCL_Commerce_Enberpriss_9.1.10.0_Utility_Server_xB6-84.10z

I. Create an ECR within an AWS project and load the HCL Commerce Docker images.

a. Create an ECR within AWS.

Services | Q ECR L ® N. Virginia ¥

Registry
Share and deploy container
software, publicly or privately

Pricing (US)

H .t k You only pay for the amount of data you store in your
OW IT WOrKs public or private repositories and data transferred to the
Internet.

Find out more [4

Amason £CS

Amazon EXS

Amazeo Cloud
weite code Run containers
2t pack sy o Amazen ECR . " .

Getting started (2

What is Amazon ECR?

Getting started with ECR

Benefits Set up a CICD pipeline with ECR
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b. Load the HCL Commerce images locally.

For example,

docker load —input HCL_Commerce_Enterprise_9.1.10.0_Support_Container_x86-64.{gz

c. Tag the loaded images with an ECR URL, and push the Docker images to the AWS ECR
registry.

For example,

docker tag imageid 6088386 XXXXX.dkr.ecr.us-east-1.amazonaws.com/commerce-

9110-tr:9.1.10.0

docker push 6088386 XXXXX.dkr.ecr.us-east-1.amazonaws.com/commerce-9110-

ftr:9.1.10.0

images | findstr 9.1.10.0
1.amazonaws.com/commerce-9110-ftr
§69212a8 3 months ago

commerce/supportcontai

69212a8 3 months ago
PS C:\Users\hcladmin> docker

d. Transfer the HCL Commerce Helm Chart bundle file downloaded from Flexnet to the Bastion
EC2 instance.

For example,

scp -i comftr2.pem HCL_Commerce_Helm_Charts_9.1.10.0.bundle ec2-

user@18.215.183.119:/tmp/

9415 commerce-helm % scp -1 comftr2.pem HCL_Commerce_Helm_Charts_9.1.10.0.bundle ecZ-user@18.215.183.11¢
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f Amazon Linux 2 AM

nux-2/
YPE: cannot change locale (UTF-8): No such file or directory

CL_Commerce_Helm_Charts_9.1.1@.8.bundle

e. Extract the git bundle with git clone.

For example,

git clone HCL_Commerce_Helm_Charts_9.1.10.0.bundle

[ec2- uqerﬂlp 10-192-10-21 tmp]$ git clone HCL_Commerce_Helm_Charts_9.1.10.0.bundle
Cloning into 'HCL_Commerce_Helm_Charts_9.1.10.0'
Receiving objects: % (778/778), 668.65 KiB | 39.33 MiB/s, done.

Resolving deltas: 590/590), done.
[ec2-user@ip-10-192-10-21 tmp]$ 1s -1rt
total 672

f. Configure AWS to connect to the cluster.

aws eks update-kubeconfig --region us-east-1 --name eks-commerce-ftr-us-east-1

aws configure

Configure and deploy the HCL Commerce Helm Chart to deploy the application.

Note: The following steps are derived from the HCL Commerce deployment documentation. For a
different format, or further clarification, review Deploying HCL Commerce Version 9.1 on
Kubernetes in the HCL Commerce documentation.

HCL Commerce supports several deployment configurations. The default configuration mode used
by the provided Helm Chart is Vault configuration mode. Vault is also the recommended
configuration mode for HCL Commerce as it was designed to store configuration data

securely. HCL Commerce also uses Vault as a Certificate Authority to issue certificate to each
application to communicate with one another securely. Therefore, ensure that you have a Vault
service available for HCL Commerce to access. The following steps highlight the minimum
requirements before deploying HCL Commerce.

For non-production environments, you can consider the use of hcl-commerce-vaultconsul-
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helmchart to deploy and initialize Vault for HCL Commerce as it can initialize the Vault and

populate data for HCL Commerce. However, that chart runs Vault in development and non-high
availability (HA) mode and does not handle Vault token securely. Therefore, it should not be used
for production environments.

a. To deploy a demo instance, the following changes are required.

LICENSE=accept

imageRepo=ECR_repo_where_the_ HCL_Commerce_images_are_pushed

Change the Enabled flag to true for the services to be deployed with HCL Commerce.
Change the Redis, Zookeeper, and Elasticsearch service URL values in Vault to include
correct namespace and service name.

For Triggering Auto indexing, set the search index creation flag to true.

If deploying a live environment, set the pushToLiveEnabled flag to true.

robhRE

ow

b. Configure the database.
In this document, the sample out-of-the-box containerized DB2 database is used.
Note: It is recommended to set up and use one of the supported database servers outside of the
cluster. However, for demo usage HCL Commerce also ships with an out-of-the-box

containerized DB2 sample database which HCL Commerce deployment can connect to.

To use a supported database, see Configuring a database for HCL Commerce.

Deploy the HCL Commerce IBM Db2 image on EC2 instance outside the cluster. This instance
is set up in a private subnet and has no external IP assigned.

To expedite the deployment, the following docker-compose file can be used. This image cannot
be used in a production environment.

version:; '2.3'

services:

db:
image: gcr.io/blackjack-209019/services/commerce/release/ts-db:9.1.10.0
hostname: auth_db
privileged: true
environment:
- LICENSE=accept
ports:

33


https://help.hcltechsw.com/commerce/9.1.0/install/tasks/tig_prepare_db_rt.html

- 50000:50000
healthcheck:

test: exit O

You can check the Docker container status using the following command:

By default, the Db2 database listens on port 50000.
c. Deploy NGINX ingress.

i.  Create the ingress-nginx namespace.

ii.  Deploy NGINX ingress to the EKS cluster.

kubectl apply -f https://raw.githubusercontent.com/kubernetes/ingress-

nginx/controller-v1.2.1/deploy/static/provider/aws/deploy.yaml -n namespace
iii.  Check the pod health. Wait until everything reports ready and running.
kubectl get pods -n namespace

Note: If you get the following error, change the ingress API version to /vl from /vlbetal.
Kubernetes version 1.22 only supports /v1 and not /vlbetal apiVersion: networking.k8s.io/v1l

Error: unable to build kubernetes objects from release manifest: unable to recognize "": no matches for kind

"IngressClass" in version "networking.k8s.io/vlibetal"

d. Install Vault using the HCL Commerce hcl-commerce-vault Helm Chart.

I. Add the appropriate DB hostname and port values for the remote Db2 host VM.
ii. Create a namespace for Vault.

kubectl create ns vault

iii. Install Vault.
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helm install vault ./ -f values.yaml -n vault

% helm install vault ./ -f values.yaml -n vault

e. Deploy the required third-party applications, Elasticsearch, Zookeeper
i. Deploy Elasticsearch.

1. Create a namespace for Elasticsearch.

kubectl create ns elastic

2. Add the Elasticsearch Helm Chart repository.

helm repo add elastic https://helm.elastic.co

3. Deploy Elasticsearch using a local elasticsearch-values.yaml file. A sample

version of this file is available in the sample_values directory of your cloned
HCL Commerce Helm Chart Git project.

helm install elasticsearch elastic/elasticsearch -n elastic -f

elasticsearch-values.yaml

4. Monitor the deployment and ensure that all pods are healthy.

[ec2-user@ip-10-192-10-21 hcl-commerce]$ kubectl get pods -n e
NAME READY STATUS RESTARTS AGE

hcl-commerce-elasticsearch-0 1/1 Running 0 8d
[ec2-user@ip-10-192-10-21 hcl-commerce]$ I

ii. Deploy Zookeeper.

1. Create a namespace for Zookeeper.

kubectl create ns zookeeper
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2. Add the Helm Chart repository.

helm repo add bithami https://charts.bitnami.com/bitnami

3. Deploy Zookeeper with the provided zookeeper-values.yaml deployment
configuration file. A copy of this file can be found in

the sample_values directory of your cloned HCL Commerce Helm Chart Git
project.

helm install my-zookeeper bitnami/zookeeper -n zookeeper -f

zookeeper-values.yaml

4. Monitor the deployment and ensure that all pods are healthy.

[ec2-user@ip-10-192-10-21 hcl-commercel]$ kubectl get pods -n zookeer
NAME READY  STATUS RESTARTS  AGE

hcl-commerce-zookeeper-@ 1/1 Running 0 7d23h
[ec2-user@ip-10-192-10-21 hcl-commerce]$ I

iii. Deploy Redis.

1. Create a namespace for Redis.

kubectl create ns redis

2. Add the Helm Chart repository.

helm repo add bithami https://charts.bitnami.com/bitnami

3. Deploy Redis using a local redis-values.yaml file. A sample version of this

file is available in the sample_values directory of your cloned HCL
Commerce Helm Chart Git project.

helm install my-redis bithami/redis -n redis -f redis-values.yaml --set

master.disableCommands="" --version="redis-chart-version"

Note: Some older versions of the Redis Helm Chart are deprecated by
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bitnami, such as the version 15.5.2 sample that was for HCL Commerce
9.1.10. Download the latest released version of the HCL Commerce Helm
Chart for the most up-to-date and compatible version of the Redis Helm
Chart.

4. Monitor the deployment and ensure that all pods are healthy.

[ec2-user@ip-10-192-10-21 hcl-commerce]$ kubectl get pods -n red
NAME READY STATUS RESTARTS AGE

hcl-commerce-redis-master-@  1/1 Running @ 7d23h

) 0 &

f. Configure your HCL Commerce deployment Helm Chart.

Use the provided hcl-commerce-helmchart to customize your deployment. See the A

readme file provided in the helm chart describes the significance of each configurable value
in Helm Chart.

Note: It is strongly recommended to not modify the default values.yaml/ configuration file
for your deployment. Instead create a copy to use as your customized values file, for

example, my-values.yaml. This will allow you to maintain your customized values for future
deployments and upgrades.

g. Use Helm to control the deployment of HCL Commerce.

Once you have completed the configuration of your deployment in your my-values.yaml file and meet the
environment prerequisites, you are ready to deploy HCL Commerce by using Helm.

Commerce deployment consists of two environment deployments auth and live. In addition, a separate
deployment for Elasticsearch is called the shared environment.

- Auth deploys the authoring instance of the HCL Commerce deployment.

- Live deploys the live instance of commerce deployment.

- Share deploys the shared instance of the Elasticsearch deployment.
These components, including NiFi, Ingest, and Registry, are required by the Elasticsearch-based search
solution in both the auth and live HCL Commerce deployments.

Note: For a production environment, it is recommended to use live instances, while for demo or test purposes
you can rely solely on the deployment of an auth instance.

You can set the environmentType fields in a values file to deploy the corresponding instances.
Note: To deploy all the environment types, Share, Auth and Live in single Helm deployment, you must include
the environments in the Helm values file with comma separated values.

For example,
environmentType: share,auth,live
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This will deploy all the pods search, auth and live commerce into the Kubernetes cluster.

Run the deployment:

helm install pathfoHelmChart-f my-values.yaml-n commerce

To deploy instances separately:

helm install pathtoHelmChart -f my-values.yam/--set common.environmentType=live -n commerce

Once the HCL Commerce applications are deployed, if you have further configuration changes or image
updates, you can use Helm upgrade command to update the deployment.

To update a deployment run the following Helm command for the release and environmentType that you want
to update. This can be used with or without the environmentType parameter.

helm upgrade release-name pathfochart -f my-values.yaml/ --set

common.environmentType=environmentType -n commerce

Notes:

- Ifyou use the Elasticsearch-based search solution, it is required to use a completely new persistent
volume for NiFi, and clear any existing Zookeeper data before you redeploy. This is required so that the
newer version of the connectors can be created automatically during the deployment.

= To clear the NiFi data:
1. Create a new Persistent Volume Claim (PVC), and configure the new PVC
name in your deployment values.yaml file.
2. You can then remove the previous attached persistent volume claim.
kubectl delete pvc previous_pvc_name -n commerce
= To clear Zookeeper data:
1. Delete the existing Zookeeper instance.
helm delete my-zookeeper -n zookeeper

2. Remove the existing persistent volume claims.
kubectl delete pvc --all -n zookeeper

3. Re-deploy Zookeeper.
- HCL Cache caches classes that can be modified in newer versions of HCL Commerce. To avoid errors

in de-serializing an old version of the class, it is strongly recommended to clear Redis keys after
upgrading HCL Commerce. Redis keys can be cleared with the Redis flushdb or flushall commands.
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Once the deployment is complete, check the pods status of the pods.

kubectl get pods -n namespace

[ec Mip " -n commerce

NAME STATUS RESTARTS  AGE
commerce-cc Running @ 8h
comme 0/ Completed 0 119m
demoqaauthcrs-app-5894f / Running i 7h13m
demoqaauthdb-5bbfdf8fcc-

Running G 8h
Running 0 7h13m
Running 0 119m
Running 0 8h
Running ) 7h13m
Running G 8h
Running 0 8h
Running 0 8h
Running 0 8h
Running 0 119m
Running G 8h
Running 0 8h
Running 0 8h
Running @ 8h
Running 0 8h
Running G 8h

demoqali
demoqalivets-

CrereERRERREERRREE
BER ARl Rl NAR

h. Build the search index.
An Elasticsearch-based search solution search index can be built with multiple ways.

In recent version of commerce a index-creation job is added with runs after deployment and build the indices of
the storelD values which are provided within the Helm values file.

Once the index is built you will observe the status of pod as completed.

commerce-hclcom-index-creation-demoqa-y3sqtyl4k6--1-45dbd 0/1 Completed 5h52m

A search index can also be built manually using APIs, either from the Transaction server (ts-app) or ingest
swagger.

Below are the APIs that can be used to trigger indexing manually from the Transaction server for an auth
instance and, and then propagated to the live instance using push-to-live.

POST: https://CommerceServerName
:CommerceServerPorfiwcs/resources/admin/index/datalmport/build?connectorld=auth.reindex&storel

d=1
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POST: https:// CommerceServerName: CommerceServerPort

/wcs/resources/admin/index/datalmport/build?connectorld=push-to-live&storeld=1

Leave the Body empty and use basic authentication with the username spiuser and the
password spiuserPassword.

https://tsapp.demoqaauth.awsftr.com/wcs/resources/admin/index/datalmport/build?connectorld=p... [Q) save v
POST ~  https://tsapp.demogaauth.awsftr.com/wcs/resources/admin/index/datalmport/build?connectorld=pusl Send v
Params @ Authorization ® Headers (9) Body Pre-request Script Tests Settings Cookies

Type Basic A.. @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a b4

collaborative environment, we recommend using variables. Learn more about variables 2
The authorization header will be
automatically generated when you
send the request. Username spiuser
Learn more about authorization

Password sessssesesnsesensssesesasssassssenanns

Show Password

Body Cookies (2) Headers (6) Test Results @ 202 Accepted 673 ms 257B  Save Response v
Pretty Raw Preview Visualize JSON = m Q
1 i
2 "jobStatusId": "1004"
3 &

You can verify the status via the REST interface.

GET: https://CommerceServerName

:CommerceServerPortiwcs/resources/admin/index/datalmport/status?jobStatusld=jobStatusld
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https://tsapp.demogaauth.awsftr.com/wcs/resources/admin/index/datalmport/status?jobStatusid=1... ) save v 4

GET v https://tsapp.demoqaauth.awsftr.com/wcs/resources/admin/index/datalmport/status?jobStatusid=10C Send v

Params @ Authorization ® Headers (8) Body Pre-request Script Tests Settings Cookies

Type Basic A v @ Heads up! These parameters hold sensitive data. To keep this data secure while working in a X
collaborative environment, we recommend using variables. Learn more about variables #

The authorization header will be

automatically generated when you

send the request Username spiuser
Learn more about authorization 2

Password COOE0CONCE0C00N00000COCC0N00000000C000
Show Password
Body Cookies (2) Headers (7) Test Results @, 2000K 244ms 622B SaveResponse v
Pretty Raw Preview Visualize JSON = m Q
1 i
2 "status": {
3 "finishTime": "2022-07-13 11:48:20.404467",
4 "lastUpdate": "2022-07-13 11:48:20.404467",
5 "progress": "100%",
6 "jobStatusId": "1004",
7 "startTime": "2022-07-13 11:47:47.317164",
8 "runId": "i-1c9474b8-6a77-40af-8afb-70d95e83£35h",
9 "message": "Ingest job finished successfully for storeld: 11. ",
10 "jobTvpe": "SearchIndex".

¢ Check message to observe at a high level what problems Ingest/NiFi has:
o Iftheindex build is stuck in a running state longer than usual, then the message lets you know which
pipe that the index is stuck on.
o If the index build fails in the middle, then the message lets you know the issues in the pipe causing
the index failure.
e The API returns the status information in the form of one of the following status codes:
1 = Failed.

o 2(0ld version) or 4 = Ingest could not determine the status the Index is in from Elasticsearch.
o -1 =Index s still running.
o 0 =Indexing successful.
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GET v https://tsapp.demogaauth.awsftr.com/wcs/resources/admin/index/datalmport/status?jobStatusld=20( “

Params Authorizatior Headers (8) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION 999 Bulk Edit|
jobStatusld 2005
ody Cookies Headers Test Results @R 2000k 834ms 635B Save Response v
Pretty Raw Preview Visualize JSON v = m Q
1 i

2 "status": §
"jobStatusId": "2005",

4 "startTime": "2022-08-26 17:30:54.01635",

ki "message": "Datalngest is about to start for store 12.",
"jobType": "SearchIndex",
"properties": "[storeId=12, connectorId=push-to-live]",
"status": "-1"

9 3

1 L)

[ra =}

i. Access the storefront.

Once the deployment is completed successfully, you can get the ingress IP and hostname and add the required
host entries to access the application.

Note: If you have the authorized domain and you can add that to the ingress yaml and refer the secret under tls-
secret which would hold the crt and key file of your domain.

This will ensure the secured https call is made to the HCL Commerce application.

For example, to secure the Emerald store call, create the ingress with your host and add the secret at the bottom
of yaml as displayed in the screenshot example below.

- host: demogaauth.commerceftr.hclcx.com
http:
paths:
- backend:

tls:
- hosts:
- demoqaauth.commerceftr.hclcx.com
secretName: commerceftr
status:
loadBalancer:
ingress:
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You can get further ingress details using the kubectl get ing command and then add the host entries in local
hosts file.

b25fbc.elb.us-east-1.ama

To get the ingress external IP or alias domain name, use

kubectl get svc -n ingress-nginx

Below are some commerce applications (store, cmc) screenshots:

Accessing the TLS enabled Storefronts in production environment:

Emerald (B2C) auth instance:
https://demoqalive.commerceftr.hclcx.com/Emerald
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c >c @ hoice © o % O¢

@ Emerald Q W Signin/Register English (US) v

0 items

All Categories Living Room Bath Bedroom Dining Room Kitchen

/i
\W

== - Explore Dozens
m of New Arrivals

(.:‘ Freshen up your living space with all new
furniture, lighting, and decor that fit any living
room style.

Shop Living Room &% S
B

FREE SHIPPING PROMOTION

Emerald (B2C) Live instance:
https://demogalive.commerceftr.hclcx.com/Emerald

€ > C 8 helex. (NG - S |

& Emerald Q

T SignIn/Register English (US) v
0 ltems

All Categories Living Room Bath Bedroom Dining Room Kitchen

= Explore Dozens

m of New Arrivals

Freshen up your living space with all new
furniture, lighting, and decor that fit any living
room style.

-~ Shop Living Room o =

FREE SHIPPING PROAMATION
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Sapphire (B2B) Auth instance:
https://demogaauth.commerceftr.hclcx.com/sapphire

€ >cC(a helex Eox 0O

@ Sapphire Q Sign In / Register English (US) v

All Categories Fasteners Lighting

Streamlined B2B
Order Management

Quickly view order status, order history, and manage
recurring orders with our Dashboard.

Sign In or Register

Sapphire (B2B) Live instance:
https://demogalive.commerceftr.hclcx.com/sapphire
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&« C @& demoqalive.commerceftr.hclcx.com/Sapphire o« 0O ‘

# Sapphire Q Sian In / Register English (US)

All Categories Fasteners Lighting

Streamlined B2B
Order Management

Quickly view order status, order history, and manage
recurring orders with our Dashboard.

Sign In or Register

» » .

> -

. 3
o >
® .

Management Center for HCL Commerce (with TLS enabled)

Management Center Auth:

<« Cc a helex lobtool: enter o« 0@
=  Management Center Tools Weicome wosadmin  Log Out

Analytics rkspace Management Analytics

Search

at
o nt Center Product Tour

Marketing

 enables business users to perform catalog management, promotion, and marketing
ate, and maintain merchandising and marketing assets in stores using the consumer
Assets nd extended sites business models.

Promotions

Manage Accounts
Installments
igement Center
Manage Stores s in various ways
ork area
Shipping earch
Tax , our Management Center
Manage Organizations
b ! Promotions
System Administration
Store promotions

Gtting Staried w page for your store and design a layout by using widgets. Learn how to find the right promotion type to base your promotion on, create a promotion limited to products from a specific
e manufacturer, and use the store preview to ensure the promation works correctly.

Read more
Preferences. .

Catalogs

Targeted advertising

Leam how to display an ad on a store page by creating a Web activity, and preview the store page to make sure the ad displays as Product enrichment

expected Learn how to change product add 9 to sell y products, change the category that a
s e product is in, and preview the store page to make sure the changes display as expected.
Read more

Behavioral marketing

Learn how to create a Dialog activity that sends a marketing email to customers when they place their first order with the store. Product placement

Paad o Learn how to use sales catalogs to show product assortments in multiple ways, and preview the store page to make sure the changes
display as expected

Management Center Live:
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Management Center Tools
Analytics
Catalogs
Marketing
Promotions
i enables business users to perform catalog management, promotion, and marketing

late, and maintain merchandising and marketing assets in stores using the consumer
> ind extended sites business models.

Assets

Manage Accounts
Instaliments
Msrnge kres igement Center

> < in various ways
ork area

Shipping
Tax ’ earch
Manage Organizations > ©ur Management Center
System Administration
Getting Started

Click here to submit an Idea
Seplanirae.. w page for your store and design a layout by using widgets

Read more

Marketing

Targeted advertising

Learn how to display an ad on a store page by creating a Web activity, and preview the store page to make sure the ad displays as
expected

Read m

Behavioral marketing
Leam how to create a Dialog activity that sends a marketing email to customers when they place their first order with the store.

Read more

Welcome wesadmin  Log Out

nt Center Product Tour

Promotions

Store promotions

Leam how to find the right promotion type to base your promotion on, create a promotion limited o products from a specific
manufacturer, and use the store preview to ensure the promotion works correctly.

Read more

Catalogs

Product enrichment

Leamn how to change product information, add merchandising associations to sell complementary products, change the category that a
product s in, and preview the store page to make sure the changes display as expected.

Read more

Product placement

Leam how to use sales catalogs to show product assortments in multiple ways, and preview the store page to make sure the changes
display as expected.

Read more

Nifi:

Note: Nifi is an internal search application, and it is recommended to be accessible only internally. Or, to check

NiFi, you can port-forward to the NiFi pod.

HCL Commerce Data Ingest Service.

ni ¢ @ 8 EE T >

D Navigate

aa Ikl

£ 11:54:39 GMT

o

AT _

5 operate

NiFi Flow - - —
b346020-017F-1000-1 a671192e
4 5% >N i
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HCL Commerce Solr-based search application deployment

The focus of this document is on the newer Elasticsearch-based solution that was introduced with HCL
Commerce 9.1. However, can also use the HCL Commerce Helm Chart to deploy a Solr-based search
environment with similar steps mentioned before. This was the search solution introduced in previous versions
of HCL Commerce, and remains fully supported in HCL Commerce 9.1.

By setting the deployment parameter common.searchEngine to Solr in the values.yaml file, HCL Commerce
is deployed with the Solr-based search engine configuration. In this deployment, it will deploy a Search Master
into the auth group, and a Search Repeater and Search Slave into the live group.

It will not deploy the Elasticsearch-based search solution. In this configuration, the new React-based reference
store can not be deployed, as this store solution requires Elasticsearch query services to function.

For more details, see Deploying HCL Commerce Version 9.1 on Kubernetes in the HCL Commerce
documentation.
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7.2. Maximizing Uptime & Availability (DAS-002)

HCL Commerce delivers Docker images and Helm Charts. Customers can deploy Commerce on multiple
Amazon EKS clusters in multiple regions, and then connect applications hosted in Amazon EKS clusters in
multiple AWS Regions over private network using inter-region VVPC peering and employ a data replication
strategy that fits recovery point (RPO) and recovery time (RTO) objectives. Customers can also use AWS
Global Accelerator routing capabilities to simplify directing traffic to multiple AWS Regions whether you need
to implement active-failover, active-active, or more complex scenarios.

HCL Commerce customers must set up DB2 or Oracle Database themselves, and should be encouraged to
follow their database solution instructions to set up High Availability architecture. Commerce uses IBM
WebSphere Application Server (tWAS) and Liberty server Datasource to connect to the database. Both TWAS
and Liberty DataSource support high availability Data access to DB2 and Oracle.

7.3. Different Deployment Configurations (DAS-003)

HCL Commerce supports single-AZ, multi-AZ, or multi-region deployments. However, multi-region
deployment is not recommended, because of the complexity of deployment and its negative performance
impacts. A multi-AZ deployment is recommended, because it can ensure availability and stability for HCL
Commerce during availability zone disruption, or planned system maintenance. For a single-AZ deployment,
the HCL Commerce Helm Chart supports increasing replicas to prevent unexpected failures for a single node.
Overall, for use in a production environment, HCL Commerce users should endeavor to set up the environment
with a multi-AZ deployment model to achieve a balance between performance and availability.

7.4. Testing / Troubleshooting (DAS-004)

The first step to verify the HCL Commerce deployment is to check if all the Kubernetes pods are up and
running properly. It requires about ten minutes for all the pods to be up and running in sequence depending on
the capacity of your Kubernetes worker nodes. If the user has enabled auto search index creation for
Elasticsearch, then should expect some extra time for the search index job to be completed successfully. Users
can also trigger the build index job for either Elasticsearch-based or Solr-based search manually after all the
Commerce services are up and running to verify them.

The next step for testing is to access to environments and perform some sanity tests, such as going to the
storefront to complete a shopping flow or navigate to Commerce management center to create a promotion.
Overall, users should try to access different Commerce URLs and make sure they are accessible and try some
basic functionalities as a starting point for the testing process. See more instructions provided in steps 4, 5 and 6
in Help Center (https://help.hcltechsw.com/commerce/9.1.0/install/tasks/tdeploykubern91-commerce.html ) to
monitor the deployment and access the environment.

The following URLS can be used to access store and business tooling:

e An Aurora storefront: https://commercehostname/wcs/shop/en/auroraesite
e An Emerald storefront (The new React-based reference store): https://commercehostname/Emerald
e Management Center for HCL Commerce: https://commercehostname/lobtools/cmc/ManagementCenter
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For further troubleshooting help, see Troubleshooting in the HCL Commerce documentation.

8. Health Check
8.1. Assess & Monitor Application Health (HLCH-001)

HCL Commerce 9.1 has extensive monitoring capabilities based on Prometheus-style metrics. The HCL
Commerce pods make metrics available on internal endpoints that are consumed by Prometheus through a
process known as scraping. HCL Commerce also provides a set of Grafana dashboards which are designed to
bring attention to critical metrics, highlight problems, and assist users with the resolution of bottlenecks.

For users to utilize HCL Commerce native monitoring capabilities, the first step is to install a Prometheus-
compatible monitoring system. Specifically, kube-prometheus-stack is the most popular and recommended
option for installing Prometheus. It is an all-in-one install that includes Prometheus Operator (ServiceMonitor
support), Grafana, and pre-configured instrumentations for Kubernetes monitoring.

For more details about the installation process, see the Prometheus and Grafana Install readme on the HCL-
TECH-SOFTWARE github account.

Once Prometheus and Grafana are installed, users can import the HCL Commerce Grafana dashboards. Grafana
dashboards can be installed individually by importing the .json files into the Grafana Ul, or by using the
Commerce Dashboards Helm Chart to define them all at once. Users can monitor a comprehensive set of
metrics giving a detailed view into the performance and health of the servers.

For more information about metrics that are displayed in the provided dashboards, see the HCL Commerce -
Dashboards for Grafana readme on the HCL-TECH-SOFTWARE github account.
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9. Backup and Recovery

9.1. Automated Backup of Necessary Components (BAR-001)

HCL Commerce does not provide any automated tools or scripts for backups. However, several suggestions for
backup and recovery are provided:

e Because HCL Commerce applications are stateless, and depend on the database for the recovery,
it is strongly recommended to follow the database platform documentation to back up the entire
database.

e Customers must always back up unique configurations and customizations.

All configuration information and customizations should be recorded so that they can be used to
re-create a duplicate test or production environment in the case of an emergency or failure. In
addition, all source and deployment related codes should be backed up as well for recovery
purposes.

9.2. Restoring Data from a Backup (BAR-002)

Refer to the documentation for your database platform on proper procedures for restoring backup files.
To restore the backup of your HCL Commerce database, see the following:

- Restore overview in the IBM Db2 documentation.
- Database Backup and Recovery User's Guide in the Oracle Database documentation.

9.3. Recovery from Failure (BAR-003)

HCL Commerce applications are stateless. All data is stored in the database. When an application failure
occurs, health check detects the failure and redeploys a new pod. The new pod will read data from database and
recover the application state.

Therefore, HCL Commerce depends on the database to work. Customer must follow their database
documentation to setup High Availability (HA) mode and correctly configure backup and recovery policies.

9.4. Recovery from Availability Zone Failure (BAR-004)

HCL Commerce does support multi-AZ or multi-region deployment. However, a multi-region deployment is
not recommended due to the complexity of the deployment, and performance implications.

A multi-region or multi-AZ Commerce deployment can achieve the greatest possible fault tolerance and
stability, and it can prevent disruption caused by availability zone failure. When there is a failure in one zone,
the EKS cluster can detect it and switch to a working zone.

In addition, as mentioned before, HCL Commerce applications are stateless, and depend on the database for any

recovery. An availability zone failure does not impact the data stored in database. For these reasons, recovery is
achievable when the availability zone is back, even if only a single availability zone is utilized.
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9.5. Manage Service Limits for Disaster Recovery (BAR-005)

If there are enough resources for deployment as mentioned in section 6.1, customers can achieve disaster
recovery based on the database, configurations, customizations, and source code that they have backed up.

Customers must regularly view and manage the quotas for AWS services using AWS Service Quotas
dashboard.

9.6. Recovery Time Objective (RTO) and Recovery Point Objective
(RPO) (BAR-006)

An estimated time for RTO and RPO cannot be estimated since these values are different for each customer.

These values depend on the individual operations strategy of each customer, and depend on factors such as the
size and complexity of environments, customizations, and the database backup strategy that are in place.

10. Routine Maintenance

10.1. Rotating Programmatic Credentials and Crypto Keys (RM-
001)

Sensitive data in the HCL Commerce database is encrypted using the seller specified merchant key.

This encryption key can be changed using the MigrateEncryptedinfo utility.
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https://help.hcltechsw.com/commerce/9.1.0/admin/refs/rsemigrateencryptinfo.html

10.2. Software Patches and Upgrades (RM-002)

Updates for HCL Commerce production environments are delivered as Docker images.

To update a production environment, you must download the new images, and rebuild them as custom images
to include your custom code. Then, deploy the new custom images.

For more information, see Deploying updated Docker images with Kubernetes in the HCL Commerce
documentation.

10.3. Managing Licenses (RM-003)

HCL Commerce manages license entitlements through the HCL Flexnet portal.

Only entitled customers can legally download HCL Commerce binaries.

When deploying HCL Commerce, customers must set the ACCEPT LICENSE environment variable to true in
the Helm Chart values.yaml configuration file.

The associated license files are included in each of the HCL Commerce Docker images.

10.4. Managing AWS Service Limits

AWS users (customers) must manage their own Service Limits and Quotas in the AWS Service Quotas
Console. For more information, see How do | manage my AWS service quotas? in the AWS documentation.
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11. Emergency Maintenance
11.1. Handling Fault Conditions (EMER-001)

Customers must contact HCL and open a case to describe the fault conditions that they are facing. The
engineering team investigates any reported issues and performs one of the following approaches to resolving
product issues:

- Providing an updated Docker image that includes the required product fix.

- Providing a patch with instructions on how to apply it, to resolve the environment issue
directly.

11.2. Recovering the Software (EMER-002)

Customers must back up their database, configurations, customizations, and source code.

With these backups, customers can recover their HCL Commerce environment to the point at which they
encountered issued.

12. Support
12.1. How to Receive Support (SUP-001)

HCL Software Support portal is the central hub for HCL product and customer support.

For HCL Commerce product support, you must register, and gain access based on your organization’s entitlements. For
more information, see How to register to HCL Software portals - eCommerce, License & Download, Customer Support.

Details about the Support processes are found in the HCL Support Guide.

If urgent support is required, and a customer cannot login (for example, forgotten password), they can reach out to our
Customer Assistance Center (CAC) team by following the Chat, Phone or Guest case links in the “Contact us” portlet on
the main HCL Software Support.

Instructions for creating a support case after registering can be found on How to create a HCL support case.

12.2. Technical Support Tiers (SUP-002)

There is a general standard support tier available to all current customers.

Customers can upgrade to Premium Software Support for an additional fee, which be customized to some
extent.
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12.3.

Priority

Support Tiers & SLAs (SUP-003)

Business Impact Definition

Initial Response Time

Critical An issue with the product or service that

impacts critical business functionality in
your production environment and
requires immediate attention. No
procedural workaround is available.

Note: 24x7 assistance requires you to
ensure availability of necessary technical
resources to assist HCL Support with
any requests related to problem
determination for the case.

Significant An issue with the product or service that

significantly limits functionality and
requires prompt attention. A business
deadline may be in jeopardy.

Minor An issue or question related to the
product or service that has low impact to
business operations.

None A question (possibly non-technical) that

has no impact to your business
operations.
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1 Hour (Premium)
2 Hour (Standard)

2 Business Hours

2 Business Hours

2 Business Hours
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