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Domino support for OIDC
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OIDC and OIDC login workflow

What is OIDC?  

• OpenID Connect (OIDC) is an authentication protocol layered on OAuth 2.0. While OAuth 2.0 focuses on 

authorization (access to resources), OIDC adds user authentication via an ID token (JWT) to verify identity.

Benefits of OIDC:  

• Streamlines user authentication.

• Enables Single Sign-On (SSO) across apps.

• Boosts security with trusted OIDC Providers.
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Keywords

• JSON Web Tokens (JWT): JSON (JavaScript Object Notation) web token, which holds claims for authorization and 
authentication.

• ID Token: The ID Token is a JWT that verifies the user’s identity and delivers authentication details to the client. These 
serve as the OIDC equivalents to SAML assertions.

• Bearer token : The bearer token is an access token that authorizes the client to access secured resources on behalf of the 
user.



Domino Supported Authentication methods with OIDC

HTTP Bearer Authorization :

• "Authorization: Bearer <access_token>" flow defined by RFC 6750.
• An access token is a signed JWT from a trusted OIDC Provider, that authorizes the bearer of this token to access 

the server.
• There are no session-based cookies, the bearer token is on every request.
• Works with web applications, Single Page Applications, Progressive Web Applications, registered native/mobile 

applications.
• OIDC authentication is negotiated through the client and Domino validates the access_token.
• More work to set up on the client than on the Domino server.

Web Login :

• Open ID Connect (OIDC) authorization code flow with PKCE.
• Similar to SAML, user is using a web browser.
• OIDC supports dynamic rekeying. These keys are published.
• A session cookie is issued.
• OIDC is negotiated through Domino.
• More work to set up on the Domino server than the client.



Domino Supported Authentication methods with OIDC

HTTP Bearer Token Authorization Web Login

Use cases Client applications such as native apps, 
mobile apps, Progressive Web Apps 
(PWAs), and Single Page Apps (SPAs).

HTTP clients

Login method The PWA, SPA, native app, etc. will 
negotiate obtaining a bearer token with the 
OIDC provider.

Domino redirects the user to the OIDC Provider to 
login. An access token and id token are provided 
to Domino.

Sessions None Session cookie (DomAuthSessID, LTPAToken)

Relying Party Client Domino server



Network Flow – HTTP Bearer Authentication

WebApp/Native
Mobile/SPA

OIDC Provider DominoUser Agent
Partnership

Client asks user-agent to open URL

Request to authentication endpoint

Authorization
Endpoint

User authenticates and consents

302 to client’s redirect_uri with code and state

GET with authorization code

Validate State

POST to token endpoint with code, client_id, client_secret Token
Endpoint

Bearer token including access_token, refresh_token

Request for Domino resources with Authorization: Bearer <access_token>

Validate access_token

Response with resource Resource
(NSF)

Client



Network Flow – OIDC Web Login

Domino OIDC ProviderWeb Browser Partnership

Authorization
Endpoint

Validate State

Token
Endpoint

user authenticates

Resource
(NSF)

Unauthenticated request to Domino Resource

302 to Domino’s OIDC Login endpoint

GET /names.nsf/auth/protocol/oidc&target_link_url=<orig url>

302 redirect with OIDC request parameters

Request to authentication endpoint

302 to Relying Party’s redirect_uri with code and state

GET /names.nsf/auth/protocol/oidc&code=XXX&state=YYY

POST to token endpoint with code, client_id and client_secret

Bearer token including id_token

Validate id_token 
302 to original URL, set session cookie

Authenticated request to original Domino resource



.

.

Configuration
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Prerequisite:

▪  Domino Server  

  - Version: 12.0.2 FP6 or 14.0 FP3 IF2 installed.  

  - HTTP secured with TLS via Certificate Manager (certstore.nsf).

  - Domino HTTP has Internet Sites enabled.

  

▪  IDP Catalog Database  

  - idpcat.nsf already created on the Domino server.

▪  AD FS Setup  

  - Version: AD FS 5.0 configured and operational.  

  - Running on Windows Server 2019.

▪ Other OIDC-Providers

.
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Preparing HCL Domino for OIDC authentication

Configuring Web Login with OIDC for HCL Domino :

▪ Steps Overview  :
  - Configure OIDC Provider: Set up AD FS, obtain Client ID & Client Secret.

  - Trust AD FS Certificate: Add AD FS certificate to Domino’s certstore.nsf & link to TLS 
credentials.
 Note: This is applicable only if you are using your own CA (other than trusted CA).

 - Enable HTTP Bearer Authentication: In Internet Site Document, set Bearer Token to Yes.
  
- Configure Trusted OIDC Provider: Add OIDC provider details in idpcat.nsf (Client ID, 
Secret, etc.).

▪ Reference: 
Configuring Microsoft ADFS for Web Login using OIDC

https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105015

Configuring  Microsoft ADFS for Bearer Token Authentication in Domino
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105035

.

https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105015
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105035
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Preparing for HCL Domino for OIDC authentication

Ensure Redirect URI is configured in the Identity Provider (IdP):

•  Redirect URI  
         - Format: https://<hostname>/auth/protocol/oidc  

- Set in OIDC provider for Domino.

.
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Preparing for HCL Domino for OIDC authentication

Configure the OIDC provider and obtain following to configure in Domino:

• Client Identifier: Acquire the Client ID generated by the IdP, tailored to the Domino web URI.

• Client Secret: Secure the Client Secret provided by the IdP for Domino’s use.

• AD FS Certificate : Domino server to trust the AD FS certificate.

.
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Preparing for HCL Domino for OIDC authentication

▪ AD FS Configuration Settings for OIDC authentication (As Shown in Screenshot)

.
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Preparing HCL Domino for OIDC Authentication

Configuring Domino to Trust AD FS Certificate :

▪ Steps to Trust AD FS Certificate  

  - Open `certstore.nsf` on the Cert Manager Server.  
  - Navigate to Trusted Roots > Click Add Trusted Root.

  

.



.

Preparing HCL Domino for OIDC Authentication

Configuring Domino to Trust AD FS Certificate

- In Main tab:  
    - Set Usage Categories to OIDC.  

 
- In Certificates tab:  

    - Paste the AD FS certificate key.  
    - Click on Submit request.

.
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Preparing HCL Domino for OIDC Authentication

▪ Confirm Certificate Processing  
  - Verify `CertMgr` task processed the trusted root certificate.  
  - Check status: Issued for the certificate.

.
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Preparing HCL Domino for OIDC Authentication

▪ Map Trusted Root to TLS Certificate  
  - Open the TLS credentials document of Domino.  
  - In Security/Keys tab -> Trusted Roots section:  

    - Select the imported trusted root certificate from the list.  
  - Click Save & Close.

.
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Enabling HTTP Bearer authentication

▪ Configure Domino to support Bearer token (JWT) authentication.

▪ Enable Bearer token authentication via Internet site document.

▪ Steps:
- Open the Internet Site Document for Domino.  

- Go to the Security tab. 

- Under TLS Authentication Options:  

- Set Bearer Token (JWT) to Yes. 

- Save & Close Internet site document.

Reference:
https://help.hcl-software.com/domino/14.0.0/admin/secu_enable_http_bearer_auth_c.html

https://help.hcl-software.com/domino/14.0.0/admin/secu_enable_http_bearer_auth_c.html
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Configuring Web Login with OIDC for web users

Configuring trusted OIDC providers :
 
• Register a trusted OIDC provider for Domino authentication.

- Open `idpcat.nsf` on the Domino server.  
- Navigate to OIDC Providers > Click Add OIDC Provider. 

.

Reference:
https://help.hcl-software.com/domino/14.0.0/admin/secu_config_http_bearer_auth_t.html

https://help.hcl-software.com/domino/14.0.0/admin/secu_config_http_bearer_auth_t.html
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Configuring Web Login with OIDC for web users

.

▪ Configure OIDC Provider Settings :  

- Hostnames or addresses mapped to this site: Select the Domino server name or internet site(s) for Domino Server.

- Provider name: A familiar name of OIDC provider E.g., "ADFS_Domino“

- Base URL: OIDC issuer URL (e.g. for AD FS, `https://<idphostname>/adfs`)

- Trusted Roots: select the AD FS certificate that was imported into the certstore.nsf.
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Configuring Web Login with OIDC for web users

.

• Configure Web Login Using OIDC in Domino V14.0:  

Client ID: Configure the Client ID captured during AD FS configuration.

Client Secret: Configure the Client secret captured during AD FS configuration.

Client Authentication type: keep “Client secret basic”

Simplify redirect URL : Keep Enable
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Configuring Bearer Authentication

.

• Configure Bearer Authentication:  

• Options: 

• Check Enable Microsoft work-arounds for Azure AD or AD FS.

• Custom email claim name: custom claim (e.g., mail) used by OIDC provider, if not email.

• Alternate Audiences : Supports multiple OIDC clients with distinct audience(aud) claims. (e.g., 2 for 2 client apps).

• Allowed client IDs:  Add audience client IDs for each application.
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Configuring Web Login with OIDC for web users

.

• Save OIDC provider configuration document and restart HTTP task.



Optional notes.ini Settings

OIDC_LOGIN_COOKIE_DURATION_SEC=  
• Sets the session duration (30–900 seconds, default: 120s) before users must reauthenticate with their OIDC provider.

OIDC_LOGIN_CLOCK_SKEW_SEC=
• Allows up to 0–600 seconds (default: 15s) of clock difference between the Domino server and OIDC providers.

OIDC_LOGIN_ENABLE_REDIRECT=0
• Disables server-wide redirects to the OIDC provider for login.
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Demo video

.
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Upgrades
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OIDC Configuration on Domino 12.0.2

.

• Configuring the IdP Catalog for OIDC Web Login Authentication in Domino 12.0.2

• Add the following notes.ini parameters to complete the OIDC configuration:

OIDC_LOGIN_CLIENT_ID=<Enter the ‘Client Identifier’ from the initial Add Application Group setup.>

OIDC_LOGIN_CLIENT_SECRET=<Enter the ‘Secret’ value from the initial configuration.>

OIDC_LOGIN_SIMPLIFY_REDIRECT_URL=1 (Enables simplified redirect URL pattern)

OIDC_LOGIN_ENABLE_REDIRECT=1 (Allows OIDC login redirects)
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Updating OIDC After Upgrading from Domino 12 to Domino 14

.

Post-Upgrade Steps for OIDC Configuration in Domino 14  

1. Upgrade the IDP catalog database template using IDPcat.ntf (v14).  

2. New fields will appear in the IDP catalog database.  

3. Enter the Client ID and Client Secret from the initial application setup.  

4. Set Client Authentication to "Client secret basic" (modifiable later).  

5. Enable "Simplify redirect URL" for a streamlined URL pattern.  

6. Save changes and restart the HTTP task on the Domino server.
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Troubleshooting
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Limitations, known issues

.

▪  Security Requirements
- Only Authorization Code Flow with PKCE permitted.
- PKCE S256 and nonce enforced (non-configurable).
- TLS required (cannot terminate TLS).
 

▪ Scope and Token
- Default scope: "openid email".  
- ID token must meet OIDC.Core standards; uses "upn" claim if "email" is missing.  

▪ Proxy Configuration 
- Session affinity required to avoid splitting login attempts across Domino servers.  

▪ Platform Support
- Limited to Domino servers on Windows and Linux servers.

▪ Network
- Domino server must have direct access to the OIDC Provider (proxies are not supported).

▪ ID Vault
- No support for unlocking IDVault (Use SAML instead).

https://help.hcl-software.com/domino/14.0.0/admin/secu_config_oidc_based_sso_for_web.html



.

OIDC Authentication Failure After Domino 14 Upgrade

.

OIDC Authentication Issue After Upgrading to Domino 14  

Issue:  
 OIDC Debug log messages shows following messages:  

• No client_id is configured for OIDC provider 
• OIDC login: No OIDC provider is configured for this web site.
• HTTP Web Server: You are forbidden to perform this operation. 

[/names.nsf?OIDCLogin?OIDCLogin&target_link_uri=https%3A%2F%2domino1.hclsw.com%2Ffavicon.ico] 
Anonymous

Cause:  
Domino 14 no longer uses notes.ini for settings like Client ID and Secret Key. These must be configured in the IDP 
configuration document.

Solution:  
• Ensure the IDP catalog database is upgraded to version 14.  
• Configure the Client ID, Secret key and OIDC provider details in the IDP configuration document.  
• Restart the HTTP task after making the changes.
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Troubleshooting – Debug Settings for Domino 12.0.2 and 14

Debugs:

DEBUG_OIDC_LOGIN_REDIRECT=1
• Prints OIDC login redirect log messages.

DEBUG_OIDCLogin=(0,1,2,3,4)
1 – Minimal logging, including basic token validation details.
2 – Logs error messages related to OIDC authentication.
3 – Provides detailed logging, including redirections and token exchange information.
4 – Includes all details from level 3 and additionally records the access token code. 

DEBUG_OIDC_JSON_PARSER=4
• Prints JWT bearer token in Domino console log.

OIDC_LOGIN_TRACE=1
• Enable it to diagnose issues such as failed redirects, token validation errors, or mismatches between Domino and 

the OIDC Provider.



Troubleshooting – Debug Settings for Domino 14+ 

DEBUG_OIDC_CONFIG=0,1,2,3,4,5,6
• Configuration Issues, start with this on new configurations.
• Debug validation of access tokens against Domino’s configured providers and keys (v14 only).

DEBUG_OIDC_CACHE=0,1,2,3,4,5,6
• Security, cryptography, configuration

DEBUG_JWS=1,2,3,4
• JWS Token information 

DEBUG_OIDC_CURL_APIS=0,1,2,3,4
• Connectivity from Domino to OIDC Provider
• Invalid Trusted root
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Troubleshooting
User access Domino web URL: https://domino1.hclsw.com

[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> wEnableOIDCRedirect: 1
[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> bSimplifyRedirect: TRUE
[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> ServerHostName: domino1.hclsw.com
[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> Reconstructed original URL: https://domino1.hclsw.com/iwaredir.nsf
[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> Redirect URL: 
https://domino1.hclsw.com/auth/protocol/oidc?target_link_uri=https%3A%2F%2Fdomino1.hclsw.com%2Fiwaredir.nsf

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> In Cmd::PreAuthenticate. NOOP.
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received CmdID kOIDCLoginCmdID
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Entering. This Internet Site is configured for OIDC provider https://ad-server.hclsw.com/adfs
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Request to Host name domino1.hclsw.com, URI path /names.nsf, URI query 
OIDCLogin&target_link_uri=https%3A%2F%2Fdomino1.hclsw.com%2Fiwaredir.nsf
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Entering Cmd::Authenticate
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received GET as expected.
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received code=, state=, error=
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received target_link_uri=https://domino1.hclsw.com/iwaredir.nsf
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte nonce cookie=PsCM949teVQLY8yxH8yj9LD2xgumfNl-aGVMoa2ejeM
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte nonce parameter=-YES8laHQfmPJd-Jk1t-U46BMVt0b2Q-FDOGMYIMySA
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte code_verifier=J85ExfBYRfb8xN-1z70Ibb3AQr0NILX_RkJpOoEMSq8
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte code_challenge=N8xfyAemEdvaR9Vc_D1N5VHatrCHJEyabbnKehS5gI8
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 54 byte RawState
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 72 byte state=2fr07OhivEiNbdmQBMRebGh0dHBzOi8vZG9taW5vMS5oY2xzdy5jb20vaXdhcmVkaXIubnNm
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::SetAuthCookies> Generating response header: Set-Cookie: __Secure-DomOidcSessN=PsCM949teVQLY8yxH8yj9LD2xgumfNl-aGVMoa2ejeM; Max-Age=120; 
HttpOnly; Secure; SameSite=Lax
[18E8:000B-115C] 03/05/2025 04:36:03.33 PM OIDCLoginCmd::SetAuthCookies> Generating response header: Set-Cookie: __Secure-DomOidcSessC=KQqmJbv5CjzHpVb4OwLpwMTprJWML3rHcnPfJAZfwuY; Max-
Age=120; HttpOnly; Secure; SameSite=Lax
[18E8:000B-115C] 03/05/2025 04:36:03.33 PM CmdHandler::HandleOIDCLoginCmd> Request does not include code or state. Generating a 302 to https://ad-
server.hclsw.com/adfs/oauth2/authorize/?scope=openid%20email&response_type=code&client_id=ea281f2a-723a-4c9f-9aea-92b54af9540c&nonce=-YES8laHQfmPJd-Jk1t-U46BMVt0b2Q-
FDOGMYIMySA&code_challenge_method=S256&code_challenge=N8xfyAemEdvaR9Vc_D1N5VHatrCHJEyabbnKehS5gI8&state=2fr07OhivEiNbdmQBMRebGh0dHBzOi8vZG9taW5vMS5oY2xzdy5jb20vaXdhcmVkaXIubnN
m&redirect_uri=https%3A%2F%2Fdomino1.hclsw.com%2Fauth%2Fprotocol%2Foidc for authentication

https://domino1.hclsw.com/auth/protocol/oidc?target_link_uri=https%3A%2F%2Fdomino1.hclsw.com%2Fiwaredir.nsf
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Troubleshooting
Logs after user authenticates with OIDC :

[18E8:000B-115C] 03/05/2025 04:36:19.51 PM OIDCLoginCmd::GetAndValidateIDToken> Using token endpoint auth method: client_secret_basic
[18E8:000B-115C] 03/05/2025 04:36:19.53 PM OIDCLoginCmd::GetAndValidateIDToken> Received HTTP response code 200 and a 5167 byte bearer token
[18E8:000B-115C] 00000000: 227B 6361 6563 7373 745F 6B6F 6E65 3A22   '{"access_token":'
[18E8:000B-115C] 00000010: 6522 4A79 6530 4158 4F69 4A69 564B 5131   '"eyJ0eXAiOiJKV1Q’
.
.
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> Received 1008 byte id_token
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> id_token includes: email=, iss=https://ad-server.hclsw.com/adfs, 
kid=4lXePjfFcsPl4KS_ukVjLTJN9xw, alg=RS256, sub=WpmKncVKnalwhJ4SRhpeVO6mnSefSf+Yj2G+//tTJ0k=, auth_time=1741172779, iat=1741172779, exp=1741176379
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> id_token includes: upn=tuser1@hclsw.com, at_hash=, scope=, azp=, nonce=-YES8laHQfmPJd-
Jk1t-U46BMVt0b2Q-FDOGMYIMySA, acr=, aud.count=1, amr.count=0
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> id_token includes: TypHeader=JWT, TypPayload=, clientId=, jti=, event=0
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> JWT's issuer matches configured provider's issuer
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> aud[0] matches client_id
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> SECGetJWKFromCache found a key with kid 4lXePjfFcsPl4KS_ukVjLTJN9xw and iss https://ad-
server.hclsw.com/adfs
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidateIDToken> Sent nonce matches nonce in id_token
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM CmdHandler::HandleOIDCLoginCmd> GetAndValidateIDToken acquired and validated an id_token containing email tuser1@hclsw.com
[18E8:000B-115C] 03/05/2025 04:36:19 PM  OIDC login: Token validated successfully for user (tuser1@hclsw.com)
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::DoHTTPSessionMagic> Entering
[18E8:000B-115C] 03/05/2025 04:36:19.78 PM OIDCLoginCmd::DoHTTPSessionMagic> OIDC User - tuser1@hclsw.com, mapped to tuser1@hclsw.com

[18E8:000B-115C] 03/05/2025 04:36:19.78 PM CmdHandler::HandleOIDCLoginCmd> Redirecting user to requested redirect target https://domino1.hclsw.com/iwaredir.nsf
[18E8:000B-115C] 03/05/2025 04:36:19.78 PM OIDCLoginCmd::ResetAuthCookies> Generating response header: Set-Cookie: __Secure-DomOidcSessN=; Max-Age=0; HttpOnly; Secure; 
SameSite=Lax
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Troubleshooting
Common Errors during OIDC authentication

Error 404 - HTTP Web Server: HCL Notes Exception - Entry not found in index 
• UPN name/email not matching with any user in Domino Directory.

Error 500 - You are not authorized to perform this operation
Possible causes:

• Cookie Expiration: The OIDC_LOGIN_COOKIE_DURATION_SEC default of 120 seconds expired, invalidating the user’s 
session cookie.

• Clock Skew: The Domino server and OIDC provider clocks differ beyond the tolerated OIDC_LOGIN_CLOCK_SKEW_SEC 
(default 15 seconds), causing token rejection.

• Token Expiry: The OIDC provider’s access or refresh tokens expired, and the Domino server failed to refresh them.
• Network Issues: Network delays or interruptions prevented the Domino server from validating the user’s session with 

the OIDC provider.
• User Permissions: The user lacks the necessary permissions on the resource/database they are trying to access.
• Server Misconfiguration: The Domino server is misconfigured, causing an HTTP 500 error instead of a 401/403 

response. This could  be due to OIDC provider deny access or incorrect settings in the IdP configuration document.

Error 403: Access Forbidden
• The Redirect URI is incorrect.
• This may be due to an outdated IdP Catalog template or configuration document settings after upgrading to Domino 

14.0.



Troubleshooting - OIDC Provider Non-standard behavior

HCL Support has worked with these OIDC Providers, which are documented:
• Keycloak
• Microsoft ADFS
• Microsoft Entra ID (formerly known as Entra ID)
• Okta
• miniOrange

If your OIDC Provider is not listed here and you are having trouble, open a case with HCL support.



.

References - Documentation

.

➢ Configuring Web Login with OIDC for web users 
• HCL Domino V12.0.2 -> https://help.hcl-software.com/domino/12.0.2/admin/secu_config_oidc_based_sso_for_web.html   
         
• HCL Domino V14.0 -> https://help.hcl-software.com/domino/14.0.0/admin/secu_config_oidc_based_sso_for_web.html

➢ Customizing HTTP Bearer authentication -> https://help.hcl-software.com/domino/14.0.0/admin/idpcat_http_bearer.html

➢ Web user login with OIDC enhancements in Domino 14.0 -> https://help.hcl-software.com/domino/14.0.0/admin/wn_webuserloginoidc.html

➢ Okta for Web Login using OIDC in Domino -> https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0106033

➢ Okta for Web Login using OIDC in Domino 14.0 and above -> https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0119391

➢ miniOrange for Web Login using OIDC in Domino -> https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0111584

➢ Microsoft Entra ID for Web Login using OIDC in Domino 12.0.2 -> https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105037

➢ Microsoft ADFS for Web Login using OIDC -> https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105015

➢ Microsoft Entra ID for Bearer Token Authentication for HCL Domino -> https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105036

➢ OIDC Login fails with error “Error 500 You are not authorized to perform this operation” 
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0119112

https://help.hcl-software.com/domino/12.0.2/admin/secu_config_oidc_based_sso_for_web.html
https://help.hcl-software.com/domino/14.0.0/admin/secu_config_oidc_based_sso_for_web.html
https://help.hcl-software.com/domino/14.0.0/admin/idpcat_http_bearer.html
https://help.hcl-software.com/domino/14.0.0/admin/wn_webuserloginoidc.html
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0106033
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0119391
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0111584
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105037
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105015
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0105036
https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0119112


.

.

Thank You!

Questions, Answers & Feedback
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HCLSoftware U – What’s coming

New Product Certification

HCL Domino v14 Developer Associate Exam 

New Instructor Led Training

HCL Domino v14 Designer Fundamentals (5 Day Course)

HCL Domino App Dev Course: Introduction to LotusScript (2 Days Course)

HCL Domino App Dev Course: Working with XPages (3 Days Course)

HCL Traveler and Authentication options – Webinar Series – Part 2

HCL Domino App Modernization Learning Series

HCL Notes & Verse – Help Desk Videos

For more details
Dinny.Peter@hcl-software.com
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HCLSoftware U – Webinar Recordings

Webinar Replays

Resource Library

https://hclsoftwareu.hcltechsw.com/media-library?filter=eyJjYXRlZ29yeSI6MTQ1LCJzdWJjYXRlZ29yeSI6MTQ2LCJ0eXBlIjoiMCIsInNlYXJjaCI6IiIsImxhbmd1YWdlIjoiZW4tR0IiLCJzaXplIjo0MCwic3RhcnQiOjB9
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HCL Software Digital Solutions Newsletter

Sign Up Link

https://leap.hcl-software.com/apps/anon/org/app/7ba76b47-ef38-4f16-8f18-093739bf07b3/launch/index.html?form=F_Form1


hclsoftwareu.hcltechsw.com
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