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OIDC and OIDC login workflow

What is OIDC?

* OpenlD Connect (OIDC) is an authentication protocol layered on OAuth 2.0. While OAuth 2.0 focuses on
authorization (access to resources), OIDC adds user authentication via an ID token (JWT) to verify identity.

Benefits of OIDC:
 Streamlines user authentication.
* Enables Single Sign-On (SSO) across apps.

* Boosts security with trusted OIDC Providers.



Keywords

* JSON Web Tokens (JWT): JSON (JavaScript Object Notation) web token, which holds claims for authorization and
authentication.

* |ID Token: The ID Token is a JWT that verifies the user’s identity and delivers authentication details to the client. These
serve as the OIDC equivalents to SAML assertions.

 Bearer token : The bearer token is an access token that authorizes the client to access secured resources on behalf of the
user.



Domino Supported Authentication methods with OIDC

HTTP Bearer Authorization :

e "Authorization: Bearer <access_token>" flow defined by RFC 6750.

* An access token is a signed JWT from a trusted OIDC Provider, that authorizes the bearer of this token to access
the server.

* There are no session-based cookies, the bearer token is on every request.

* Works with web applications, Single Page Applications, Progressive Web Applications, registered native/mobile
applications.

e OIDC authentication is negotiated through the client and Domino validates the access_token.

* More work to set up on the client than on the Domino server.

Web Login :

* Open ID Connect (OIDC) authorization code flow with PKCE.
e Similar to SAML, user is using a web browser.

* OIDC supports dynamic rekeying. These keys are published.
e A session cookie is issued.

* OIDC is negotiated through Domino.

* More work to set up on the Domino server than the client.



Domino Supported Authentication methods with OIDC

HTTP Bearer Token Authorization Web Login

Login method | The PWA, SPA, native app, etc. will Domino redirects the user to the OIDC Provider to
negotiate obtaining a bearer token with the | login. An access token and id token are provided
OIDC provider. to Domino.




Network Flow — HTTP Bearer Authentication

WebApp/Native . :
ser Agent Mobile/sPA 21D e Domino

_Client asks user-agent to open URL

Request to authentication endpoint N
User authenticates and consents - Authorization
Endpoint
~ 302 to client’s redirect_uri with code and state
GET with authorization code
Validate State
POST to token endpoint with code, client_id, client_secret N Token
Endpoint
- Bearer token including access_token, refresh_token

Request for Domino resources with Authorization: Bearer <access_token>

L 4

Response with resource Resource

(NSF)

- N




Network Flow — OIDC Web Login

Web Browser

Dormino 0IDC Provider

Unauthenticated request to Domino Resource o
Resource
. 302 to Domino’s OIDC Login endpoint (NSF)
GET /names.nsf/auth/protocol/oidc&target_link_url=<orig url> .
- 302 redirect with OIDC request parameters
Request to authentication endpoint Authorization
Endpoint
- 302 to Relying Party’s redirect_uri with code and state .
GET /names.nsf/auth/protocol/oidc&code=XXX&state=YYY N
Validate State
POST to token endpoint with code, client_id and client_secret
B k luding id_tok Token
earer token including id_token .
A8 Endpoint
. _ . Validate id_token
- 302 to original URL, set session cookie —
Authenticated request to original Domino resource
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Prerequisite:

= Domino Server
- Version: 12.0.2 FP6 or 14.0 FP3 IF2 installed.
- HTTP secured with TLS via Certificate Manager (certstore.nsf).
- Domino HTTP has Internet Sites enabled.

= |IDP Catalog Database
- idpcat.nsf already created on the Domino server.

= ADFS Setup
- Version: AD FS 5.0 configured and operational.
- Running on Windows Server 2019.

= Other OIDC-Providers

HCLSoftware U



Preparing HCL Domino for OIDC authentication
Configuring Web Login with OIDC for HCL Domino :

= Steps Overview :
- Configure OIDC Provider: Set up AD FS, obtain Client ID & Client Secret.

- Trust AD FS Certificate: Add AD FS certificate to Domino’s certstore.nsf & link to TLS
credentials.
Note: This is applicable only if you are using your own CA (other than trusted CA).

- Enable HTTP Bearer Authentication: In Internet Site Document, set Bearer Token to Yes.

- Configure Trusted OIDC Provider: Add OIDC provider details in idpcat.nsf (Client ID,
Secret, etc.).

= Reference:
Configuring Microsoft ADFS for Web Login using OIDC
https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0105015

Configuring Microsoft ADFS for Bearer Token Authentication in Domino
https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0105035
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Preparing for HCL Domino for OIDC authentication

Ensure Redirect URI is configured in the Identity Provider (IdP):

* Redirect URI
- Format: https://<hostname>/auth/protocol/oidc
- Set in OIDC provider for Domino.

@ Add Application Group Wizard

Server application

Steps Name:

@ Welcome .DIDC-Dcmino - Server application

@ Server application

Cliert ldentffier:
@ Corfigure Application
Credertials d591692f-a507-4f1e-8ed9-3abedbbb3B81f
@ Configure Web AP Redirect URI:

@ Apply Access Control Policy https://domino1.hclsw.com/auth/protocolioidd

@ Corfigure Application
Permissions

@ Summary
@ Complete

Description:

Remove




Preparing for HCL Domino for OIDC authentication

Configure the OIDC provider and obtain following to configure in Domino:

* Client Identifier: Acquire the Client ID generated by the IdP, tailored to the Domino web URI.
* Client Secret: Secure the Client Secret provided by the IdP for Domino’s use.
* AD FS Certificate : Domino server to trust the AD FS certificate.

‘@ Add Application Group Wizard X
Configure Application Credentials

Steps Select credentials used by the application to authenticate itself with AD FS when requesting access tokens.

Wel
@ ‘Yveicome [] Register a key used to sign JSON Web Tokens for authentication

@ Server application

@ Configure Application
Credentials

@ Configure Web API

Configure

[] Windows Integrated Authentication

Select the AD Account:
@ Apply Access Control Policy
Example: CONTOSO\expensevc Select
@ Configure Application
Pemissions
| Generate a shared secret
@ Summary
Secret:
@ Complete .
Uk6zL 9ekrzKx8h8FYnVRmpxmerUJ51CUsrsKcHPt Copy to clipboard "

o Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later if required.




Preparing for HCL Domino for OIDC authentication

= AD FS Configuration Settings for OIDC authentication (As Shown in Screenshot)

Summary
Steps Review the following settings and click "Next'to create the application.
@ Welcome
@ Server application Application Group
@ Configure Application Name: OIDC-Domino
Credentials

Server application
@ Configure Web AP|

@ Apply Access Control Policy

Name: OIDC-Domino - Server application

Identifier: d591692f-a507-4f1e-8ed9-3a6e8b6b381f
@ Configure Application

Pemissions Redirect URls:
@ Summary https://domino1.hclsw.com/auth/protocol/oidc
@ Complete

Use client secret: True
Web API
Name: OIDC-Domino - Web API
Identifiers: d591692f-a507-4f1e-8ed9-3a6e8b6b381f
Access control policy: Permit everyone
Application permissions:

OIDC-Domino - Server application - openid

<rmi




Preparing HCL Domino for OIDC Authentication

Configuring Domino to Trust AD FS Certificate :

= Steps to Trust AD FS Certificate

- Open ‘certstore.nsf’ on the Cert Manager Server.
- Navigate to Trusted Roots > Click Add Trusted Root.

Add Trusted Root  ¢# Edit Document [il] Delete Trusted Root

Name -~

E'ﬂ Certificate Store

Certificate Expiration -~

Type Curve/Size

Domino1 | 5% . No usage category --

Cert Manager Server:
Domino1

& DST Root CAX3/Digital Signature Trust Co.

& Fake LE Raoot X1/

& '

TLS CREDENTIALS 1SRG Root X1/nternet Security Research Group/Us

&j & 1SRG Root X2/nternet Security Research Group/US

2 By Host Name

& (STAGING) Pretend Pear X1/(STAGING) Internet Security Research Group/Us
By Domino Server

U"‘

(I]m]
E By Account Mame

Archive
ﬁ Joonsole
CONFIGURATIONS
E ACME Accounts
Certificate Authorities
DMS Providers

figuration

sted Roots

rord Store

2 &8 8 @8 O

09/20/2021 07:31:15 PM
03/24/2036 04:23:46 AM
06/04/2035 04:34:38 PM
091172040 09:30:00 PM

06/04/2035 04:34:38 PM

R3A 2043
R3A 4096
R3A 4096

ECDSA secp384r1 (NIST P-38¢

R3A 4096




Preparing HCL Domino for OIDC Authentication

Configuring Domino to Trust AD FS Certificate

- In Main tab:
- Set Usage Categories to OIDC.

£ Submit Request D“_I Paste Certificate Save & Close Cancel

Trusted Root

Main Comments]
- In Certificates tab:

- Paste the AD FS certificate key. Paste - Certificates & Roots (PEM)

. . R BECIN CERTIFICATE-----
- C I IC k on S u b m |t re q ue St . MIIDATCCASHgAWIBAGIUNOHT0ws P4t 5TaCT+T yKbE r 3 y2eMuDQY JKoZ ThveHAQEL
BQAWEjELMALCA 1 UEBRMCSU4xCz A JEQHVELGMA L 1 THOOWCwY DVQUHDARQVUS FHREY
DwYDVQQEDAhTB2Z0d2 FyZTEQMA4CA L UECwwHI 3VweCd ydDEOMAWCA 1 TE Aww FSENM

- . : Ny D be s i G B S UlecxHjAcBgkghkiGswiBCQEWD2 FkbW1luQCh bHN3 LmvbTAe Fwl yNTA M) cwMiES
Sub legues aste Cerificate Save & Close Cance CertMgr e
£ Submit Request D% Paste Certificate () Save & Close Cancel NDVaFwiyHzAyM] cwMiESNDVaMH4xCz ATBGNVEAYTA k1 OMQswCQYDVOQI DAJNSDEN g
MAsCA1UEBWwWEUFVORTERMASCA1UECGWIU2 SmdHdhemlxEDACBgNVERSME 1M1 cHEW
-I- t d R t cnQxDj AMEgNVEAMMBUhDT FNEMRAWHLEY JEoZ ThweNAQKkBFgShZGlpbkBoY 2xadys
ruste 00 b20wggEiMAOCCSgE5Ib3DOEBAQUAR S TBDwAwggEKADIBAQDs IUEngeMOdRO £oX+7 o Certificates pasted. Submit request to finalize
AbC3+hiH2gpé fdEXZFOBuinEé£¥n2J3bE4J/ oChRyHgHoumaDnSsLuagllsUsel /i
EQmwOrAPBzdpidYy/HmrlGTh(Fsjl90gamUTheql] evENkgHI5gZ 7CTC1AEE S ang
. . Select K ords dgZZFRUSEftk/eVvzew3pUVhi4 1 Loewf¥GYpMTp3stukLkagCale+Ciype IThIWHE
Main ] Certificates | Comments b [x] : ;
irJeWoclBEEfmVsxPEbi aVi1EPHOO SuxgNEEginkvh Y =vw /BMBExMDRwo 7Tg¥TasuPg _
Keywords ITI FOEICP+HOFERWSF/ IxZ£0xeYEtipglRe P OvpTodp+li Zmt VO g clsHx V904 +ChE oK
. ed7/AgHBARCjUzERMBOGA 1 UdDgQUWEBBLpX+0kbPAgdarvbquull SplTHbs Sbz AfBgHY
Main ICAF HSMEGDAWgBOpX+0kbPAgdgrvbguullSplibs 8bz APRgNVHEMBA £ SERTADACH / HROG
Status: I INET Server Cancel CSgESIb3DQEBCWUARATBAQC,/ THeY JkLS5aTF1 Il émeCEImUIER2 f Lu3 77/ Ea3gmTlT
= £
' J v 01DC I Yg/72aymfY/ 29/ JUaxFfl cvrye JOVEJe 8+ ZPL2 o JmOHN o OWwTLIpLjunIsLeYekbli
. i o EMSq, t] i kL obPxrjwE njst xxkFs]
Name 1UhEMSg/ ¥t Em/ 31 T1 FHUSuH1 1K7CudE+obE: BMb: POQJITxxkFsjiLOTI
Felg2CVwY¥g+Ck4THtt4ulE0d/ i 2 yigemIRksWTESgEcEtb0ALxHabwd2 UhsVLFSC
Usage categories: o WZeESmEREwfebseBXQd0KZmET PUbghoKE/CV]£74tsxaFlunZ85TU] jtI1dxUsKt
pl2dJgiNvdvigeEEfSxyrv+bz/ggEL2+0hgmDEHZD:07G
————— END CERTIFICATE--—-——
Certificate status:
Subject key identifier (SHA1): CA Root Certificate {PEM}
New keyword
Certificate Information
Expires: ™ 4




Preparing HCL Domino for OIDC Authentication

= Confirm Certificate Processing
- Verify "CertMgr’ task processed the trusted root certificate.
- Check status: Issued for the certificate.

o

[129C:0005-13EC] 02/27/2025 084:18:58 PM CertMgr: Processing 1 request(s)

.-}

Trusted Root

Main l Certificates ] Comments

Main
Status: Issued
Name; EMAIL=adming@hclsw.com/CN=HCLSW/OU=Support/O=S5oftware/L=PUNE/ST=MHIC=IN
Usage categories; aInle:

[ Restrictuse to category

Certificate status:

Subject key identifier {(SHA1): 295F ED24 6CF0 2076 ABEF GEAB AES1 2454 5DBB 3C6F




Preparing HCL Domino for OIDC Authentication

Map Trusted Root to TLS Certificate

- Open the TLS credentials document of Domino.
- In Security/Keys tab -> Trusted Roots section:
- Select the imported trusted root certificate from the list.

- Click Save & Close.

;;{) Submit Request '_E Copy CSR [‘:_I Paste Certificate [ Save &Close X Cancel ¢G> Examine Certificate(s) B Import TLS Credentials '_E Export TLS Credential

TLS Credentials

Main ] Secur'rtyfl(eysl Manual ] Comments

Certificate Information

Certificate Fingerprint {  Keywords

DST Root CA ¥3/Digital Signature Trust Co.

Key Infformation | = Faln LE Bogt R1f

ISRG Root X1/Intemet Security Research Group/LUS

¥

Created: ISRG Root ¥2/Intemet Security Research Group/LUS
Algorithm: (STAGING) Pretend Pear X1/(STAGING) Intemet Security Research
Key size:

Subject key identifier (!

Trusted Roots < *

Issued to: EMAIL=admin@hclsw.com/CN=domino1.hclsw.comiQU=Senice/O=HCL Software/L=PUNE/ST=MH/C=IN
Issued by: EMAIL=admin@hclsw.com/CN=HCLSW/OU=Support/O=Software/L=PUNE/ST=MH/C=IN

Expires: S

Activated: select Keywords ]

769 6151 6A31 4D69




Enabling HTTP Bearer authentication

= Configure Domino to support Bearer token (JWT) authentication.
= Enable Bearer token authentication via Internet site document.

($)web site... (X)Cancel

" Steps: Web Site OIDC-Domino
- Open the Internet Site Document for Domino. _
_ GO to the Security tab Basics l Configuration l Dominc Web Engine |[Securityd] Comments | Administration
- Under TLS Authentication Options: Anomymous & Yes & No
= Set Bearer TOken (JWT) to Yes Name & password: {* Yes " No " Yeswith TOTP
- Save & Close Internet site document. Redirect TCP to TLS: (" Yes & No
Anonymous: i* Yez T No
MName & paszword: * Yes " No " Yes with TOTP
Client certificate: ™ Yes ¢ Mo
Bearer token (JWT): v Yes {7 Mo
Passkey (WebAuthn): (" Yes * No

Reference:
https://help.hcl-software.com/domino/14.0.0/admin/secu enable http bearer auth c.html



https://help.hcl-software.com/domino/14.0.0/admin/secu_enable_http_bearer_auth_c.html

Configuring Web Login with OIDC for web users

Configuring trusted OIDC providers :

e Register a trusted OIDC provider for Domino authentication.
- Open “idpcat.nsf’ on the Domino server.
- Navigate to OIDC Providers > Click Add OIDC Provider.

|DP Catalog
i 1dP Configurations

BE OIDC Providers

| B HCLSW Demain - Demina1... | i IDP Catalog - OIDC Providers X

‘Add 0IDC Provider ‘ Edit OIDC Provider Delete OIDC Provider

Provider Base LURL

Reference:

https://help.hcl-software.com/domino/14.0.0/admin/secu config http bearer auth t.html



https://help.hcl-software.com/domino/14.0.0/admin/secu_config_http_bearer_auth_t.html

Configuring Web Login with OIDC for web users

= Configure OIDC Provider Settings :
Hostnames or addresses mapped to this site: Select the Domino server name or internet site(s) for Domino Server.

Provider name: A familiar name of OIDC provider E.g., "ADFS_Domino*

Base URL: OIDC issuer URL (e.g. for AD FS, “https://<idphostname>/adfs")

Trusted Roots: select the AD FS certificate that was imported into the certstore.nsf.

OIDC Provider : ADFS_Domino

Host names or addresses iy

mapped to this site: domino1 hclsw.com; 19216872129, ~ |

Provider name: J";ﬂu.I:JFS_I:L:rr'ninn:rJ

Ba=e LIEL: d https:/lad-server.helsw.comiadfs 4

Trusted roots: rEMA||_=EII:|r'I"Iir1@hI:|5W.DDTTI.'E-N=HELSW."DU=SLIppDFt."':j':SthNEIFE.‘."L:PUNE."ST=MH."E=|N|JL|

Logging level: Standard W




Configuring Web Login with OIDC for web users

e Configure Web Login Using OIDC in Domino V14.0:
Client ID: Configure the Client ID captured during AD FS configuration.
Client Secret: Configure the Client secret captured during AD FS configuration.
Client Authentication type: keep “Client secret basic”

Simplify redirect URL : Keep Enable

OIDC Provider : ADFS _Domino

Host names or addresses P

mapped to this site: dominol.hclsw.com; 192.168.72.129 M

Provider name: T ADFS_Domina

Base URL: v https:llad-server helsw com/adfs

Trusted roots: rEMAIL=admin@hcIsw.comJ'CN=HCLSWJ'OU=SUpportl'0=SoﬁwareIL=PUNEJ’ST=MHJ’C=IN aE
Logging level: Standard ~

Diescription:

Enable web browser login using the OpenlD Connect (O1DC) authorization code flow with PKCE. After authentication
with an OIDC provider, the browser receives a session cookie for subsequent HTTP requests.

Client 1D " 4591692f-a507-4f1e-Bed9-3abe8bBb3E 1

Client secret: - UkBzL9ekrzKx8hE8F Y nVRrpxmcorlJ51CUsrsKeHFt
Client authentication type: Client secret basic e

Simplify redirect URL: Enable ~

Redirect URL example: hitps:/lwww. example.comiauth/protocolioide




Configuring Bearer Authentication

* Configure Bearer Authentication:
* Options:
* Check Enable Microsoft work-arounds for Azure AD or AD FS.
e Custom email claim name: custom claim (e.g., mail) used by OIDC provider, if not email.
* Alternate Audiences : Supports multiple OIDC clients with distinct audience(aud) claims. (e.g., 2 for 2 client apps).

* Allowed client IDs: Add audience client IDs for each application.

Redirect URL example: https:lhwww example com/auth/protocolioide

Description: OAuth client applications can use HTTP bearer authentication with signed JWT access tokens acquired from an CIDC

provider to authenticate to Domino servers.

Options: I+ Enable Microsoft work-arounds

Custom email claim name:
Alternate audiences: d

Allowed client ID=: 4l




Configuring Web Login with OIDC for web users

* Save OIDC provider configuration document and restart HTTP task.

0IDC Prowvider Settings

Host names or addresses F

mapped to this site: domina1. hclsw.com; 192.168.?2.129JE]

Provider name: " ADFS_Domino

Basze URL: " https://ad-server hclew.comladfs 4

Trusted roots: T EMAIL=admin@hclsw.com/CN=HCLSW/OU=SupportO=Scoftware/L=PUNE/ST=MHIC=IN ;=1

Logaing level:

Web Login using OIDC

Description: Enable web browser login using the OpenlD Connect (OIDC) authorization code flow with PKCE. After authentication
with an OIDC provider, the browser receives a session cookie for subsequent HTTF requests.

Client 1D: " d591692f-a507-4f1e-8ed9-3a6e8b6b3S 1 4

Client secret: " Ukbzl SekrzKx8h8F Y nVRrpxmerlUJ51CUsrsKeHP

Client authentication type: |Clitmts=uetbasic i |

Simplify redirect URL: |E“E“3|B V|

Redirect URL example: https:/iwww.example.comiauthiprotocolioide

Bearer Authentication

Description: OAuth client applications can use HTTP bearer authentication with signed JWT access tokens acgquired from an OIDC
provider to authenticate to Domino servers.

Options: ¥ Enable Microsoft work-arounds

Custom email claim name: " a
r

Alternate audiences: 4

Allowed client IDs: E




Optional notes.ini Settings

OIDC_LOGIN_COOKIE_DURATION_SEC=
» Sets the session duration (30—900 seconds, default: 120s) before users must reauthenticate with their OIDC provider.

OIDC_LOGIN_CLOCK_SKEW_SEC=
* Allows up to 0—600 seconds (default: 15s) of clock difference between the Domino server and OIDC providers.

OIDC_LOGIN_ENABLE_REDIRECT=0
* Disables server-wide redirects to the OIDC provider for login.
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OIDC Configuration on Domino 12.0.2

e Configuring the IdP Catalog for OIDC Web Login Authentication in Domino 12.0.2

OIDC Provider : ADFS Domino

Host names or addresses domino 1. hclsw.com; 192.168.72.129
mapped to this site:

FProvider name: ADFS_Domino

Base LIRL: httpe:lad-server. hclsw comiadfs

Trusted roots: EMAIL=admin@helsw com/CN=HCLSW/OU=Support/O=Software/L=PLUNE/ST=MHI/C=IM
Logging level: Standard

* Add the following notes.ini parameters to complete the OIDC configuration:

OIDC_LOGIN_CLIENT_ID=<Enter the ‘Client Identifier’ from the initial Add Application Group setup.>
OIDC_LOGIN_CLIENT_SECRET=<Enter the ‘Secret’ value from the initial configuration.>
OIDC_LOGIN_SIMPLIFY_REDIRECT_URL=1 (Enables simplified redirect URL pattern)
OIDC_LOGIN_ENABLE_REDIRECT=1 (Allows OIDC login redirects)

HCLSoftware U



Updating OIDC After Upgrading from Domino 12 to Domino 14

Post-Upgrade Steps for OIDC Configuration in Domino 14

1.

2.

Upgrade the IDP catalog database template using IDPcat.ntf (v14).
New fields will appear in the IDP catalog database.

Enter the Client ID and Client Secret from the initial application setup.
Set Client Authentication to "Client secret basic" (modifiable later).
Enable "Simplify redirect URL" for a streamlined URL pattern.

Save changes and restart the HTTP task on the Domino server.

HCLSoftware U
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Limitations, known issues

= Security Requirements
- Only Authorization Code Flow with PKCE permitted.
- PKCE S256 and nonce enforced (non-configurable).
- TLS required (cannot terminate TLS).

= Scope and Token
- Default scope: "openid email".
- ID token must meet OIDC.Core standards; uses "upn" claim if "email" is missing.

= Proxy Configuration
- Session affinity required to avoid splitting login attempts across Domino servers.

= Platform Support
- Limited to Domino servers on Windows and Linux servers.

= Network
- Domino server must have direct access to the OIDC Provider (proxies are not supported).
= D Vault e
- No support for unlocking IDVault (Use SAML instead).

[=]

HCLSoftware U
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OIDC Authentication Failure After Domino 14 Upgrade

OIDC Authentication Issue After Upgrading to Domino 14

Issue:
OIDC Debug log messages shows following messages:

* Noclient_id is configured for OIDC provider

* OIDC login: No OIDC provider is configured for this web site.

e HTTP Web Server: You are forbidden to perform this operation.
[/names.nsf?0IDCLogin?0OIDCLogin&target_link_uri=https%3A%2F%2dominol.hclsw.com%2Ffavicon.ico]
Anonymous

Cause:
Domino 14 no longer uses notes.ini for settings like Client ID and Secret Key. These must be configured in the IDP
configuration document.

Solution:
* Ensure the IDP catalog database is upgraded to version 14.
* Configure the Client ID, Secret key and OIDC provider details in the IDP configuration document.
* Restart the HTTP task after making the changes.

HCLSoftware U



Troubleshooting — Debug Settings for Domino 12.0.2 and 14
Debugs:

DEBUG_OIDC_LOGIN_REDIRECT=1
e Prints OIDC login redirect log messages.

DEBUG_OIDCLogin=(0,1,2,3,4)
1 — Minimal logging, including basic token validation details.
2 — Logs error messages related to OIDC authentication.
3 — Provides detailed logging, including redirections and token exchange information.
4 — Includes all details from level 3 and additionally records the access token code.

DEBUG_OIDC_JSON_PARSER=4
* Prints JWT bearer token in Domino console log.

OIDC_LOGIN_TRACE=1
* Enable it to diagnose issues such as failed redirects, token validation errors, or mismatches between Domino and
the OIDC Provider.
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Troubleshooting — Debug Settings for Domino 14+

DEBUG_OIDC_CONFIG=0,1,2,3,4,5,6
e Configuration Issues, start with this on new configurations.
* Debug validation of access tokens against Domino’s configured providers and keys (v14 only).

DEBUG_OIDC_CACHE=0,1,2,3,4,5,6
e Security, cryptography, configuration

DEBUG_JWS=1,2,3,4
e JWS Token information

DEBUG_OIDC_CURL_APIS=0,1,2,3,4
e Connectivity from Domino to OIDC Provider
* Invalid Trusted root



Troubleshooting

User access Domino web URL: https://dominol.hclsw.com

[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> wEnableOIDCRedirect: 1

[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> bSimplifyRedirect: TRUE

[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> ServerHostName: dominol.hclsw.com

[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> Reconstructed original URL: https://dominol.hclsw.com/iwaredir.nsf
[18E8:000B-115C] 03/05/2025 04:36:03.30 PM HTTP::SpecialUnauthorizedHandling> Redirect URL:

https://dominol.hclsw.com/auth/protocol/oidc?target link uri=https%3A%2F%2Fdominol.hclsw.com%2Fiwaredir.nsf

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> In Cmd::PreAuthenticate. NOOP.

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received CmdID kOIDCLoginCmdID

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Entering. This Internet Site is configured for OIDC provider https://ad-server.hclsw.com/adfs

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Request to Host name dominol.hclsw.com, URI path /names.nsf, URI query
OIDCLogin&target_link_uri=https%3A%2F%2Fdominol.hclsw.com%2Fiwaredir.nsf

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Entering Cmd::Authenticate

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received GET as expected.

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received code=, state=, error=

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM CmdHandler::HandleOIDCLoginCmd> Received target_link_uri=https://dominol.hclsw.com/iwaredir.nsf

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte nonce cookie=PsCM949teVQLY8yxH8yj9LD2xgumfNI-aGVMoa2ejeM

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte nonce parameter=-YES8laHQfmPJd-Jk1t-U46BMVt0b2Q-FDOGMYIMySA

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte code_verifier=J85ExfBYRfb8xN-12701bb3AQrONILX_RkJpOoEMSq8

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::HashAndB64url> Entering

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 43 byte code_challenge=N8xfyAemEdvaR9Vc_D1N5VHatrCHJEyabbnKehS5g!8

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 54 byte RawState

[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::BuildSessionState> Generated 72 byte state=2fr070hivEiINbdmQBMRebGhOdHBz0Oi8vZG9taW5vMS50Y2xzdy5jb20vaXdhcmVkaXlubnNm
[18E8:000B-115C] 03/05/2025 04:36:03.32 PM OIDCLoginCmd::SetAuthCookies> Generating response header: Set-Cookie: __Secure-DomOidcSessN=PsCM949teVQLY8yxH8yj9LD2xgumfNIl-aGVMoa2ejeM; Max-Age=120;
HttpOnly; Secure; SameSite=Lax

[18E8:000B-115C] 03/05/2025 04:36:03.33 PM OIDCLoginCmd::SetAuthCookies> Generating response header: Set-Cookie: __Secure-DomOidcSessC=KQqmlbv5CjzHpVb4OwLpwMTprJWML3rHcnPfIAZfwuY; Max-
Age=120; HttpOnly; Secure; SameSite=Lax

[18E8:000B-115C] 03/05/2025 04:36:03.33 PM CmdHandler::HandleOIDCLoginCmd> Request does not include code or state. Generating a 302 to https://ad-
server.hclsw.com/adfs/oauth2/authorize/?scope=openid%20email&response_type=code&client_id=ea281f2a-723a-4c9f-9aea-92b54af9540c&nonce=-YES8laHQfmPJd-Jk1t-U46BMVt0b2Q-
FDOGMYIMySA&code_challenge_method=S256&code_challenge=N8xfyAemEdvaR9Vc_D1N5VHatrCHJEyabbnKehS5gI8&state=2fr070hivEiNbdmQBMRebGh0dHBz0i8vZG9taW5vMS50Y2xzdy5jb20vaXdhcmVkaXlubnN
m&redirect_uri=https%3A%2F%2Fdominol.hclsw.com%2Fauth%2Fprotocol%2Foidc for authentication
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Troubleshooting

Logs after user authenticates with OIDC :

[18E8:000B-115C] 03/05/2025 04:36:19.51 PM OIDCLoginCmd::GetAndValidatelDToken> Using token endpoint auth method: client_secret_basic
[18E8:000B-115C] 03/05/2025 04:36:19.53 PM OIDCLoginCmd::GetAndValidatelDToken> Received HTTP response code 200 and a 5167 byte bearer token
[18E8:000B-115C] 00000000: 227B 6361 6563 7373 745F 6B6F 6E65 3A22 '{"access_token":'

[18E8:000B-115C] 00000010: 6522 4A79 6530 4158 4F69 4A69 564B 5131 "'eyl0eXAiOiJKV1Q’

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> Received 1008 byte id_token

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> id_token includes: email=, iss=https://ad-server.hclsw.com/adfs,
kid=4IXePjfFcsPI4KS_ukVjLTIN9xw, alg=RS256, sub=WpmKncVKnalwhJ4SRhpeVO6mnSefSf+Yj2G+//tTJOk=, auth_time=1741172779, iat=1741172779, exp=1741176379
[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> id_token includes: upn=tuserl@hclsw.com, at_hash=, scope=, azp=, nonce=-YES8laHQfmPJd-
Jk1t-U46BMVt0b2Q-FDOGMYIMYySA, acr=, aud.count=1, amr.count=0

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> id_token includes: TypHeader=JWT, TypPayload=, clientld=, jti=, event=0

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> JWT's issuer matches configured provider's issuer

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> aud[0] matches client_id

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> SECGetJWKFromCache found a key with kid 4I1XePjfFcsPI4KS_ukVjLTIN9xw and iss https://ad-
server.hclsw.com/adfs

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::GetAndValidatelDToken> Sent nonce matches nonce in id_token

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM CmdHandler::HandleOIDCLoginCmd> GetAndValidatelDToken acquired and validated an id_token containing email tuserl@hclsw.com
[18E8:000B-115C] 03/05/2025 04:36:19 PM OIDC login: Token validated successfully for user (tuserl@hclsw.com)

[18E8:000B-115C] 03/05/2025 04:36:19.76 PM OIDCLoginCmd::DoHTTPSessionMagic> Entering

[18E8:000B-115C] 03/05/2025 04:36:19.78 PM OIDCLoginCmd::DoHTTPSessionMagic> OIDC User - tuserl@hclsw.com, mapped to tuserl@hclsw.com

[18E8:000B-115C] 03/05/2025 04:36:19.78 PM CmdHandler::HandleOIDCLoginCmd> Redirecting user to requested redirect target https://dominol.hclsw.com/iwaredir.nsf

[18E8:000B-115C] 03/05/2025 04:36:19.78 PM OIDCLoginCmd::ResetAuthCookies> Generating response header: Set-Cookie: __ Secure-DomQidcSessN=; Max-Age=0; HttpOnly; Secure;
SameSite=Lax
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Troubleshooting

Common Errors during OIDC authentication

Error 404 - HTTP Web Server: HCL Notes Exception - Entry not found in index
* UPN name/email not matching with any user in Domino Directory.

Error 500 - You are not authorized to perform this operation
Possible causes:
* Cookie Expiration: The OIDC_LOGIN_COOKIE_DURATION_SEC default of 120 seconds expired, invalidating the user’s
session cookie.
* Clock Skew: The Domino server and OIDC provider clocks differ beyond the tolerated OIDC_LOGIN_CLOCK_SKEW _SEC
(default 15 seconds), causing token rejection.
* Token Expiry: The OIDC provider’s access or refresh tokens expired, and the Domino server failed to refresh them.
* Network Issues: Network delays or interruptions prevented the Domino server from validating the user’s session with
the OIDC provider.
» User Permissions: The user lacks the necessary permissions on the resource/database they are trying to access.
 Server Misconfiguration: The Domino server is misconfigured, causing an HTTP 500 error instead of a 401/403
response. This could be due to OIDC provider deny access or incorrect settings in the IdP configuration document.

Error 403: Access Forbidden
* The Redirect URI is incorrect.

* This may be due to an outdated IdP Catalog template or configuration document settings after upgrading to Domino

14.0.
HCLSoftware U



Troubleshooting - OIDC Provider Non-standard behavior

HCL Support has worked with these OIDC Providers, which are documented:
* Keycloak
* Microsoft ADFS
* Microsoft Entra ID (formerly known as Entra ID)
e Okta
* miniOrange

If your OIDC Provider is not listed here and you are having trouble, open a case with HCL support.



References - Documentation

» Configuring Web Login with OIDC for web users
e HCLDomino V12.0.2 -> https://help.hcl-software.com/domino/12.0.2/admin/secu config oidc based sso for web.html

e HCLDomino V14.0 -> https://help.hcl-software.com/domino/14.0.0/admin/secu config oidc based sso for web.html

» Customizing HTTP Bearer authentication -> https://help.hcl-software.com/domino/14.0.0/admin/idpcat _http bearer.html

» Web user login with OIDC enhancements in Domino 14.0 -> https://help.hcl-software.com/domino/14.0.0/admin/wn_webuserloginoidc.html

» Okta for Web Login using OIDC in Domino -> https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0106033

» Okta for Web Login using OIDC in Domino 14.0 and above -> https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0119391

» miniOrange for Web Login using OIDC in Domino -> https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0111584

» Microsoft Entra ID for Web Login using OIDC in Domino 12.0.2 -> https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0105037

» Microsoft ADFS for Web Login using OIDC -> https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0105015

> Microsoft Entra ID for Bearer Token Authentication for HCL Domino -> https://support.hcl-software.com/csm?id=kb article&sysparm article=KB0105036

» OIDC Login fails with error “Error 500 You are not authorized to perform this operation”
https://support.hcl-software.com/csm?id=kb _article&sysparm_article=KB0119112
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Thank You!

Questions, Answers & Feedback
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HCLSoftware U — What’s coming
New Product Certification

HCL Domino v14 Developer Associate Exam

New Instructor Led Training

HCL Domino v14 Designer Fundamentals (5 Day Course)

HCL Domino App Dev Course: Introduction to LotusScript (2 Days Course)
HCL Domino App Dev Course: Working with XPages (3 Days Course)

HCL Traveler and Authentication options — Webinar Series — Part 2

HCL Domino App Modernization Learning Series

HCL Notes & Verse — Help Desk Videos

For more details
Dinny.Peter@hcl-software.com
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HCLSoftware U — Webinar Recordings

Resource Library

HCLSoftware U

Home Dashboard Products ~ Courses Resource Library Certifications ~ Events FAQ Contact

-- Webinar Replays v All Media Types v Q

HCL Domino HCL Domino HCL Domino HCL Domino HCL Domino HCL Domino
Webinar Replays Webinar Replays Webinar Replays Webinar Replays Webinar Replays Webinar Replays
Overview of One Touch Domino Setup Configuring Domino Servers in Tips to efficiently manage and maintain HCL Domino License Analysis Utility - Overview of One-Touch Domino Setup HCL Domino License Analysis Utility -
Feature [NA/EMEA] containers (Podman/Docker) certificate store in HCL Domino 12.0.x Understanding & Configuring (Basic) (Korean) Understanding & Configuring
and above (Advanced)
Download: Slides | QA Download: Slides | QA Download: Slides | QA Download: Slides
Download: Slides | QA Download: Slides | QA

HCL Domino HCL Domino HCL Domino HCL Domino HCL Domino HCL Domino
Webinar Replays Webinar Replays Webinar Replays Webinar Replays Webinar Replays Webinar Replays
HCL Notes Client Upgrade & HCL Domino Online Meeting Integration Domino2} &7 Microsoft Outlook A2 2 Watch replay! Domino V12 7 v 74 L — E hora de atualizar para o Domino 12. Es hora de actualizar a Domino 12. He
Troubleshooting -- Watch Replay with Third Party Services -- Watch QI8 HCL Traveler 2 %], 71 Wy 2 2] FEHEODFRA >~ b Saiba o porqué... [Portuguese] -- Watch aqui por qué... [Spanish] -- Watch Replay
Replay C LI} [Korean] -- Replay Replay
Download: Slides Download: Handouts
Download: Slides | QA Download: Handouts Download: Handouts
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HCL Software Digital Solutions Newsletter

1 #~HCL Digital Solutions

2]/ 2] Al ) 2

Get the Latest Breaking News.

What HCL Digital Solutions products ar t ted
Doming
Domino
Volt MX

Sign Up Link

47


https://leap.hcl-software.com/apps/anon/org/app/7ba76b47-ef38-4f16-8f18-093739bf07b3/launch/index.html?form=F_Form1

HCLSoftware U

hclsoftwareu.hcltechsw.com



	Slide 1: Configuring OIDC-based SSO for HCL Domino web users and troubleshooting
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6: Domino support for OIDC
	Slide 7: OIDC and OIDC login workflow
	Slide 8: Keywords
	Slide 9: Domino Supported Authentication methods with OIDC
	Slide 10: Domino Supported Authentication methods with OIDC
	Slide 11: Network Flow – HTTP Bearer Authentication
	Slide 12: Network Flow – OIDC Web Login
	Slide 13: Configuration
	Slide 14: Prerequisite:
	Slide 15: Preparing HCL Domino for OIDC authentication
	Slide 16: Preparing for HCL Domino for OIDC authentication
	Slide 17: Preparing for HCL Domino for OIDC authentication
	Slide 18: Preparing for HCL Domino for OIDC authentication
	Slide 19: Preparing HCL Domino for OIDC Authentication
	Slide 20: Preparing HCL Domino for OIDC Authentication
	Slide 21: Preparing HCL Domino for OIDC Authentication
	Slide 22: Preparing HCL Domino for OIDC Authentication
	Slide 23: Enabling HTTP Bearer authentication
	Slide 24: Configuring Web Login with OIDC for web users
	Slide 25: Configuring Web Login with OIDC for web users
	Slide 26: Configuring Web Login with OIDC for web users
	Slide 27: Configuring Bearer Authentication
	Slide 28: Configuring Web Login with OIDC for web users
	Slide 29: Optional notes.ini Settings
	Slide 30: Demo video
	Slide 31: Upgrades
	Slide 32: OIDC Configuration on Domino 12.0.2
	Slide 33: Updating OIDC After Upgrading from Domino 12 to Domino 14 
	Slide 34: Troubleshooting
	Slide 35: Limitations, known issues
	Slide 36: OIDC Authentication Failure After Domino 14 Upgrade 
	Slide 37: Troubleshooting – Debug Settings for Domino 12.0.2 and 14
	Slide 38: Troubleshooting – Debug Settings for Domino 14+ 
	Slide 39: Troubleshooting
	Slide 40: Troubleshooting
	Slide 41: Troubleshooting
	Slide 42: Troubleshooting - OIDC Provider Non-standard behavior
	Slide 43: References - Documentation
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48

